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Overview

This document, Security Configuration Benchmark for Juniper JUNOS Devices, provides
prescriptive guidance for establishing a secure configuration posture for Juniper Networks
Devices including a Core set of recommendations for all current JUNOS Platforms including
ACX, EX, MX, PTX, QFX, SRX and T Series.

Additional configuration is suggested when securing some platforms. This Benchmark does
not address topics such as SRX Security Policy and IPSEC VPN or EX/QFX Layer 2 Security
and 802.1X configuration, however all Core Recommendations in this guide apply to these
platforms. Additional Center for Internet Security Benchmarks to address additional
requirements on these platforms will be released in the future or be included in a future
version of this Benchmark.

Recommendations in this guide were tested extensively using a range of Juniper platforms
including:

e SRX Series (SRX5400s (HA) running 15.1X49D100, SRX4100 (HA and stand alone)
running 15.1X49D150, SRX300 running 15.1X49D150 and SRX110 running
13.3X48-D50, vSRX running 15.1X49D150 and 15.1X49D110)

e MX Series (MX240 running 15.1R7, vMX running 18.3R1.9)

e EXSeries (EX2300 (VC and stand alone) running 15.1X53-D59)

e QFX Series (QFX5100 running 14.1X53-D47 (VCF), vQFX running 15.1X53-D63.9)

This guide does not address Juniper Networks platforms which do not run JUNOS, including
ScreenOS Firewalls, Contrail, JSA Appliances or the Junos Space Network Management
Platform.

To obtain the latest version of this guide, please visit http://cisecurity.org.

If you have questions, comments, or have identified ways to improve this guide, please
write us at feedback@cisecurity.org.

Intended Audience

This guide is intended for individuals and organizations responsible for the security of
Juniper Networks Devices running the JUNOS Operating System.
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Consensus Guidance

This benchmark was created using a consensus review process comprised of subject
matter experts. Consensus participants provide perspective from a diverse set of
backgrounds including consulting, software development, audit and compliance, security
research, operations, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
during initial benchmark development. During this phase, subject matter experts convene
to discuss, create, and test working drafts of the benchmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been published. During this phase, all feedback provided by the
Internet community is reviewed by the consensus team for incorporation in the
benchmark. If you are interested in participating in the consensus process, please visit
https://workbench.cisecurity.org/.
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Typographical Conventions

The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code, command, and script examples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or examples. Text should
be interpreted exactly as presented.

<italic font in brackets> Italic texts set in angle brackets denote a variable
requiring substitution for a real value.

Italic font Used to denote the title of a book, article, or other
publication.
Note Additional information or caveats

Scoring Information

A scoring status indicates whether compliance with the given recommendation impacts the
assessed target's benchmark score. The following scoring statuses are used in this
benchmark:

Scored

Failure to comply with "Scored" recommendations will decrease the final benchmark score.
Compliance with "Scored" recommendations will increase the final benchmark score.

Not Scored

Failure to comply with "Not Scored" recommendations will not decrease the final
benchmark score. Compliance with "Not Scored" recommendations will not increase the
final benchmark score.
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Profile Definitions

The following configuration profiles are defined by this Benchmark:

e Levell
Level-I Benchmark recommendations are intended to:

o be practical and prudent;

o provide a clear security benefit; and

o do not negatively inhibit the utility of the technology beyond acceptable
means

e Level 2

Level-II Benchmark recommendations exhibit one or more of the following
characteristics:

o are intended for environments or use cases where security is paramount

o acts as defense in depth measure
o may negatively inhibit the utility or performance of the technology
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Recommendations

1 General Recommendations

This section provides general guidance on securing JUNOS Routers which does not apply to
any particular hierarchy level or commands. These recommendations are not scored and

do not provide any Audit advice.

This section is not intended to be a comprehensive source for non configuration related
security considerations for JUNOS.
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1.1 Ensure Device is running JTAC Recommended Software Release (Not

Scored)
Profile Applicability:
e Level 1

Description:

All JUNOS Devices should run the current JTAC Recommended Release of JUNOS.

Rationale:

As with any software, the JUNOS Operating System installed on Juniper Devices may be

subject to Bugs, Updates and Vulnerabilities discovered over time.

Juniper periodically issues software patches available for all Juniper Devices which are
currently supported and for which the operating organizations has a valid support

contract.

All JUNOS Devices in a production network should be updated and run the current JTAC
(Juniper Technical Assistance Center) Recommended Release for the platform, which is

specified in Juniper Knowledge Base Article KB21476.

If you have a Login to the Juniper Customer Portal, you can subscribe to this KB Article, so

that you receive email alerts whenever the current JTAC Recommended Release
or updated.

is changed

You should only operate a version other than that listed in KB24176 in a production
environment when specifically instructed to do so by JTAC in order to resolve an issue.

Audit:

Step 1: Collect the router chassis information

user@host> show version | match model

Example:

root@LAB-SRX300> show version | match model
Model: srx300

This device is an SRX300
Step 2: Check the software version running on the device
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‘user@host> show version | match JUNOS

Example:

root@LAB-SRX300> show version | match JUNOS
Junos: 15.1X49-D150.2
JUNOS Software Release [15.1X49-D150.2]

root@LAB-SRX300>

For some devices, such as MX Routers, a large number of software components will be
returned from the previous command. This can be filtered by looking for the "JUNOS Base"
software

Example:

user@LAB-MX> show version | match "Base"

JUNOS Base 0OS boot [10.4R8.5] JUNOS Base OS Software Suite [10.4R8.5]

The Base OS software version on this MX Router is Junos 10.4R8.5

Step 3: go to the Junos website and check the Recommended Release
http://kb.juniper.net/InfoCenter/index?page=content&id=KB21476&cat=&actp=LIST
Step 4: If the running software is the one recommended for the model, the system is compliant.
Otherwise, follow the link in the KB Article or raise a ticket with your Authorized Support
Partner to obtain the current Recommended Release.

Example:

In this case, the recommended software for the SRX300 is Junos 15.1X49-D150 (last
updated 15 Oct 2018)

So the SRX System is compliant.

For the MX Router, the current recommended releases are Junos 15.1F6-S10/15.1R7 or
Junos 17.3R3-S2 (last updated 29 Nov 2018) - so the MX Router is not compliant.

Remediation:

Upload the current JTAC Recommended Release to the JUNOS Device in the /var/tmp/
folder.

In most cases an upgrade is performed with the following command, issued from
Operational Mode:

user@host> request system software add /var/tmp/<image name>

Where <image name> is the filename of the JUNOS image provided by Juniper.
NOTE - Updating JUNOS Software with this command will result in a reboot of the system
and loss of service.
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In platforms deployed with redundant Routing Engines, as Virtual Chassis or as HA
Clusters, In-Service Software Updates (or ISSU) may be supported. An ISSU update updates
and reboots each node or RE separately, failing services on to the other node/RE prior to
the reboot.

To perform an ISSU Update, on most platforms, issue the the following command from
Operational Mode:

user@host> request system software in-service-upgrade /var/tmp/<image name>

NOTE - The specific procedure and prerequisites for ISSU varies by platform and deployment
type. If some prerequisites (such as NSR or GRES) are not correctly configured a loss of
service may still occur.

Please refer to the documentation for your platform before attempting to update software.

Impact:

During updates JUNOS Devices reboot to load the new software. In some instances this may
result in loss of service. Please refer to the documentation for your platform before
attempting to update software.

Default Value:

JUNOS Devices do not always ship with the current JTAC Recommended Release installed.
References:

1. https://kb.juniper.net/InfoCenter/index?page=content&id=KB21476

CIS Controls:
Version 7

11.4 Install the Latest Stable Version of Any Security-related Updates on All Network
Devices

Install the latest stable version of any security-related updates on all network devices.
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1.2 Ensure End of Life JUNOS Devices are not used (Not Scored)

Profile Applicability:
e Level 1

Description:

EoL JUNOS Devices should never be used in production networks

Rationale:

As with most vendors, Juniper Networks only support individual versions of Software and
Hardware for a certain period of time in order to allow resources to be spent developing
new products, rather than supporting old ones and because new features and technologies
may not be supportable on older hardware.

Juniper will announce that support for a device, software version or platform is being
discontinued by issuing an End of Life Notice for the product being retired. A typical EOL
Notice will include details of:

e Notification Date - The official date that the EOLN was issued, all other timings are
based on this date.

e LOD - the Last Order Date for the product - typically this is 180 days after the EOLN.
After LOD, no new support services or contracts for the product can be purchased.

e LSV - the Last Software Version which will be supported for the product

e EOSE - the End of Software Engineering. After this date Juniper will not offer new
bug fixes or software patches for the product. Typically this is 3 years after the
EOLN.

e LRD - the Last Renewal Date. After this date, existing support contracts and services
for the platform can no longer be renewed. Typically this is 4 years after the EOLN.

e EOS - the End of Support. Juniper will no longer provide any support or
replacements for the platform. Typically this is 5 years after the EOLN.

Once a device has reached EOSE state, Juniper may no longer offer any patches, bug fixes or
fixes for security vulnerabilities. This makes the device essentially unsupportable in a
production environment, as any serious vulnerability discovered could not be patched.

It may not be practical in most cases to provide a work around without impacting services
and it is rarely possible to instantly retire or replace affected platforms in response to a
newly discovered vulnerability. This would leave networks vulnerable with no prospect of
a timely fix.
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Audit:

[t is essentially that administrators follow Juniper EOLN announcements and plan to retire
all EoL platforms following the timeline given in the EOLN by the EOSE date to ensure that
this situation does not occur.

You can subscribe to EOL Notices in the Juniper Knowledge Base by logging in with your
Juniper Customer Account, navigating to "Manage Subscriptions" and adding "EOL" to
"Technical Bulletins" Subscriptions. Juniper will automatically email you a notification
when a new EOLN is issued.

A full list of current EOLNS is also available here: https://support.juniper.net/support/eol/

Remediation:

Administrators should plan to retire all JUNOS Devices before they reach EOS/EOSE
Impact:

EOL Devices of any type present a significant risk to the security of the network.
References:

1. https://support.juniper.net/support/pdf/eol/990833.pdf
2. https://support.juniper.net/support/eol/

CIS Controls:
Version 7

2.2 Ensure Software is Supported by Vendor

Ensure that only software applications or operating systems currently supported by the
software's vendor are added to the organization's authorized software inventory.
Unsupported software should be tagged as unsupported in the inventory system.
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1.3 Ensure device is physically secured (Not Scored)

Profile Applicability:
e Level 1

Description:

Network Devices should be physically secured.

Rationale:

As with most information assets, it is vital that an attacker is prevented from gaining
physical access to your Juniper JUNOS Devices.

With physical access an attacker may bypass firewalls by re-patching systems, power off
your Device or connect to Console ports.

It is possible with almost all network equipment to reset the Root password if you have
physical access.

Recommendations elsewhere in this document provide some mitigation against these
attacks by, for example, Encrypting Configuration files and disabling Auxiliary Ports, but
preventing or detecting physical access to your network devices should still be a
fundamental element of a defense in depth strategy.

Audit:
Remediation:

While preventing all physical access is nearly impossible in some deployment scenarios,
such as for a Service Provider supplying Customer Premises Equipment (CPE), in most
cases the following minimum steps should be considered:

e The JUNOS Device should be deployed in a secure, locked room.

e Access logs should be maintained for the room, either electronically through use of
access cards or through a manual process for access to the key.

e Access to the room should be limited to only those personnel absolutely required.

e Use of CCTV to monitor sensitive areas and comms rooms.

e The room should ideally be equipped with Uninterruptible Power Supply (UPS) and
cooling facilities as well as be free from Electromagnetic Interference sources. Loss
of power (either malicious or accidental) or cooling can result in a loss of service.

These methods should be a bare minimum and other physical security options considered
when protecting a JUNOS Device which processes or transits sensitive data, such as
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Encryption Keys, Credit Card or Personally Identifiable Information which may be in scope
for regulatory/industry compliance standards such as PCI DSS, GDPR or HIPAA.

In these situation Secure Hosting or Co-Location Facilities may be required and options
considered for Physical Security should include:

e 24/7 Security Guards and Monitoring

e Biometric and/or Multi Factor access control

e Private Caged areas for secure equipment

o Additional alarm and monitoring systems to detect equipment being removed from
racks

References:

1. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 9

2. Router Security Configuration Guide, Version 1.1b, Section 3.1.1 (page 33), National
Security Agency (NSA)

CIS Controls:
Version 7

14 Controlled Access Based on the Need to Know
Controlled Access Based on the Need to Know
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1.4 Ensure configuration is backed up on a regular schedule (Not Scored)

Profile Applicability:
e Level 1

Description:

Regular backups should be made of the router.

Rationale:

Backups of a routers configuration may be necessary when recovering from physical
hardware failure, administrative errors or a successful attack. Preserving the evidence of
an attack may also be necessary for regulatory compliance, forensic investigation or
prosecution of the attacker.

By default, JUNOS routers save a local backup copy of your configuration every time you
commit (save) a change. JUNOS maintains the 50 previous configuration files, 4 on the
Routing Engines Flash drive and the remainder on the hard disk.

This provides a useful method to recover from many types of fault or error, however an
attacker will, potentially, be in a position to compromise these backups along with the
active configuration, so it is vital that you also keep a remote configuration backup beyond
the attackers reach.

Audit:
Remediation:

A discussion of all possible backup methods is beyond the scope of this Benchmark.
Consider the Archival section of this Benchmark for one method of obtaining remote
backups whenever your configuration is changed.

CVS tools such as RANCID provide an alternative method to backup and manage
configuration files from a central location as well as keeping track of changes over time.
Also consider a method of maintaining offline copies of your backup data, such as tape
storage. This provides a vital tool in Disaster Recovery and is also extremely helpful when
recovering from a successful attack, as you can be certain that the attacker was unable to
alter the offline version.

References:

1. Router Security Configuration Guide, Version 1.1b, Section 3.3.4 (page 45), National
Security Agency (NSA)
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CIS Controls:
Version 7

10.1 Ensure Regular Automated Back Ups
Ensure that all system data is automatically backed up on regular basis.
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1.5 Ensure backup data is stored and transferred securely (Not Scored)
Profile Applicability:
e Level 1

Description:

Backups of router configuration should be secured.

Rationale:

If an attacker has access to your router configuration files they have gained a lot of
sensitive information about your network topology, defenses, weaknesses, critical servers
and possibly your VPN keys and login information.

Audit:
Remediation:

A discussion of securing your backup services is beyond the scope of this Benchmark, but at
a minimum you should consider the following:

e Never transfer configuration files using plain text protocols such as Telnet or FTP.
Use SSH or SCP instead.

o Restrict access to backups to the least number of administrative users possible.

o Store offline backups in a physically secure, fire resistant, air tight safe.

e Logaccess and changes to backups.

e Secure any server that stores backups using the appropriate Center for Internet
Security Benchmark.

e Disable all unused services on the backup server.

References:

1. Router Security Configuration Guide, Version 1.1b, Section 3.3.4 (page 45), National
Security Agency (NSA)

CIS Controls:
Version 7

10.4 Ensure Protection of Backups

Ensure that backups are properly protected via physical security or encryption when
they are stored, as well as when they are moved across the network. This includes remote
backups and cloud services.
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1.6 Ensure maximum RAM is installed (Not Scored)
Profile Applicability:
e Level 1

Description:

The router should have the maximum RAM installed.

Rationale:

Some Denial of Service attacks rely on exhausting the target routers memory resources by
bombarding the router with bogus requests or traffic, when the router runs out of memory
it will stop being able to service genuine requests and may be unable to perform critical
tasks like maintaining route tables.

Juniper routers are somewhat more resilient to this type of attack then some other systems
due to the separation of the Control and Forwarding planes, but attacks against router
services may still cause disruption.

Audit:
Remediation:

Installing the most RAM available for your system will both help to mitigate these attacks
and boost performance of your routers. In most cases RAM upgrades are extremely cost
effective way to increase router performance and survivability.

References:

1. Router Security Configuration Guide, Version 1.1b, Section 3.1.1 (page 34), National
Security Agency (NSA)

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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1.7 Ensure logging data is monitored (Not Scored)

Profile Applicability:
e Level 1

Description:

Logs and events should be monitored.

Rationale:

Even after you have applied all of the settings in this guide, there is no such thing as perfect
security. All systems are potentially vulnerable, be it to undiscovered software bugs, social
engineering or other risks.

System logs, SNMP traps and any other information generated by your network devices
should be monitored for changes and suspicious activity at least daily. Remember that your
TACACS+ or RADIUS server may also produce logs detailing logins and what commands
users issue.

If your systems produce more logging then you can actively monitor, consider using a
Security Information and Event Manager type system. SIEM software consolidates and
analyzes log information from across your organization, detecting security incidents and
providing detailed, joined up information to aide your incident response and investigation.

Some popular SIEM systems include:

e Juniper Secure Analytics (JSA)

e RSA NetWitness

o IBM QRadar (Which is also the basis of the Juniper JSA product)
e AlienVault USM

e OSSIM (now also operated by AlienVault)

e Splunk

This is not intended as a recommendation of individual SIEM or SIM products, nor as an
exhaustive list.

Audit:

Remediation:
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https://www.juniper.net/us/en/products-services/security/secure-analytics/
https://www.rsa.com/en-us/products/threat-detection-response/siem-security-information-event-management
https://www.ibm.com/uk-en/marketplace/ibm-qradar-siem
https://www.alienvault.com/products/usm-anywhere
http://sourceforge.net/projects/os-sim/
https://www.splunk.com/

References:

1. Watch your Internet Routers!, Internet Storm Center Diary, SANS Institute
https://isc.sans.org/diary.html?storyid=6100

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 10.6

CIS Controls:
Version 7

6.6 Deploy SIEM or Log Analytic tool
Deploy Security Information and Event Management (SIEM) or log analytic tool for log
correlation and analysis.

6.7 Regularly Review Logs

On a regular basis, review logs to identify anomalies or abnormal events.
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1.8 Ensure Retired JUNOS Devices are Disposed of Securely (Not Scored)

Profile Applicability:
e Level 1

Description:

JUNOS Devices must be disposed of securely

Rationale:

As with all systems, there will come a point where a JUNOS Device has reached the end of
it's service and must either be redeployed, recycled or disposed of.

JUNOS Devices used in production will typically contain a significant store of sensitive
information, which may include:

e Configuration details about your network and services

o Sensitive or Personal data traversing the network, stored in packet captures, trace
output or log files

e Hashed Passwords and Shared Secrets for users, management platforms or Virtual
Private Networks

e Encryption Keys and other sensitive keying material used for IPSEC VPNs, X.509
Certificates or other uses

Attackers may attempt to gain information on potential targets or sensitive data by
acquiring retired network devices and servers through theft, recycling services or online
auctions. It is not uncommon to purchase used JUNOS Devices on sites like Ebay and find
that the old configuration, encryption keys, licenses and other details are still present.

Audit:
Remediation:

To ensure that sensitive data is not lost when disposing of or redeploying retired JUNOS
Devices, it is essential that the system be fully zeroized. This process returns the system to
its original factory default state, with no root password set and all configuration, backups,
user specified options, encryption keys, etc deleted.

To zeroize a JUNOS Device, log in as a user with the maintenance permission or as root and
issue the following command from Operational Mode:

|root@host>request system zeroize media
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The media option used above also undertakes a process to securely "scrub” onboard
memory and persistent media (such as flash, HDDs or SSDs) using a method equivalent to
"clearing" as specified in NIST SP800-88. Using the media option will take significantly
more time, as it repeatedly overwrites every area of storage with random data, but is
strongly recommended for all devices where the option is supported.

An increasing number of JUNOS Devices, such as the PTX5000 Series and some MX Series
routers, utilize a Disaggregated JUNOS Operating System which hosts JUNOS as a Virtual
Machine abstracting it from the physical Routing Engine hardware. In some instances the
request system zeroize command will zeroize the Guest JUNOS VM only, and not the
underlying Host OS. For these platforms the following command should be used from
Operational Mode:

root@host>request vmhost zeroize

This command will clear both the JUNOS VM and the Host OS.

When some devices, such as EX or QFX Series, are deployed in Clusters, HA or Virtual
Chassis environments the request system zeroize media command may be ignored or
may operate on only the local node, so will need to be issued individually on each device
being disposed of.

Ensure you check the current documentation for the request system zeroize command
for your platform to ensure that all options are correctly specified and perform the
operation as intended.

Where possible, devices which are being "returned to base" from a deployment using third
parties for transport should be zeroized before shipping.

References:

1. https://www.juniper.net/documentation/en US/junos/topics/reference/command
-summary/request-system-zeroize.html

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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2 Firewall

JUNOS Routers provide Stateful Firewall functionality for IPv4, IPv6 and MPLS traffic. In
some environments the router may be used to filter ingress or egress traffic for the
network or the filters may be used to protect the router itself. Filters are applied inbound
or outbound to an interface per unit and address family. When applied to a traffic interface
the firewall inspects traffic traversing the router through that interface. When applied to
the Loopback interface, the firewall inspects traffic to or from the Routing Engine, no
matter which interface it was actually received on. Firewall Filters are configured under the
[edit firewall] hierarchy.
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2.1 Ensure firewall filter is set for inbound traffic to the Routing Engine
(Not Scored)

Profile Applicability:
e Level 2

Description:

Traffic to the Routing Engine should be filtered.

Rationale:

JUNOS routers can provide a wide range of services to the network and, as with any
computer system, the more services that are offered and the more hosts to which they are
available, the wider attack surface is offered to a potential attacker.

To protect the router from attack a Firewall Filter should be applied to all inbound traffic to
the Routing Engine which limits the hosts able to connect to the router and the services on
which they are permitted to connect.

Permitted traffic should be logged in most cases, although for some protocols this may
produce excessive load on the router so the impact of logging should be considered before
itis applied.

If applied to the 100 interface the filter will apply to all traffic sent to the Routing Engine.
See Require Inbound Firewall Filter on Loopback Interface (Level 2, Not Scorable) for
details of how to apply the filter.

Where the router processes IPv6 traffic a filter will be required for family inet6in
addition to the family inet filter example shown below.

NOTE : The Firewall Filter applies to ALL traffic sent to the Routing Engine, including traffic
sent to the routers interface addresses. Ensure your firewall filter allows all of the Routing,
Management and other protocols which are required for normal operation prior to applying
the filter.

Audit:

Due to the range of options available as to Filter Name, Term Name and terms; it is not
possible to score this recommendation. Firewall filters may be viewed by issuing the
following command:
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[edit]
user@host#show firewall

Remediation:

To create a firewall filter enter the following command from the [edit firewall]
hierarchy.

[edit firewall]

user@host#edit family inet

[edit firewall family inet]

user@host#edit filter <filter name>

[edit firewall family inet filter <filter name>]

user@host#edit term <term name>

[edit firewall family inet filter <filter name> term <term name>]
user@host#set from <match conditions>

user@host#set then <action>

The following example filter allows SSH from 192.168.1.0/24 and OSPF from 10.0.0.0/8
while (implicitly) denying all other traffic:

firewall {
family inet {
filter ProtectRE ({
term AllowOSPF {
from {
protocol ospf;
source-address 10.0.0.0/8;
}
then {
accept;
}
}
term AllowSSH ({
from ({
protocol tcp;
source-address 192.168.1.0/24;
destination-port ssh;

then {
accept;
log;
syslog;

Default Value:

No firewall filters are configured by default.
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References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.1 (page 55), National
Security Agency (NSA)

2. Firewall Filter Overview, JUNOS Software Policy Framework Configuration Guide,
Juniper Networks

CIS Controls:

Version 7

12.4 Deny Communication over Unauthorized Ports
Deny communication over unauthorized TCP or UDP ports or application traffic to

ensure that only authorized protocols are allowed to cross the network boundary in or out
of the network at each of the organization's network boundaries.
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2.2 Ensure RE firewall filter contains explicit term for SSH (when SSH is
used) (Not Scored)

Profile Applicability:

o Level 2

Description:

Routing Engine Firewall Filter should restrict SSH sources

Rationale:

Firewall filters are built up of one or more terms, which are evaluated in order until either
one is matched (at which point the terms then action is taken) or the final term has been
evaluated, at which point the default action is to discard the packet.

SSH is one of the main services for remote administration of the router and, as a result,
presents a tempting target for attackers. To protect the router, you should only allow
authorized management hosts, ideally on an internal network segment, to connect using
SSH.

Permitted SSH connections should be logged to the local routing engine and to SYSLOG,
allowing a record of connections to be kept and potential attacks to be detected.

Audit:

Due to the range of options available as to Filter Name, Term Name and terms; it is not
possible to score this recommendation. Firewall filters may be viewed by issuing the
following command:

[edit]
user@host#show firewall

Remediation:

To create a firewall filter term enter the following command from the [edit firewall
family <family> filter <filter name>] hierarchy.

[edit firewall family inet filter <filter name>]
user@host#edit term <term name>

[edit firewall family inet filter <filter name> term <term name>]
user@host#set from source-address <authorized address or subnet>
user@host#set from source-address <authorized address or subnet 2>
user@host#set from protocol tcp
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user@host#set from destination-port ssh
user@host#set then accept

user@host#set then syslog

user@host#set then log

Default Value:

No firewall filters are configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 5.3.1 (page 227),
National Security Agency (NSA)

2. Firewall Filter Overview, JUNOS Software Policy Framework Configuration Guide,
Juniper Networks -
http://www.juniper.net/techpubs/software/junos/junos94/swconfig-
policy/firewall-filter-overview.html

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANs or, preferably, on entirely
different physical connectivity for management sessions for network devices.

12.4 Deny Communication over Unauthorized Ports

Deny communication over unauthorized TCP or UDP ports or application traffic to
ensure that only authorized protocols are allowed to cross the network boundary in or out
of the network at each of the organization's network boundaries.
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2.3 Ensure RE firewall filter includes explicit term for SNMP (when SNMP
is used) (Not Scored)

Profile Applicability:
e Level 2
Description:

Routing Engine Firewall Filter should restrict SNMP sources

Rationale:

Firewall filters are built up of one or more terms, which are evaluated in order until either
one is matched (at which point the terms then action is taken) or the final term has been
evaluated, at which point the default action is to discard the packet.

SNMP provides detailed information about the router and may allow changes to the routers
configuration, making SNMP a prime target for an attacker. To protect the router, you
should only allow authorized management hosts, ideally on an internal network segment,
to connect using SNMP.

Permitted SNMP connections should be logged to the local routing engine and to SYSLOG,
allowing a record of connections to be kept and potential attacks to be detected.

Audit:

Due to the range of options available as to Filter Name, Term Name and terms; it is not
possible to score this recommendation. Firewall filters may be viewed by issuing the
following command:

[edit]
user@host#show firewall

Remediation:

To create a firewall filter term enter the following command from the [edit firewall
family <family> filter <filter name>] hierarchy.

[edit firewall family inet filter <filter name>]
user@host#edit term <term name>

[edit firewall family inet filter <filter name> term <term name>]
user@host#set from source-address <authorized address or subnet>
user@host#set from source-address <authorized address or subnet 2>
user@host#set from protocol udp
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user@host#set from destination-port snmp
user@host#set then accept

user@host#set then syslog

user@host#set then log

Default Value:

No firewall filters are configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.5.3 (page 151),
National Security Agency (NSA)

2. [Firewall Filter Overview, JUNOS Software Policy Framework Configuration Guide,
Juniper
Networks](http://www.juniper.net/techpubs/software /junos/junos94/swconfig-
policy/firewall-filter-overview.html)

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANSs or, preferably, on entirely
different physical connectivity for management sessions for network devices.

12.4 Deny Communication over Unauthorized Ports

Deny communication over unauthorized TCP or UDP ports or application traffic to
ensure that only authorized protocols are allowed to cross the network boundary in or out
of the network at each of the organization's network boundaries.

38|Page


http://www.juniper.net/techpubs/software/junos/junos94/swconfig-policy/firewall-filter-overview.html)
http://www.juniper.net/techpubs/software/junos/junos94/swconfig-policy/firewall-filter-overview.html)

2.4 Ensure internal sources are blocked on external networks (Not
Scored)

Profile Applicability:
e Level 2

Description:

Deny traffic with an internal source or reserved IP address from external source.

Rationale:

An attacker may attempt to bypass security controls and Intrusion Detection Systems (IDS)
by using the source address of a trusted (generally internal) host, a technique known as
spoofing. Packets arriving on external networks should never have a source address from
your internal network ranges, especially where the internal networks use RFC1918 private
address space or invalid addresses. Any traffic with an internal source arriving on an
external interface is certain to be an attack and should be blocked. A Firewall Filter should
be applied to all external network interfaces and include a term to deny internal address
ranges. The discard method is used to block the packet silently, with no message sent back
to the source. This traffic should also be logged to the local routing engine and SYSLOG,
allowing attacks to be detected and record kept.

Audit:

Due to the range of options available as to Filter Name, Term Name and terms; it is not
possible to score this recommendation. Firewall filters may be viewed by issuing the
following command:

[edit]
user@host#show firewall

Remediation:

To create a firewall filter term enter the following command from the [edit firewall
family <family> filter <filter name>] hierarchy.

[edit firewall family inet filter <filter name>]
user@host#edit term <term name>

[edit firewall family inet filter <filter name> term <term name>]
user@host#set from source-address 127.0.0.0/8
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user@host#set from source-address 10.0.0.0/8
user@host#set from source-address 0.0.0.0/32
user@host#set from source-address 172.16.0.0/12
user@host#set from source-address 192.168.0.0/16
user@host#set from source-address 192.0.2.0/24
user@host#set from source-address 169.254.0.0/16
user@host#set from source-address 198.18.0.0/15
user@host#set from source-address 198.51.100.0/24
user@host#set from source-address 203.0.113.0/24
user@host#set from source-address 224.0.0.0/8
user@host#set from source-address 255.255.255.255/32
user@host#set from source-address

user@host#set then discard

user@host#set then syslog

user@host#set then log

NOTE - At least one further term must be included in this firewall filter to allow legitimate

traffic.
Default Value:

No firewall filters are configured by default.
References:

1. Cisco I0S Benchmark Version 2.2, Requirement 2.3.1.1, Center for Internet Security

2. [Firewall Filter Overview, JUNOS Software Policy Framework Configuration Guide,
Juniper
Networks](http://www.juniper.net/techpubs/software/junos/junos94/swconfig-
policy /firewall-filter-overview.html)

CIS Controls:
Version 7

12.2 Scan for Unauthorized Connections across Trusted Network Boundaries
Perform regular scans from outside each trusted network boundary to detect any
unauthorized connections which are accessible across the boundary.

12.3 Deny Communications with Known Malicious IP Addresses
Deny communications with known malicious or unused Internet [P addresses and limit
access only to trusted and necessary IP address ranges at each of the organization's

network boundaries,.
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2.5 Ensure firewall filters contain explicit deny and log term (Not Scored)
Profile Applicability:
e Level 2

Description:

Filters should include a final Deny and Log term.

Rationale:

Firewall filters are built up of one or more terms, which are evaluated in order until either
one is matched (at which point the terms then action is taken) or the final term has been
evaluated, at which point the default action is to discard the packet.

It is important to log packets which are denied by the firewall filter, these may indicate an
attempted attack or could suggest a problem in the network or with the firewall filter itself.

A term should be added to the end of the each firewall filter which logs the packet header
information and blocks the packet. The discard method is used to block the packet silently,
with no message sent back to the source, denying the attacker information and limiting
resource usage on the router.

Audit:

Due to the range of options available as to Filter Name, Term Name and terms; it is not
possible to score this recommendation. Firewall filters may be viewed by issuing the
following command:

[edit]
user@host#show firewall

Remediation:

To create a firewall filter term enter the following command from the [edit firewall
family <family> filter <filter name>]lﬁerarchy.

[edit firewall family inet filter <filter name>]
user@host#set term <term name> then discard
user@host#set term <term name> then syslog
user@host#set term <term name> then log

Default Value:
No firewall filters are configured by default.
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References:

1. [Firewall Filter Overview, JUNOS Software Policy Framework Configuration Guide,
Juniper
Networks](http://www.juniper.net/techpubs/software/junos/junos94/swconfig-
policy/firewall-filter-overview.html)

CIS Controls:
Version 7

9.4 Apply Host-based Firewalls or Port Filtering
Apply host-based firewalls or port filtering tools on end systems, with a default-deny
rule that drops all traffic except those services and ports that are explicitly allowed.
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3 Interfaces

This section provides guidance on the secure configuration of Interface specific parameters
and options which are contained under the [edit interfaces <interface name>]
hierarchy.
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3.1 DLn - Dialer Interfaces

Dialer interfaces are used to access modem connections on Juniper routers. These settings
are accessed under the [edit interfaces dln] hierarchy (where n is the interface
number).

Only apply the recommendations in this section where a dialer interfaces is configured on the
device for Dial In Services. You can confirm the number of configured dialer interfaces by
issuing the following command from the [edit] hierarchy:

[edit]

user@host# show interfaces | match "dl.*" | count

If a positive integer is returned then you should apply all of the recommendations in this
section.

Some JUNOS Devices, such as many Branch SRX models, may also use the Dialer Interface
for initializing a 3G or LTE Backup Connection to provide resilience for a Branch Office with
only a single WAN link. The settings in this section are not intended for Dialer Interfaces
used for this purpose and should not be applied.

You can confirm whether your Dialer Interface is being used for a 3G/LTE Backup with the
following command issued from the [edit] hierarchy:

[edit]

user@host# show interfaces | match "backup-options interface dl10" | count

If a line count of 1 or higher is returned, you should not apply the Recommendations in this
section for the Dialer Interfaces.
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3.1.1 Ensure Caller ID is set (Scored)

Profile Applicability:

e Level 1

Description:

Caller restrictions MUST be used when Incoming calls are permitted.
Rationale:

Some JUNOS routers support the use of a dial in modem connection for Telnet/SSH
administration of the router from a remote connection over the telephone network.

This can provide a useful out of band management channel, allowing access to a customer
router at a remote site when the primary circuit has failed for example, but also creates a
new route for attack, allowing a malicious user to bypass firewalls and other defenses.

Even when the phone number for the modem is kept secret, attackers may still discover it
through war dialing, possibly narrowing targets by researching the number ranges used by
your organization.

To limit the scope for such an attack, the dialer interface should be configured to check the
incoming Caller ID for connection attempts, only allowing the connection to proceed when
the caller is on a pre-configured list of approved numbers.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | match "incoming-map" | count

If an interface is set to accept incoming calls and use Caller ID this should be a positive
integer. A value of 0 does may indicate that Caller ID is not used or may simply indicate that
incoming calls are not configured at all.

Remediation:

If you have configured a dialer interface to accept incoming calls, you should restrict the
allowable Caller ID by entering the following command under the [edit interfaces dln unit 0
dialer-options] hierarchy (where n is the dialer interface number);
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[edit interfaces dln unit 0 dialer-options]
user@host#set incoming-map caller <Approved CallerID Number>

Up to 15 caller numbers may be configured on a dialer interface, repeat the command
above for each number you wish to add.

References:

1. [Setting Up USB Modems for Remote Management, JUNOS 9.5 Security Configuration
Guide, Juniper Networks](http://www.juniper.net/techpubs/software/junos-
security/junos-security95/junos-security-admin-guide/config-usb-modem-
chapter.html#config-usb-modem-chapter)

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANs or, preferably, on entirely
different physical connectivity for management sessions for network devices.
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3.1.2 Ensure access profile is set to use CHAP (Scored)
Profile Applicability:
e Level 1

Description:

CHAP Authentication MUST be used when Incoming calls are permitted.

Rationale:

Some JUNOS routers support the use of a dial in modem connection for Telnet/SSH
administration of the router from a remote connection over the telephone network.

This can provide a useful out of band management channel, allowing access to a customer
router at a remote site when the primary circuit has failed for example, but also creates a
new route for attack, allowing a malicious user to bypass firewalls and other defenses.

Even when the phone number for the modem is kept secret, attackers may still discover it
through war dialing, possibly narrowing targets by researching the number ranges used by
your organization.

To limit the scope for such an attack, the dialer interface should be configured to use
Challenge Handshake Authentication Protocol (CHAP) before allowing calls to connect.
Using CHAP, a username and password can be configured for each user that needs to
connect to the router via the modem. The password should not be the same as that used by to
login to the routers CLI itself.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | find "chap" | match "access-profile" | count

If an interface is set to accept incoming calls and use CHAP Authentication this should be a
positive integer. A value of 0 does may indicate that CHAP is not used or may simply
indicate that incoming calls are not configured at all.

Remediation:

If you have configured a dialer interface to accept incoming calls, you should configure
CHAPS authentication using the following commands from the indicated hierarchy (where
n is the interface number);
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[edit access]
user@host#set profile <profile name> client <username> chap-secret <password>

user@host#top
user@host#edit interface dl <n> unit O

[edit interfaces dl <n> unit 0]
user@host#set ppp-options chap access-profile <profile name>

Repeat the first command for each user that is required.
References:

1. Setting Up USB Modems for Remote Management, JUNOS 9.5 Security Configuration
Guide, Juniper Networks

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANSs or, preferably, on entirely
different physical connectivity for management sessions for network devices.
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3.1.3 Forbid Dial in Access (Scored)
Profile Applicability:
e Level 2

Description:

Dial in access should not be used on sensitive routers.

Rationale:

Some JUNOS routers support the use of a dial in modem connection for Telnet/SSH
administration of the router from a remote connection over the telephone network.

This can provide a useful out of band management channel, allowing access to a customer
router at a remote site when the primary circuit has failed for example, but also creates a
new route for attack, allowing a malicious user to bypass firewalls and other defenses.

Even when the phone number for the modem is kept secret, attackers may still discover it
through war dialing, possibly narrowing targets by researching the number ranges used by
your organization.

For sensitive routers, such as those in a PCI DSS Cardholder Data Environment, the
protective measures available for dial in access are insufficient and no dial in access should
be used. If not required for other services the modem should be physically removed from
the router.

Audit:

From the command prompt, execute the following command:

[edit]
user@host# show interfaces | match "incoming-map" | count

Remediation:

If you have configured a dialer interface to accept incoming calls, you should disable it
using the following commands from the [edit interfaces] hierarchy (where n indicates
the interface number);

[edit interfaces]
user@host#delete interface dl <n>
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References:

1. Setting Up USB Modems for Remote Management, JUNOS 9.5 Security Configuration
Guide, Juniper Networks (http://www.juniper.net/techpubs/software/junos-
security/junos-security95 /junos-security-admin-guide /config-usb-modem-
chapter.html#config-usb-modem-chapter)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 8.3

CIS Controls:

Version 7

9.2 Ensure Only Approved Ports, Protocols and Services Are Running
Ensure that only network ports, protocols, and services listening on a system with

validated business needs, are running on each system.

11.5 Manage Network Devices Using Multi-Factor Authentication and Encrypted Sessions
Manage all network devices using multi-factor authentication and encrypted sessions.

50|Page


http://www.juniper.net/techpubs/software/junos-security/junos-security95/junos-security-admin-guide/config-usb-modem-chapter.html#config-usb-modem-chapter)
http://www.juniper.net/techpubs/software/junos-security/junos-security95/junos-security-admin-guide/config-usb-modem-chapter.html#config-usb-modem-chapter)
http://www.juniper.net/techpubs/software/junos-security/junos-security95/junos-security-admin-guide/config-usb-modem-chapter.html#config-usb-modem-chapter)

3.2 Family Inet VRRP-Group (Interface Redundancy)

Virtual Router Redundancy Protocol (VRRP) allows administrators to create Virtual IP
Addresses (VIPs) for an interface.

The VIP is shared between two routers, with only one handling traffic while other acts as a
backup.

VRRP settings are accessed under the [edit interfaces <interface name> unit <unit

number> family inet vrrp-group] hierarchy.

Authentication for VRRP Groups is only supported for IPv4 VIPs and not for [Pv6 (family
inet6), so recommendations are only given for family inet VRRP Groups. This is because
VRRP v2 (RFC3768) and VRRPv3 (RFC5798 -which introduced support for IPv6 alongside
[Pv4 VIPs) removed support for authentication. The protocol developers felt that the
protections too often resulted in operational or configuration issues, while not protecting
against various ARP poisoning and VRRP Multi Master type attacks.

Please see Section 9 - Security Considerations of RFC5798 for a more complete
discussion of these changes and suggested work around.

JUNOS devices running VRRPv2 (the default) for [Pv4 VIPs do implement authentication
through backward compatibility extensions to support RFC2338 authentication
mechanisms. Because of the move away from authentication in the protocol, settings in this
section are given as Level 2 Recommendations to provide information on these security
options and for consideration by administrators with specific security concerns.

Only apply the recommendations in this section where one or more interfaces are configured
to use VRRP. You can confirm the number of configured VRRP groups by issuing the following
command from the [edit] hierarchy:

show | display set | match "family inet.*vrrp-group.*virtual-address" | count |

If a positive integer is returned then you should consider applying all of the
recommendations in this section for every configured VRRP Group.
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3.2.1 Ensure VRRP authentication-key is set (Scored)

Profile Applicability:

e Level 2

Description:

VRRP authentication should be used where other security mechanisms are not in place.
Rationale:

VRRP provides resilience for a routers interfaces, allowing another router to act as backup
in the event of a partial or complete failure of the primary router and increasing the
availability network resources as well as resilience to DoS attack.

Routers configured to share a Virtual [P Address using VRRP communicate their status to
their peer on a regular basis using a multicast packet, allowing a Master for the VIP to be
elected. It is the Master that deals with packets destined for the VIP address.

If no authentication is used an attacker could potentially disrupt the VRRP Master Election
process, causing neither router to handle packets destined for the VIP and resulting a DoS.

An authentication key can be configured for all VRRP Groups used on the device to help
protect against this.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show | find "vrrp-group" | match "authentication-key" | count

The above command should return an integer equal to the number of VRRP Groups
configured, which can be obtained by executing the following command:

[edit]
user@host#show | match "vrrp-group" | count

Remediation:

If you have configured VRRP on one or more interfaces you should configure authentication
using the following commands from the [edit interfaces <interface name> unit
<unit number> family inet address <ip address>] hierarchy;
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[edit interfaces ‘<interface name> unit <unit number> family inet address <ip
address> "]
user@host#set vrrp-group <group number> authentication-key <key>

Default Value:

VRRP is not configured by default

References:

1. Configuring VRRP Authentication (IPv4 Only), JUNOS 9.5 High Availability
Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-system-
basics/archival.html%23id-11141986)

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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3.2.2 Ensure authentication-type is set to MD5 (Scored)
Profile Applicability:
e Level 2

Description:

Any VRRP authentication should use MD5 HMAC

Rationale:

VRRP provides resilience for a routers interfaces, allowing another router to act as backup
in the event of a partial or complete failure of the primary router and increasing the
availability network resources as well as resilience to DoS attack.

Routers configured to share a Virtual [P Address using VRRP communicate their status to
their peer on a regular basis using a multicast packet, allowing a Master for the VIP to be
elected. It is the Master that deals with packets destined for the VIP address.

If no authentication is used an attacker could potentially disrupt the VRRP Master Election
process, causing neither router to handle packets destined for the VIP and resulting a DoS.

VRRP supports simple authentication and MD5. Simple authentication transmits the
password in plain text so should not be used. MD5 authentication uses a Keyed Hash
Authentication Message Code (HMAC), a techniques which uses a key combined with a
cryptographic hash algorithm to verify the authenticity and integrity of the received packet.

Audit:

From the command prompt, execute the following command:

user@host>show vrrp detail | match "Authentication type: md5" | count

Remediation:

If you have configured VRRP on one or more interfaces you can configure authentication
using MD5-HMAC with the following commands from the [edit interfaces <interface

name> unit <unit number> family inet address <ip address>]}ﬂerarchy;

[edit interfaces <interface name> unit <unit number> family inet address <ip
address>]
user@host#set vrrp-group <group number> authentication-type md5
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Default Value:

VRRP authentication is not enabled by default
References:

1. Configuring VRRP Authentication (IPv4 Only), JUNOS 9.5 High Availability
Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-system-
basics/archival.html%23id-11141986)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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3.3 Ensure unused interfaces are set to disable (Not Scored)
Profile Applicability:

e Level 1

Description:

Unused interfaces should be explicitly disabled.

Rationale:

JUNOS routers can be installed with tens or even hundreds of physical interfaces of
different types. To ensure that unused interfaces are not connected to networks, either
accidently or by a malicious user seeking to bypass security measures, all unused interfaces
should be explicitly disabled.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces <interface name>

The following output should be returned

<interface name> ({
disable;
}

Please note that other configuration items related to the interface may also appear between
the curly braces.

Remediation:

To disable an interface enter the following command from the [edit interfaces
<interface name>]lﬁerarchy.

[edit interfaces <interface name>]
user@host#set disable

Default Value:

Installed physical interfaces are enabled by default on most platforms.
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CIS Controls:

Version 7

9.2 Ensure Only Approved Ports, Protocols and Services Are Running
Ensure that only network ports, protocols, and services listening on a system with

validated business needs, are running on each system.
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3.4 Ensure interface description is set (Scored)
Profile Applicability:

e Level 1

Description:

All interfaces should have a description.

Rationale:

JUNOS routers can be installed with tens or even hundreds of physical and logical
interfaces of different types. To allow effective planning, troubleshooting and to avoid
confusion & mistakes which may compromise your networks security, all interface units
should have a description configured.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | match "description" | count

The returned value should be a positive integer equal to the number of configured interface
units.

Remediation:

To configure an interface description enter the following command from the[edit interfaces
unit | hierarchy.

[edit interfaces <interface name> unit <unit number>]
user@host#set description <description>

Default Value:

Descriptions are not set by default.
CIS Controls:

Version 7

9 Limitation and Control of Network Ports, Protocols, and Services
Limitation and Control of Network Ports, Protocols, and Services
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11.2 Document Traffic Configuration Rules

All configuration rules that allow traffic to flow through network devices should be
documented in a configuration management system with a specific business reason for
each rule, a specific individual’s name responsible for that business need, and an expected
duration of the need.
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3.5 Ensure proxy-arp is disabled (Scored)
Profile Applicability:
e Level 2

Description:

Do not use Proxy ARP.

Rationale:

Address Resolution Protocol (ARP) provides resolution between IP and MAC Addresses (or
other Network and Link Layer addresses on none IP networks) within a Layer 2 network.

Proxy ARP is a service where a device connected to one network (in this case the JUNOS
router) answers ARP Requests which are addressed to a host on another network, replying
with its own MAC Address and forwarding the traffic on to the intended host.

Sometimes used for extending broadcast domains across WAN links, in most cases Proxy
ARP on enterprise networks is used to enable communication for hosts with mis-
configured subnet masks, a situation which should no longer be a common problem.

Proxy ARP effectively breaks the LAN Security Perimeter, extending a network across
multiple Layer 2 segments. Using Proxy ARP can also allow other security controls such as
PVLAN to be bypassed.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | match "proxy-arp" | count

The returned value should return 0 or null.

Remediation:

To disable Proxy ARP enter the following command from the [edit interfaces

<interface name> unit <unit number>] hierarchy:

[edit interfaces <interface name> unit <unit number>]
user@hostf#delete proxy-arp
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Default Value:

Proxy ARP is disabled by default on most JUNOS routers.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.2 (page 75), National
Security Agency (NSA)

CIS Controls:
Version 7

12 Boundary Defense
Boundary Defense
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3.6 Ensure ICMP Redirects are set to disabled (on all untrusted IPv4
networks) (Not Scored)

Profile Applicability:
e Level 1

Description:

The Routing Engine should not send ICMP Redirect Messages.

Rationale:

ICMP Redirect Messages provide a method for a router to communicate routing
information with a host and is intended for use when a router receives packets to forward
to a destination to which the host should have a direct route. In a well designed, modern,
network ICMP Redirects should not be needed or add any useful functionality.

An attacker may abuse this feature to obtain topology information about a target network
and potentially identify weaknesses for later exploitation or to target the router and hosts
with Denial of Service (DoS) or Man in the Middle (MITM) attacks.

To prevent this abuse, ICMP Redirect message generation should be disabled globally
where it is not required as discussed in Recommendation 6.15.10 Ensure ICMP Redirects
are Disabled for IPv4. Where this is not possible, ICMP Redirects can be disabled on a per
Interface basis and should be disabled for all Untrusted networks, such as the Internet, or
subnets where this functionality is not required.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | match "no-redirects" | count

The above command should return an integer value equal to the number of untrusted
interfaces on the device. Because this is a subjective value, this recommendation is not
scored.

Remediation:

To disable ICMP Redirect message generation on an untrusted network interface, issue the
following command from the [edit interfaces] hierarchy;
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[edit interfaces]
user@host#set <interface name> unit <unit number> family <address family> no-
redirects

Impact:

In some networks, for instances where subnets populated by hosts include multiple non-
redundant gateways, removing redirects may result in traffic being doubled on some
gateways interfaces as traffic is received and then forwarded on the same port.

Default Value:

By default the ICMP Redirect messages are generated.
References:
1. https://www.juniper.net/documentation/en US/junos/topics/reference/configura

tion-statement/no-redirects-edit-system.html
2. http://www.cymru.com/gillsr/documents/icmp-redirects-are-bad.pdf

CIS Controls:
Version 7

12 Boundary Defense
Boundary Defense
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3.7 Ensure ICMP Redirects are set to disabled (on all untrusted IPv6
networks) (Not Scored)

Profile Applicability:
e Level 1

Description:

The Routing Engine should not send ICMP Redirect Messages.

Rationale:

ICMP Redirect Messages provide a method for a router to communicate routing
information with a host and is intended for use when a router receives packets to forward
to a destination to which the host should have a direct route. In a well-designed, modern,
network ICMP Redirects should not be needed or add any useful functionality.

An attacker may abuse this feature to obtain topology information about a target network
and potentially identify weaknesses for later exploitation or to target the router and hosts
with Denial of Service (DoS) or Man in the Middle (MITM) attacks.

To prevent this abuse, ICMP Redirect message generation should be disabled globally
where it is not required as discussed in Recommendation 6.15.11 Ensure ICMP Redirects
are Disabled for IPv6. Where this is not possible, ICMP Redirects can be disabled on a per
Interface basis and should be disabled for all untrusted networks, such as the Internet, or
subnets where this functionality is not required.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces | match "no-redirects-ipv6;" | count

The above command should return an integer value equal to the number of untrusted
interfaces on the device where IPv6 is configured. Because this is a subjective value, this
recommendation is not scored.

Remediation:

To disable ICMP Redirect message generation on an untrusted network interface, issue the
following command from the [edit interfaces] hierarchy;
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[edit interfaces]
user@host#set <interface name> unit <unit number> family <address family> no-
redirects

Impact:

In some networks, for instances where subnets populated by hosts include multiple non-
redundant gateways, removing redirects may result in traffic being doubled on some
gateways interfaces as traffic is received and then forwarded on the same port.

Default Value:

By default the ICMP Redirect messages are generated.
References:
1. https://www.juniper.net/documentation/en US/junos/topics/reference/configura

tion-statement/no-redirects-ipv6-edit-system-interfaces-ex-series.html
2. http://www.cymru.com/gillsr/documents/icmp-redirects-are-bad.pdf

CIS Controls:
Version 7

12 Boundary Defense
Boundary Defense
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3.8 Ensure Loopback interface address is set (Scored)
Profile Applicability:

e Level 2

Description:

Configure a Loopback address.

Rationale:

When a router needs to initiate connections to remote hosts, for example for SYSLOG or
NTP, it will use the nearest interface for the packets source address. This can cause issues
due to the possible variation in source, potentially causing packets to be denied by
intervening firewalls or handled incorrectly by the receiving host.

To prevent these problems the router should be configured with a Loopback interface and
any services should be bound to this address.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces 100

The following should be returned:

unit 0 {
family inet {
address <ip address/mask>;
}
}

Additional configuration items for the Loopback interface may also be present between the
curly braces.

Remediation:

To create a loopback interface enter the following command from the [edit interfaces]
hierarchy:

[edit interfaces]
user@host#set 100 unit 0 family inet address <ip address>
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Default Value:

No Loopback Address is configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.1.4 (page 58), National
Security Agency (NSA)

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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3.9 Ensure only one loopback address is set (Scored)
Profile Applicability:

e Level 1

Description:

Configure only one Loopback address per Routing Instance
Rationale:

Multiple Loopback addresses create potential for abuse, mis-configuration and confusion. A
maximum of one address per address family should be set on the system's loopback
address in each Routing Instance.

Alternative Loopback addresses should be configured with caution and, where they must
be used, should be clearly documented.

Audit:

From the command prompt, execute the following commands:

[edit]
user@host#show interfaces 1lo0 | family | count
[edit]
user@host#show interfaces 1lo0 | address | count

The first command should return the number of address families configured on the
Loopback interface. The second command returns the number of addresses configured on
the Loopback interfaces.

Both commands should return the same number.

Remediation:

To remove an additional loopback addresses enter the following command from the [edit
interfaces] hierarchy for each address to be removed:

[edit interfaces]
user@host#delete 100 unit <unit number> family <address family> address
<address to be removed>

Default Value:

No Loopback Address is configured by default.
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References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.1.4 (page 58), National
Security Agency (NSA)

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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3.10 Ensure inbound firewall filter is set for Loopback interface (Scored)
Profile Applicability:
e Level 2

Description:

A Firewall Filter should be applied to 100.

Rationale:

JUNOS routers can provide a wide range of services to the network and, as with any
computer system, the more services that are offered and the more hosts they are available
to, the wider attack surface is offered to a potential attacker.

To protect the router from attack a Firewall Filter should be applied to all inbound traffic to
the Routing Engine which limits the hosts able to connect to the router and the services on
which they are permitted to connect.

If applied to the 100interface the filter will apply to all traffic sent to the Routing Engine
rather than to traffic traversing the router. Where [Pv6 traffic is also handled by the router
a firewall filter will also need to be applied for family inet 6.

See the Firewall section for details of how to configure Firewall Filters.

NOTE : The Firewall Filter applies to ALL traffic sent to the Routing Engine, including traffic
sent to the routers interface addresses. Ensure your firewall filter allows all of the Routing,
Management and other protocols which are required for normal operation prior to applying
the filter.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show interfaces 1o0 unit 0 family <address family> filter input

The name of the configured firewall filter should be returned.

Remediation:

To apply a firewall filter to the loopback interface enter the following command from the
[edit interfaces] hierarchy:
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[edit interfaces]
user@host#set 1o0 unit 0 family inet filter input <filter name>

Default Value:

No firewall filters are configured by default.

References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.1 (page 55), National

Security Agency (NSA)
CIS Controls:
Version 7

9.1 Associate Active Ports, Services and Protocols to Asset Inventory

Associate active ports, services and protocols to the hardware assets in the asset

inventory.
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4 Protocols

A wide range of protocols are configured at this hierarchy, including Routing protocols,
MPLS and PIM. Routing protocols in particular, are a fundamental part of what makes a
router tick. JUNOS supports a wide range of routing protocols, the parameters for which
are contained under the [edit protocols] hierarchy.

Because JUNOS allows the creation of Logical Routers and multiple Routing Instances on
some platforms, routing may also be configured at other hierarchies.

For instance IS-IS may be configured at the [edit protocols isis] level, the [edit

logical-routers <logical router name> protocols isis], [edit logical-routers

<logical router name> routing-instances <routing instance name> protocols

isis] and the [edit routing-instances <routing instance name> protocols isis].

These latter hierarchies are essentially copies of the [edit protocols isis] configuration
options. Any recommendations that apply to the protocol at this level, equally apply the
protocol when it is configured at other levels.
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4.1 BGP

Border Gateway Protocol (BGP) is the core routing protocol of the Internet and is also
commonly used on the internal core networks of larger Enterprises and Service Providers.
Exterior Gateway Routing Protocols in general and BGP in particular are complex systems;
it is beyond the scope of this benchmark to give even an overview of how BGP operates on
Juniper routers.

BGP parameters for JUNOS routers are configured under the [edit protocols bgp]
hierarchy.

Only apply the recommendations in this section where one or more instances of BGP are
configured on the device. You can confirm the number of configured BGP instances by issuing
the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|protocols|bgp {"

If the term bgp { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.1.1 Ensure peer authentication is set to MD5 (Scored)
Profile Applicability:

e Level 1

Description:

BGP Peers should be authenticated.

Rationale:

Where it is deployed, BGP routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers BGP neighbors
may inject incorrect information into the route table resulting in DOS attack or loss of
confidential data through a Man in the Middle attack.

On Juniper routers (as well as routers from other manufacturers such as Cisco or Brocade)
it is possible to authenticate neighbors using an MD5 digest of elements of the TCP
segment, creating a signature which can be verified without ever needing to transmit the
password. This method is described in REC 2385.

Audit:

Enter the following command from operational mode:

user@host>show bgp neighbor | match "Authentication key is configured" |
count

The above command should return a positive integer equal to the number of configured
BGP Neighbors.

Remediation:

If you have deployed BGP in your network you should authenticate all neighbors.
Authentication can be configured at the Global, Group or Neighbor level, with more specific
settings overriding less specific. For eBGP a different MD5 password should be configured
for each neighbor or peer. For iBGP neighbors the same key may be used globally or
different keys may be used by group or neighbor as appropriate to your infrastructure. To
configure BGP Authentication at the globally enter the following command at the [edit
protocols bgp] hierarchy:
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[edit protocols bgp]
user@host#set authentication-key <md5 key>

To configure BGP Authentication at the group level enter the following command at the
[edit protocols bgp] hierarchy:

[edit protocols bgp]
user@host#set group <group name> authentication-key <md5 key>

Finally, to configure BGP Authentication at the neighbor level enter the following command
atthe [edit protocols bgp group <group name>] hierarchy:

[edit protocols bgp group <group name>]
user@host#set neighbor <neighbor IP> authentication-key <md5 key>

Remember that more specific settings override less specific settings, so a key set at the
neighbor level will be used even if keys are also set at the group and global levels.

Default Value:
No BGP routing is configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.5 (page 123),
National Security Agency (NSA)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.1.2 Ensure peer authentication is set to IPSEC SA (Not Scored)

Profile Applicability:
e Level 2

Description:

BGP Neighbors should be strongly authenticated.

Rationale:

Where it is deployed, BGP routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network.

An attacker posing as one of the target routers BGP neighbors may inject incorrect
information into the route table resulting in DoS attack or loss of confidential data through
a Man in the Middle attack. As well as MD5 hash based authentication, JUNOS routers can
also authenticate BGP neighbors using IPSEC Security Associations. This allows more
robust authentication mechanisms to be used and is recommended as an alternative to
MD5 HMAC in high security environments.

Although M, T and MX series devices normally require a Services PIC or DPC installed to
use IPSEC tunnels, no additional hardware is required for IPSEC SA based authentication of
BGP neighbors. As with MD5 HMAC, IPSEC SA based Authentication can be configured
Globally, at the Group Level or at the Neighbor Level, with more specific settings overriding
less specific settings.

Because IPSEC SA Authentication is intended for use in high security environments, it is
recommended that different parameters are configured for each neighbor, particularly
where eBGP is used.

Audit:

Due to the range of options for configuring IPSEC SA based Authentication with BGP, this
recommendation is not scorable.

Remediation:

To setup IPSEC SA based authentication, first configure a Security Association at the [edit
security ipsec] hierarchy;
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[edit security ipsec]

edit security-association <SA name>

set description <description>

set mode transport

set manual direction bidirectional protocol ah

set manual direction bidirectional authentication algorithm <authentication
method>

set manual direction bidirectional authentication key <key>

The SA must be bi-directional and must be configured with the same parameters on all
neighbors reachable on the intended interface. Note that only Authenticated Header is
configured in this example which provides mutual authentication but does not encrypt BGP
protocol messages in transit.

To configure IPSEC SA based authentication globally for BGP, issue the following command
from the [edit protocols bgp] hierarchy;

[edit protocols bgpl
user@host#set ipsec-sa

To configure IPSEC SA based authentication for a group, issue the following command from
the [edit protocols bgp group <group name>]}nerarchy;

[edit protocols bgp group <group name>]
user@host#set ipsec-sa <SA name>

To configure IPSEC SA based authentication for a neighbor, issue the following command
from the [edit protocols bgp group <group name> neighbor <neighbor ip address>]
hierarchy;

[edit protocols bgp group <group name> neighbor <neighbor ip address>]
user@host#set ipsec-sa <SA name>

Default Value:

No BGP routing is configured by default.
References:

1. Applying IPSEC Security Association, JUNOS Software Routing Configuration Guide,
Juniper Networks
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CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.1.3 Ensure EBGP peers are set to use GTSM (Scored)

Profile Applicability:
e Level 1

Description:

GTSM should be used with all EBGP peers.

Rationale:

Where it is deployed, External BGP routing is vital for normal operation of an
organization's network infrastructure. Correct route information is required for routers to
correctly direct traffic destined for external networks. An attacker may attempt to exhaust
the routers CPU and memory resources by flooding a target router with fake routing
updates, resulting in a DoS condition. Potentially an attack may also inject fake routing
information into the route table.

General TTL Security Mechanism (GTSM) is defined in REC5082 and takes advantage of the
fact that routers normally peer with adjacent neighbors, i.e. with routers only 1 hop away.
GTSM uses the Time to Live (TTL) field of routing update packets to determine whether or
not the packet originated from an adjacent router, denying those which do not.

Juniper routers effectively implement GTSM by default. Administrators can use the
multihop command hierarchy to increase the maximum acceptable TTL for route updates,
allowing updates from non adjacent peers. When peering with adjacent routers then
multihop should not be configured, using the default to effectively configure GTSM with a
TTL limit of 254 (or 1 hop). If your network requires peering with routers more than 1 hop
away (non adjacent peers), multihop should be configured on a per peer or per group basis
with the minimum possible value so as to limit the distance, in terms of networks, from
which an attack can be launched.

Audit:

Enter the following command from operational mode:

[edit]
user@host#show protocols bgp | match "multihop" | count

The above command should return an integer indicating the number of occasions that
multihop is defined. In most cases, where adjacent peers are used, the returned value
should be 0 (or 1 if peering with the Team Cymru Bogon Route Server).
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Remediation:

If you have deployed multihop in your network but do not have any peers more then 1 hop
away, disable multihop with the following command from the [edit protocols bgpl],
[edit protocols bgp group <group name>] Or [edit protocols bgp group <group
name> neighbor <neighbor address>] depending at which level you have configured
multihop;

[edit protocols bgp]
user@host#delete multihop

To change the number of hops distance from which a route update can originate, enter the
following command from the [edit protocols bgp group <group name>] to apply
nnﬂdhoptozagroup(n‘[edit protocols bgp group <group name> neighbor <neighbor
address>] to apply multihop to a single neighbor;

[edit protocols bgp group <group name>]
user@host#set multihop ttl <number of hops>

Remember that, in both cases, more specific settings override less specific ones. So if
multihop is set to 5 at the neighbor level, but the default of 1 at the global level, the
neighbor level setting will apply for communications with that peer.

Default Value:

ATTL of 1 is used by default on eBGP sessions and a default TTL of 64 is used for iBGP.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.5 (page 123),
National Security Agency (NSA)

CIS Controls:
Version 7

11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
Secure Configuration for Network Devices, such as Firewalls, Routers and Switches
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4.1.4 Ensure Bogon Filtering is set (where EBGP is used) (Not Scored)

Profile Applicability:
e Level 2

Description:

Bogon prefixes should be filtered when using eBGP.

Rationale:

Bogon Networks are those IP Address blocks which should never appear on the Internet.
Examples include loopback addresses, RFC1918 private addresses and IP blocks which
have not yet been assigned by the IANA (Internet Assigned Numbers Authority) to one of
the RIRs (Regional Internet Registries). If traffic arrives at your network edge from a Bogon
network, the traffic is almost certainly malicious and should be filtered. Studies have shown
instances where as much as 60% of DoS attack traffic is being sourced from Bogon or
Martian (a subset which includes RFC1918 and RFC3330 networks) addresses.

As arule Bogon traffic should also be filtered from leaving the network as it may be
malicious or represent a possible information leak. Either way, return traffic would not get
back. Bogon information can be obtained from a number of sources such as:

e IANA - Obtain the current IPv4 assignments list, anything that is shown as
Unallocated or Reserved is a Bogon.

e Team Cymru provides, what is effectively, the definitive Bogon list in a range of
formats and through a BGP Route Server project.

e RIPE NCC also provides lists of Unallocated, Martian and combined Bogon space.

An important point to remember about Bogon filtering is that the addresses that make up
Bogon space change. Unallocated addresses get allocated, reserved networks may be re-
purposed, etc. If you keep your Bogon filters static, you may accidently block valid traffic
from these addresses. Ensure you have a procedure to keep your Bogon lists up to date!

Audit:

Not scored or auditable.

Remediation:

JUNOS offers a variety of options for filtering Bogons and Martians, which is why this item
is not scored. Some of the more common options are discussed below.
1 - The Martian Table Most Martian space (but not all, else you would not be able to use
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your router on private networks) is blocked using the Martian Routing Table, which is
discussed elsewhere in this Benchmark and configured under the [edit routing-options
martians] hierarchy. Route updates for prefixes in this special table are ignored, so adding
Bogons here will prevent them being learned through any routing protocol.

2 - Ingress Prefix Filtering Ingress Filtering should be used on eBGP sessions to prevent
your own prefixes being advertised back to your network or, in the case of ISP networks,
customer networks advertising prefixes other than those allocated to them.

The other filtering types are covered previously. Prefix lists are configured under the [edit
policy-options] hierarchy, but are discussed here as they are applied under the [edit
protocols bgp <group name>] hierarchy. First configure a policy:

[edit policy-options]

user@host#edit policy-statement <policy name> term <term name>

[edit policy-options policy-statement <policy name> <term name>]
user@host#set from route-filter <network>/<mask> <exact | orlonger | prefix-
length-range <start>-<end>> reject

The last stage should be repeated for each prefix required, but as several options are
shown, a couple of examples are given below:

[edit policy-options <policy name> <term name>]

user@host#set from route-filter 0.0.0.0/0 exact reject

user@host#set from route-filter 10.0.0.0/8 orlonger reject

user@host#set from route-filter 0.0.0.0/0 prefix-length-range /29-/32 reject

The first line in the example rejects a default route advertised to the router and only that
route. The second line will filter any route from the 10.0.0.0/8 range, for instance
10.1.1.0/24 or 10.2.0.0/16. The final line is a little more complex, this will reject any route
with a mask length of /29, /30, /31 or /32 (generally eBGP routes should be summarized
into larger prefixes than this). Having defined a policy, we need to apply it.

As with most other BGP configuration options, you can apply the policy at Global, Group or
Neighbor levels as suites your needs. In this example we will apply the policy to a group
containing all our eBGP peers:

[edit protocols bgp group <group name>]
user@host#set import <policy name/s>

3 - Peering with a Bogon Route Server As far as | am aware, the idea of using a BGP
Peering session to a Route Server for updates on Bogon networks was hatched by Team
Cymru and they offer a free, public Bogon Route Server, which you can peer with to keep
you Bogon list up to date. The theory works equally well by peering to a route server of
your own, allowing a greater degree of control over your Bogon list updates for your
organization if desired. First a static route is created and configured to discard traffic. An
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address that is reserved for Test or Example networks is used, you may need to allow this
/32 prefix in the Martian Table:

[edit routing-options]
user@host#set static route 192.0.2.1/32 discard no-readvertise retain

An import policy should be set to match prefixes from the route servers AS and the
Community (if used) for Bogon updates, setting the next hop to 192.0.2.1 and accepting the
route.

[edit policy-options]

user@host#edit policy-statement <policy name> term <term name>

[edit policy-options policy-statement <policy name> term <term name>]
user@host#set from protocol bgp as-path <peer AS> community <community>
user@host#set then next-hop 192.0.2.1

Finally the BGP Peering and Group is configured with the import policy above and not to
export. In addition security options covered in other recommendations should be used:

[edit protocols bgp <group name>]

user@host#set type external description "bogon route servers"
user@host#set import <policy name>

user@host#set peer-as <AS of Route Server>

user@host#set neighbor <neighbors IP>

user@hostf#set local-address <local IP to use for peering>

Default Value:

Most Martians are filtered by default, most Bogons are not.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.5 (page 123),
National Security Agency (NSA)

2. The Bogon Reference, Team Cymru (http://www.team-
cymru.org/Services/Bogons/)

3. IPv4 Address Space Registry, Internet Assigned Numbers Authority (IANA)
(http://www.iana.org/assignments/ipv4-address-space/)

CIS Controls:
Version 7

12 Boundary Defense

Boundary Defense
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4.1.5 Ensure Ingress Filtering is set for EBGP peers (Not Scored)
Profile Applicability:
e Level 1

Description:

Filter prefixes advertised to the router through eBGP.

Rationale:

In addition to filtering Bogon and Maritan routes JUNOS routers peering with eBGP
neighbors should also apply Ingress Filtering to prevent the router processing bad updates
sent from the neighbor router, either maliciously or by accident. At a minimum prefix
filters should deny any prefix which belong to your own AS. Depending on your type of
deployment you may also wish to block prefixes which are more specific than those issues
by RIR's or limit ISP customers to advertising those prefixes which you have assigned to
them.

Audit:

Because a policy may be applied at one or more different levels depending on the
requirements of a specific organization, it is not possible to score this recommendation.

Remediation:

From the [edit policy-options] hierarchy, define a new policy by issuing the following
commands:

[edit policy-options]

user@host#edit policy-statement <policy name> term <term name>

[edit policy-options policy-statement <policy name> term <term name>]
user@host# set from route-filter <network>/<mask> <exact | orlonger | prefix-
length-range <start>-<end>> reject

Now apply the policy, either globally, to a group or to an individual peer as required by
your environment.

[edit protocols bgp <group name>]
user@host#set import <policy name>
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Default Value:
No Ingress Filtering is applies by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.5 (page 123),
National Security Agency (NSA)

CIS Controls:
Version 7

12 Boundary Defense
Boundary Defense
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4.2 ISIS

Intermediate System to Intermediate System (IS-IS) is a Link State Interior Gateway
Routing Protocol similar in operation to OSPF. It is less popular on Enterprise networks
than on Service Provider networks where it scales more effectively than OSPF.

[S-IS is a complex protocol, with many configuration options which may have effects which
are not immediately obvious. Administrators should be familiar with the IS-IS protocol and
their routing environment before applying recommendations in this section.

[S-IS parameters for JUNOS routers are configured under the [edit protocols isis]
hierarchy.

Only apply the recommendations in this section where one or more instances of 1S-1S are
configured on the device. You can confirm the number and type of configured IS-IS instances
by issuing the following command from the "[edit]" hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|isis {"

If the term isis { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.2.1 Ensure 1S-IS neighbor authentication is set to MD5 (Scored)

Profile Applicability:
e Level 1

Description:

IS-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On Juniper routers (as well as routers from other manufacturers such as Cisco or Brocade)
it is possible to authenticate neighbors using either Simple authentication or a Keyed Hash
Based Message Authentication Check using an MD5 digest of elements in PDU combined
with a sequence number to protect against Replay attacks and confirm authenticity.

Simple authentication sends the configured password as clear-text and should never be
used. MD5 HMAC based authentication sends only a one way hash in the packets, providing
authentication without exposing sensitive date, so should be used instead.

Authentication is configured for each IS-IS Level. More fine grained authentication for Hello
packets may also be set at the interface level.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "authentication-" | except "-auth" | count

The above command should return '2' when both required statements are configured.

Remediation:

If you have deployed IS-IS in your network you should use MD5 authentication for all
neighbors at each IS-IS Level configured.

To configure MD5 authentication and the secret key to be used, issue the following
commands from the [edit protocols isis] hierarchy:
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[edit protocols isis]
user@host#set level <level> authentication-type md5
user@host#set level <level> authentication-key <key>

Default Value:

No IS-IS routing is configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.3 (page 113),
National Security Agency (NSA)

2. Configuring IS-IS Authentication, JUNOS Software Routing Protocols Configuration
Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-
routing/configuring-is-is-authentication.html#id-11133728)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.2.2 Ensure IS-IS neighbor authentication is set to SHA1 (Scored)

Profile Applicability:
e Level 2

Description:

IS-IS Neighbors should be authenticated with stronger SHA1 HMAC mechanism, where
supported.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On Juniper routers (as well as routers from some other manufacturers such as Cisco or
Brocade) it is possible to authenticate neighbors using an SHA1 digest of elements in PDU
combined with a sequence number to protect against Replay attacks.

SHA1 provides a stronger algorithm than the older MD5 standard, but is not so widely
supported on none Juniper platforms so should only be deployed once you are certain that
all of the devices with which IS-IS Adjacencies will be formed support SHA1-HMAC
authentication.

SHA1 authentication is configured differently than either Simple (which sends the
password cleartext and should never be used) or MD5 authentication methods. Instead of
configuring the key directly at the IS-IS protocol, area or interface level, support for SHA1
authentication is added via the Hitless Key Rollover extensions. This provides the added
benefit of introducing mechanisms to coordinate regular changes to authentication keys
and make changes to authentication settings without the need to reset IS-IS adjacencies.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "authentication-key-chain" | exclude "hello-"| count

The above command should return a positive integer equal to the number of levels
configured for this router.
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Then confirm that all keys in the named key-chain are configured to use the SHA1. First
getting the name/s of any configured key-chains:

[edit protocols isis]
user@host#show | match "authentication-key-chain" | exclude "hello-"

And then checking each key-chain does not contain any non-SHA1 algorithms with the
following command issued from the [edit security authentication-key-chains]
hierarchy for each key-chain found:

[edit security authentication-key-chains]
user@host#show key-chain <name> | match "algorithm" | exclude "hmac-sha-1" |
count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network you should consider configuring Hitless Key
Rollover with SHA1 authentication for all neighbors at each IS-IS Level configured.

First a key-chain must be configured. The same key-chain may be used for multiple levels
or separate key-chains used for each level (or even for individual interfaces where
required). From the [edit security authentication-key-chains] hierarchy issue the
following commands:

[edit security authentication-key-chains]

user@hostf#set key-chain <name> key <key number> secret "<secret key>"
user@host#set key-chain <name> key <key number> start-time "<yyyy-mm-
dd.hh:mm:ss>"

user@hostf#set key-chain <name> key <key number> algorithm hmac-sha-1
user@hostf#set key-chain <name> key <key number> options isis-enhanced

The start-time must be provided for all keys and provides the mechanism for controlled
key rollover. Keys with a start time in the future can be configured across all of the devices
in advance, when the time is reached all of the devices will hitlessly rollover to the new
keys without disruption to IS-IS Adjacencies.

Next the key should be set for all Levels at which SHA1 HMAC authentication will be used.
From the [edit protocols isis] hierarchy, issue the following command:

[edit protocols isis]
user@host#set level <level> authentication-key-chain <name>

Where a different key is required for a specific area or interface, the key-chain used at the
Level can be overridden on a per interface per level basis using the following command
from the "[edit protocols isis]' hierarchy:
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[edit protocols isis]
user@host#set interface <interface name> level <level> hello-authentication-
key-chain <name>

Note - Only the setting of the authentication-key-chain on a per level basis is included in the
audit procedure for scoring this recommendation, the per interface override is included as
additional information only.

Default Value:
No IS-IS routing is configured by default.
References:
1. Router Security Configuration Guide, Version 1.1b, Section 4.4.3 (page 113),
National Security Agency (NSA)

2. https://www.juniper.net/documentation/en US/junos/topics/concept/authenticat
ion-hitless-keychain-isis.html

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.

91|Page



https://www.juniper.net/documentation/en_US/junos/topics/concept/authentication-hitless-keychain-isis.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/authentication-hitless-keychain-isis.html

4.2.3 Ensure authentication check is not suppressed (Scored)

Profile Applicability:
e Level 1

Description:

IS-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On JUNOS routers it is possible to suppress some authentication features to aid integration
with other vendors IS-IS implementations. One of these interoperability features allows
you to configure the router to generate authenticated packets, but not check the
authentication of received packets. This leaves the router as vulnerable as it would be with
no authentication enabled at all and should not be used in a production environment.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "no-authentication-check" | count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network and have disabled authentication checking, re-
enable it by issuing the following command from the [edit protocols isis] hierarchy for
each level at which it had been set:

[edit protocols isis]
user@host#delete level <level> no-authentication-check

Default Value:

No IS-IS routing is configured by default.
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References:

1. Configuring IS-IS Authentication, JUNOS Software Routing Protocols Configuration
Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-
routing/configuring-is-is-authentication.html#id-11133728)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.2.4 Ensure loose authentication check is not configured (Scored)

Profile Applicability:
e Level 1

Description:

IS-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On JUNOS routers it is possible to suppress some authentication features to aid integration
with other vendors IS-IS implementations. One of these interoperability features allows
you to configure the router to accept both authenticated and unauthenticated IS-IS packets.
This is to allow for transition period, where authentication is not yet configured across all
devices in a network, but leaves the protocol open to exploitation and should not be left in
place once the migration to an authentication method is complete.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "loose-authentication-check" | count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network and have enabled loose authentication checking,
re-enable it by issuing the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#delete loose-authentication-check

Default Value:

No IS-IS routing is configured by default.
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References:

1. https://www.juniper.net/documentation/en US/junos/topics/usage-

uidelines/routing-enabling-authentication-for-is-is-without-network-wide-

deployment.html
2. https://www.juniper.net/documentation/en US/junos/topics/usage-
guidelines/routing-configuring-is-is-authentication.html

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.2.5 Ensure 1S-1S Hello authentication check is not suppressed (Scored)

Profile Applicability:
e Level 1

Description:

[S-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack. On JUNOS routers it is possible to
suppress some authentication features to aid integration with other vendors IS-IS
implementations.

One of these interoperability features allows you to configure the router to ignore
authentication for Hello messages from other routers. This potentially leaves the router
open to attack through Hello messages to the same extent as it would be were
authentication not configured at all.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "no-hello-authentication " | count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network and have disabled hello authentication
checking, re-enable it by issuing the following command from the [edit protocols isis]
hierarchy for each level at which it was configured:

[edit protocols isis]
user@host#delete level <level> no-hello-authentication
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Default Value:
No IS-IS routing is configured by default.
Hello Authentication is not suppressed by default when IS-IS is configured.

References:

1. Configuring IS-IS Authentication, JUNOS Software Routing Protocols Configuration
Guide, Juniper Networks

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.2.6 Ensure PSNP authentication check is not set to suppressed (Scored)

Profile Applicability:
e Level 1

Description:

IS-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On JUNOS routers it is possible to suppress some authentication features to aid integration
with other vendors IS-IS implementations. One of these interoperability features allows
you to configure the router to ignore authentication for Partial Sequence Number PDU
(PSNP) messages from other routers. This potentially leaves the router open to attack
through PSNP messages to the same extent as it would be were authentication not
configured at all.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "no-psnp-authentication " | count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network and have disabled PSNP authentication
checking, re-enable it by issuing the following command from the [edit protocols isis]
hierarchy for each level at which it was set:

[edit protocols isis]
user@hostf#delete level <level> no-psnp-authentication
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Default Value:
No IS-IS routing is configured by default.
PSNP Authentication is not suppressed by default when IS-IS is configured

References:

1. Configuring IS-IS Authentication, JUNOS Software Routing Protocols Configuration
Guide, Juniper Networks

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.2.7 Ensure CSNP authentication check is not set to suppressed (Scored)

Profile Applicability:
e Level 1

Description:

IS-IS Neighbors should be authenticated.

Rationale:

Where it is deployed, IS-IS routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers IS-IS neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On JUNOS routers it is possible to suppress some authentication features to aid integration
with other vendors IS-IS implementations. One of these interoperability features allows
you to configure the router to ignore authentication for Complete Sequence Number PDU
(CSNP) messages from other routers. This potentially leaves the router open to attack
through CSNP messages to the same extent as it would be were authentication not
configured at all.

Audit:

Enter the following command from the [edit protocols isis] hierarchy:

[edit protocols isis]
user@host#show | match "no-csnp-authentication " | count

The above command should return null or 0.

Remediation:

If you have deployed IS-IS in your network and have disabled CSNP authentication
checking, re-enable it by issuing the following command from the [edit protocols isis]
hierarchy for each level at which it was set:

[edit protocols isis]
user@hostf#delete level <level> no-csnp-authentication
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Default Value:
No IS-IS routing is configured by default.
CSNP Authentication is not suppressed by default when IS-IS is configured.

References:

1. Configuring IS-IS Authentication, JUNOS Software Routing Protocols Configuration
Guide, Juniper Networks

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.3 OSPF

Open Shortest Path First (OSPF) is common Interior Gateway Routing Protocol widely
deployed in Enterprise and Service Provider networks. OSPF is a complex protocol, with
many configuration options which may have effects which are not immediately obvious.
Administrators should be familiar with the OSPF protocol and their routing environment
before applying recommendations in this section.

OSPF parameters for JUNOS routers are configured under the [edit protocols ospf]
hierarchy.

Only apply the recommendations in this section where one or more instances of OSPF are
configured on the device. You can confirm the number and type of configured OSPF instances
by issuing the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance]|ospf {"

If the term ospf { is returned, all recommendations from this section should be considered
at each routing-instance (including the default) or logical-system for which OSPF is
configured.

102|Page




4.3.1 Ensure OSPF authentication is set to MD5 (Scored)
Profile Applicability:
e Level 1

Description:

OSPF Neighbors should be authenticated.

Rationale:

Where it is deployed, OSPF routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network. An attacker posing as one of the target routers OSPF neighbors
may inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On Juniper routers (as well as routers from other manufacturers such as Cisco or Brocade)
it is possible to authenticate neighbors using an MD5 digest of elements in the update
combined with a sequence number to protect against Replay attacks.

Authentication is configured on a per Interface basis when an interfaces is assigned to an
OSPF area.

Audit:

Enter the following command from operational mode:

user@host>show ospf interface detail | match "Auth type MD5" | count

The above command should return a positive integer equal to the number of interfaces on
which OSPF is configured.

Remediation:

To configure MD5 based authentication, first configure the authentication type at the [edit

protocols ospf area <area number>] hierarchy (this step is not required on all versions
of JUNOS):

[edit protocols ospf area <area number>]
user@host#set authentication-type md5

The key must then be configured for any interfaces in the area
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[edit protocols ospf area <area number>]
user@host#set interface <interface number> authentication md5 <key number>
<key>

The parameter needs to be the same across all routers in the area and is there to provide a
method for transitioning from old to new keys.

Default Value:
No OSPF routing is configured by default.
References:

1. Cisco I0S Benchmark Version 2.2, Requirement 2.3.2.3, Center for Internet Security
2. Router Security Configuration Guide, Version 1.1b, Section 4.4.3 (page 106),
National Security Agency (NSA)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.3.2 Ensure OSPF authentication is set to IPSEC SA with SHA (Scored)

Profile Applicability:
e Level 2

Description:

OSPF Neighbors should be strongly authenticated.

Rationale:

Where it is deployed, OSPF routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network.

An attacker posing as one of the target routers OSPF neighbors may inject incorrect
information into the route table resulting in DoS attack or loss of confidential data through
a Man in the Middle attack.

In addition to MD5 hash based authentication, JUNOS routers can also authenticate OSPF
neighbors using IPSEC Security Associations. This allows more robust authentication
mechanisms to be used and is recommended as an alternative to MD5 HMAC in high
security environments. Support for IPSEC based authentication with other vendors is not
universal, so ensure all of your devices are able to support this method before proceeding.

A Manual IPSEC Security Association is formed between neighbors, using Authenticated
Header (IP Protocol 51) with the stronger HMAC-SHA1 or HMAC-SHA2 (SHAZ2 is not
available on all platforms) methods to ensure that the updates were sent by trusted
neighbors and were not changed in transit. Only AH is used to avoid the added overhead
required to encrypt and decrypt the packets contents which ESP would entail. It is possible
to use ESP in place of AH if encryption of routing information across an untrusted segment
is required, but this can have a significant performance cost.

In "dual stack" [Pv4/IPv6 environments running both OSPFv2 for [Pv4 routing and OSPFv3
for IPv6, it is common to use a single SA on a segment to provide authentication both
protocols.

NOTE - Although M, T and MX series devices normally require a Services PIC or DPC installed
to provide IPSEC VPNs, no additional hardware is required for IPSEC SA based authentication
of OSPF neighbors.
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Audit:

Enter the following command from the [edit protocols ospf] hierarchy;

[edit protocols ospf]
user@host#show | match "ipsec-sa" | count

The above command should return a positive integer equal to the number of interfaces
configured for OSPF which can be checked with the following command:

[edit protocols ospf]
user@host#show | match "interface" | count

As the use of [PSEC SA based authentication is to avoid weak each Security Association
configured should be checked to confirm MD5 is not used. First find each <sa name> used
for OSPF:

[edit protocols ospf]
user@hostf#show | match "ipsec-sa"

Then check each SA does not include MD5:

[edit protocols ospf]
user@host#top show security ipsec security-association <sa name> | match
"md5" | count

This command should return null or 0 if no insecure hashing methods are used.

Remediation:

To setup IPSEC SA based authentication, first configure a Security Association at the [edit
security ipsec]}ﬁerarchy;

[edit security ipsec]

edit security-association <SA name>

set description <description>

set mode transport

set manual direction bidirectional protocol ah

set manual direction bidirectional algorithm hmac-shal-96
set manual direction bidirectional authentication key <key>

The SA must be bi-directional and must be configured with the same parameters on all
neighbors reachable on the intended interface.

Note that only Authenticated Header is configured in this example which provides mutual
authentication but does not encrypt OSPF protocol messages in transit.

Next configure IPSEC SA based authentication for one or more interfaces which OSPF will
be run over from the [edit protocols ospf] hierarchy;
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[edit protocols ospf]
user@hosti#set area <area number> interface <interface number> ipsec-sa <SA
name>

Default Value:
No OSPF routing is configured by default.
References:
1. Configuring Authentication for OSPFv2, JUNOS Software Routing Configuration
Guide, Juniper Networks

(http://www.juniper.net/techpubs/software/junos/junos95/swconfig-
routing/frameset.html)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.4 OSPF3

Open Shortest Path First (OSPF) Version 3 is an Interior Gateway Routing Protocol widely
deployed in Enterprise and Service Provider networks which expands OSPF to support
[Pv6.

OSPF is a complex protocol, with many configuration options which may have effects which
are not immediately obvious. Administrators should be familiar with the OSPFv3 protocol
and their routing environment before applying recommendations in this section.

OSPFv3 parameters for JUNOS routers are configured under the [edit protocols ospf3]
hierarchy.

Only apply the recommendations in this section where one or more instances of OSPFv3 are
configured on the device. You can confirm the number and type of configured OSPFv3
instances by issuing the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|ospf3 {"

If the term osp£3 { is returned, all recommendations from this section should be
considered at each hierarchy indicated.
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4.4.1 Ensure OSPFv3 authentication is set to IPSEC SA (Scored)

Profile Applicability:
e Level 1

Description:

OSPFv3 Neighbors should be strongly authenticated.

Rationale:

Where it is deployed, OSPFv3 routing is vital for normal operation of an organization's
network infrastructure. Correct route information is required for routers to correctly direct
traffic through the network.

An attacker posing as one of the target routers OSPFv3 neighbors may inject incorrect
information into the route table resulting in DoS attack or loss of confidential data through
a Man in the Middle attack.

OSPFv3 does not support MD5 HMAC based authentication, instead relying on [PSEC
Security Associations to authenticate neighbors. This provides more robust authentication
mechanisms and for, optional, encryption of routing data in transit.

A Manual IPSEC Security Association is formed between neighbors, using Authenticated
Header (IP Protocol 51) with the strong SHA1-HMAC method to ensure that the updates
were sent by trusted neighbors and were not changed in transit. Only AH is used to avoid
the added overhead required to encrypt and decrypt the packets contents which ESP would
entail. It is possible to use ESP in place of AH if encryption of routing information across an
untrusted segment is required, but this can have a significant performance cost.

In "dual stack" [Pv4/IPv6 environments running both OSPFv2 for [Pv4 routing and OSPFv3
for IPv6, it is common to use a single SA on a segment to provide authentication both
protocols.

NOTE - Although M, T and MX series devices normally require a Services PIC or DPC installed
to provide IPSEC VPNs, no additional hardware is required for IPSEC SA based authentication
of OSPF neighbors.

Audit:

Enter the following command from the [edit protocols ospf3] hierarchy;
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[edit protocols ospf3]
user@host#show | match "ipsec-sa" | count

The above command should return a positive integer equal to the number of interfaces on
which IPSEC SA based authentication is required.

[edit protocols ospf3]
user@host#show | match "interface" | count

As the use of IPSEC SA based authentication is to avoid weak each Security Association
configured should be checked to confirm MD5 is not used. First find each “<sa name>" used
for OSPFv3:

[edit protocols ospf3]
user@host#show | match "ipsec-sa"

Then check each SA does not include MD5:

[edit protocols ospf]
user@host#top show security ipsec security-association | match "md5" | count

This command should return null or 0 if no insecure hashing methods are used.

Remediation:

To setup IPSEC SA based authentication, first configure a Security Association at the [edit
security ipsec]hjerarchy;

[edit security ipsec]

edit security-association <SA name>

set description <description>

set mode transport

set manual direction bidirectional protocol ah

set manual direction bidirectional algorithm hmac-shal-96
set manual direction bidirectional authentication key <key>

The SA must be bi-directional and must be configured with the same parameters on all
neighbors reachable on the intended interface.

Note that only Authenticated Header is configured in this example which provides mutual
authentication but does not encrypt OSPFv3 protocol messages in transit.

Next configure IPSEC SA based authentication for one or more interfaces which OSPF will
be run over from the [edit protocols ospfv3] hierarchy;

[edit protocols ospfv3]
user@host#set area <area number> interface <interface number> ipsec-sa <SA
name>
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Default Value:
No OSPFv3 routing is configured by default

References:

1. Configuring Authentication for OSPFv3, JUNOS Software Routing Configuration
Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos95/swconfig-
routing/frameset.html)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.5 RIP

Routing Information Protocol is a distance vector protocol used for interior gateway
routing on some networks. RIP is a complex protocol, with many configuration options
which may have effects which are not immediately obvious. Administrators should be
familiar with the RIP protocol and their routing environment before applying
recommendations in this section.

RIP parameters for JUNOS routers are configured under the [edit protocols rip]
hierarchy and in JUNOS RIPv2 is used by default (though communication with legacy v1
neighbors can be configured).

Only apply the recommendations in this section where one or more instances of RIP are
configured on the device. You can confirm the number and type of configured RIP instances by
issuing the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|protocols|rip {"

If the term rip { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.5.1 Ensure RIP authentication is set to MD5 (Scored)
Profile Applicability:

e Level 1

Description:

RIP Neighbors should be authenticated.

Rationale:

Where it is deployed, RIP routing is vital for normal operation of an organization's network
infrastructure. Correct route information is required for routers to correctly direct traffic
through the network. An attacker posing as one of the target routers RIP neighbors may
inject incorrect information into the route table resulting in DoS attack or loss of
confidential data through a Man in the Middle attack.

On Juniper routers (as well as routers from other manufacturers such as Cisco or Brocade)
it is possible to authenticate neighbors using an MD5 digest of elements in the update. RIP
Authentication is defined in REC2082.

Audit:

Enter the following command from the [edit protocols rip] hierarchy:

[edit protocols rip]
user@host#show | match "authentication-" | count

The above command should return '2' when both required statements are configured.

Remediation:

If you have deployed RIP in your network you should use MD5 authentication for all
neighbors. To configure authentication enter the following command from the [edit
protocols rip]lﬁerarchy:

[edit protocols rip]
user@host#set authentication-type md5
user@host#set authentication-key <key>

Default Value:

No RIP routing is configured by default.
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References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.4.3 (page 109),
National Security Agency (NSA)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.5.2 Ensure RIP is set to check for zero values in reserved fields (Scored)
Profile Applicability:

e Level 1

Description:

The router should check that fields that the RFC requires must be 0 are, in fact, 0.
Rationale:

Where it is deployed, RIP routing is vital for normal operation of an organization's network
infrastructure. Correct route information is required for routers to correctly direct traffic
through the network.

The RFCs relating to RIP define a number of reserved fields in the packet format for future
use. Those fields not used in the protocol version used should be set to 0.

If a packet is received with reserved fields set to a value other than 0 then it is breaking the
RFC standards and may be an attempt to attack the router. In almost all network
environments there is no reason for such a packet to exist, so JUNOS's default behavior of
ignoring them should be used.

Audit:

Enter the following command from the [edit protocols rip] hierarchy:

[edit protocols rip]
user@host#show | match "check-zero" | count

The above command should return '1' when checking is enabled.

Remediation:

If you have deployed RIP in your network and disabled zero value checking of reserved
fields, you should re-enable it by issuing the following command from the [edit protocols
rip] hierarchy:

[edit protocols rip]
user@host#set check-zero

Default Value:

When RIP is used, check-zero is the default setting.
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References:

1. Accepting Packets Whose Reserved Fields Are Nonzero, JUNOS Software Protocols
Configuration Guide, Juniper Networks

CIS Controls:
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4.6 bfd

Some security settings are configured in exactly the same way across all routing protocols
on a JUNOS device.

One of these is Bidirectional Forwarding Detection (BFD), which may configured under the
[edit protocols <protocol> bfd-liveness-detection] hierarchy where <protocol>is
one of isis, bgp, ospf, static, rip, pim or another protocol with BFD support.

To confirm whether BFG Liveness Detection is configured on the device, enter the following
command from the root [edit] configuration hierarchy:

[edit]

user@host# show | display set | match "bfd-live"

If any lines are returned, all Recommendations in this Section should be applied to all
instances of BFD.

If BFD is not used but is configured, it should be removed from each interface or neighbor
for which it is currently configured.
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4.6.1 Ensure BFD Authentication is Set (Scored)

Profile Applicability:
e Level 2

Description:

BFD Peers should be authenticated.

Rationale:

Bidirectional Forwarding Detection (BFD) is a Forwarding Plane feature which allows more
rapid detection of a failed neighbor then can be achieved through a routing protocols'
normal detection mechanisms, providing faster reconvergence.

If no authentication was used an attacker may replay or spoof BFD messages to destabilize
a network and/or prevent proper reconvergence resulting in a Denial of Service. Several
authentication mechanisms are supported for BFD ranging from plain text password, which
should not be used, to meticulously keyed SHA1.

The latter provides the strongest hashing algorithm and best replay protection, with the
sequence number being updated on each packet, and it is this mechanism that should be
used in most cases.

However, if None Stop Routing (NSR) features are required; meticulously keyed SHA1 or
MD5 should not be used as the BFD Sessions using these algorithms may fail when
switching to the Backup Routing Engine.

Both BFD peers must be configured with the same keys and method, otherwise the BFD
link may be declared down resulting in a reconvergence. Because it is not possible to
configure both ends of an existing BFD link simultaneously you may need to use Loose
Authentication Checking as a transitional step by configuring the 10ose-check option.

Audit:

To confirm whether BFD Authentication is configured, issued the following command from
the root [edit] hierarchy:

[edit]
user@host#show | display set | match "bfd-live.*authentication" | except
loose | count

Now issue the following command to count the total number of BFD sessions configured:
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[edit]
user@host#show | match "bfd-live.{" | count

The line count returned by the first command should be double that returned by the
second, indicating that every BFD session has been configured with an Authentication
Algorithm and Key Chain (requiring two commands).

If the Audit Procedure shows that Authentication is missing, enter the following command
and apply the Remediation Procedure at each hierarchy where BFD is configured, but
Authentication is not.

[edit]
user@host#show | display set | match "bfd-live"

Remediation:

If you have deployed BFD, authentication can be configured by issuing the following
commands.

First set the authentication algorithm and keychain from the appropriate [.* bfd-
liveness-detection] hierarchy, in this example we are configuring BFD Authentication
for OSPF Neighbors on Interface Ge-0/0/0.0:

[edit protocols ospf interface ge-0/0/0.0 bfd-liveness-detection]
user@host#set authentication algorithm <algorithm>
user@host#set authentication key-chain <key-chain>

Where:

e <algorithm> is either xeyed-md5, keyed-sha-1, meticulous-keyed-md50r
meticulous-keyed-sha-1, which is preferred but is not compatible with NSR and
other failover options.

o <key-chain> is the name of a configured key-chain (see below).

If a Key Chain is not already defined, you should create one by issuing the following
command at the [edit security authentication—key—chains]}Hennthy:

[edit security authentication-key-chains]
user@hostf#set key-chain <key-chain> key <key number> secret <key>

Where:

e <key-chain> is the name of the key-chain already configured for the BFD session
e <key number> is the number to identify this key, used for key rollover
o <key> is the Shared Secret Key
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The <algorithm> and <key> must be the same on all devices which will use the BFD session
being configured.

If the BFD Session is already in use, setting Authentication on one side before the other will
cause the BFD Session (and the associated routes or adjacencies) to be declared down
resulting in loss of traffic. To aide in rollout of BFD Authentication, JUNOS Devices can
operate in a "Loos Authentication Check"” mode, whereby they will send Authentication
information, but will not reject unauthenticated messages.

This should be used in transition only and can be configured with the following command
from the same [.* bfd-liveness-detection] hierarchy:

[edit protocols ospf interface ge-0/0/0.0 bfd-liveness-detection]
user@host#set authentication loose-check

BFD may be configured at a wide variety of configuration hierarchies, for different
Protocols, Routing Instances or even for Static Routes. The bfd-1iveness-detection
hierarchy is the same at each level it is used, so the Remediation Process is the same and
should be applied at each hierarchy indicated in the Audit Procedure.

Impact:

BFD Authentication must be configured to use the same Key and Algorithm on all
neighbors/peers with which the session will be used. A mismatch will result in the BFD
session failing and related routes being declared unreachable.

BFD Authentication with meticulous-keyed-sha-1 and meticulous-keyed-md5 algorithms
should not be used in conjunction with NSR and GRES. Fail over between Routing Engines
will cause Authentication to fail.

Default Value:
No BFD is configured by default.
References:
1. https://www.juniper.net/documentation/en US/junos/topics/concept/policy-bfd-

static-routes-understanding.html
2. https://www.juniper.net/documentation/en US/junos/topics/reference/configura

tion-statement/bfd-liveness-detection-edit-routing-options.html
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4.6.2 Ensure BFD Authentication is Not Set to Loose-Check (Scored)

Profile Applicability:
e Level 2

Description:

BFD Peers should be authenticated.

Rationale:

Bidirectional Forwarding Detection (BFD) is a Forwarding Plane feature which allows more
rapid detection of a failed neighbor then can be achieved through a routing protocols'
normal detection mechanisms, providing faster reconvergence.

If no authentication was used an attacker may replay or spoof BFD messages to destabilize
a network and/or prevent proper reconvergence resulting in a Denial of Service.

JUNOS supports a Loose Authentication Check mechanism, which is intended for use when
transitioning from unauthenticated BFD to authenticated BFD implementations or when
changing Shared Secret Keys.

When Loose Authentication Checking is enabled, the JUNOS Device will produce
authenticated BFD packets, but will not check the authentication of packets it receives from
its peer. When enabled the JUNOS Device is effectively as unprotected as when
authentication is not configured at all.

BFD Sessions should never be configured with the authentication loose-check option in
a production network, with the exception of short transition periods while
updating/replacing keys.

Audit:

To confirm whether BFD Authentication Loose Check is configured, issued the following
command from the root [edit] hierarchy:

[edit]
user@host#show | display set | match "bfd-live.*authentication loose" | count

A line count of 0 should be returned. If a line count of 1 or greater is returned, re-issue the
command without the count option and apply the Remediation Procedure at each
hierarchy indicated.
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Remediation:

If you have deployed BFD with Loose Authentication Checking, it can be disabled by issuing
the appropriate [.* bfd-liveness-detection] hierarchy, in this example we are
configuring BFD Authentication for BGP:

[edit protocols bgp bfd-liveness-detection]
user@host# delete authentication loose-check

BFD may be configured at a wide variety of configuration hierarchies, for different
Protocols, Routing Instances or even for Static Routes. The bfd-1iveness-detection
hierarchy is the same at each level it is used, so the Remediation Process is the same and
should be applied at each hierarchy indicated in the Audit Procedure.

Impact:

BFD Authentication must be configured to use the same Key and Algorithm on all
neighbors/peers with which the session will be used. A mismatch will result in the BFD
session failing and related routes being declared unreachable.

BFD Authentication with meticulous-keyed-sha-1 and meticulous-keyed-md5 algorithms
should not be used in conjunction with NSR and GRES. Fail over between Routing Engines
will cause Authentication to fail.

Default Value:
No BFD is configured by default
References:

1. https://www.juniper.net/documentation/en US/junos/topics/concept/policy-bfd-
static-routes-understanding.html

2. https://www.juniper.net/documentation/en US/junos/topics/reference/configura
tion-statement/bfd-liveness-detection-edit-routing-options.html
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4.7 LDP

Label Distribution Protocol (LDP) is used in many Multi Protocol Label Switched (MPLS)
networks to exchange Label information between Label Switch Router (LSR) peers and is
defined in RFC5036.

MPLS networks are complex, with many configuration options which may have effects
which are not immediately obvious; it is beyond the scope of this benchmark to give even
an overview of how LDP and MPLS operate on Juniper routers. It is strongly recommended
that administrators be familiar both with MPLS protocols and their network prior to
implementing these recommendations.

LDP parameters for JUNOS routers are configured under the [edit protocols 1dp]
hierarchy.

Only apply the recommendations in this section where one or more instances of LDP are
configured on the device. You can confirm the number of configured LDP instances by issuing
the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|protocols|ldp {"

If the term 1dp { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.7.1 Ensure authentication is set to MD5 (Scored)
Profile Applicability:
e Level 1

Description:

LDP peers should be authenticated.

Rationale:

Where it is deployed, LDP is vital for normal operation of an MPLS network. LDP is used to
determine Label mapping and populate the routers Forwarding Information Base (FIB). An
attacker posing as one of the target routers LDP peers may attempt to inject incorrect label
information or exploit a vulnerability in the routers LDP implementation to cause an
information disclosure or denial of service.

On Juniper routers (as well as routers from other manufacturers such as Cisco or Brocade)
it is possible to authenticate LDP sessions using an MD5 digest of elements in LDP
messages.

LDP Session Authentication may be configured on a per session or per session-group basis.
The Audit Procedure checks for both, however, the remediation procedure is only given for
a session-group; as configuration at the session level is deprecated in current versions of
JUNOS.

Audit:

Enter the following command from the [edit protocols 1dp] hierarchy:

[edit protocols 1dp]
user@host#show | match "authentication-key" | count

The above command should return an integer value equal to the number of LDP Sessions
found with the following command:

[edit protocols 1dp]
user@host#show | match "session |session-group" | count

Remediation:

If you have deployed LDP in your network you should use MD5 authentication for all
neighbors.
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To configure authentication for a session-group enter the following command from the
[edit protocols ldp] hierarchy:

[edit protocols 1ldp]
user@host#set session-group <Destination IP Address or IP/Mask>
authentication-key <key>

Default Value:
LDP is not configured by default.

When LDP sessions are configured, MD5 is the default authentication method when an
authentication-key is specified.

References:

1. Configuring Miscellaneous LDP Properties, Juniper Software MPLS Applications
Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/en US/junos9.5/information-products/topic-
collections/config-guide-mpls-applications/mpls-configuring-miscellaneous-ldp-
properties.html)
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16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.7.2 Ensure authentication is set to AES-CMAC (Scored)

Profile Applicability:
e Level 2

Description:

LDP peers should be strongly authenticated.

Rationale:

Where it is deployed, LDP is vital for normal operation of an MPLS network. LDP is used to
determine Label mapping and populate the routers Forwarding Information Base (FIB). An
attacker posing as one of the target routers LDP peers may attempt to inject incorrect label
information or exploit a vulnerability in the routers LDP implementation to cause an
information disclosure or denial of service.

On Juniper routers (as well as routers from some other vendors) it is possible to
authenticate LDP sessions using a Cipher-based Message Authentication Code method with
the AES encryption algorithm.

AES-128-CMAC-96 is significantly more robust than the MD5-HMAC method, which has
traditionally been used for LDP session authentication, and should be used wherever both
LSRs support it (such as in an all Juniper deployment).

Where support for AES-128-CMAC-96 is not available; SHA1-HMAC, while not as strong as
the AES method, should be strongly preferred over MD5-HMAC which is considerably
weaker.

Strong LDP Session Authentication is configured on a per session-group basis, allowing you
to easily support different algorithms with different groups if necessary.

Audit:

Enter the following command from the [edit protocols 1dp] hierarchy:

[edit protocols 1dp]
user@host#show | match "aes-128-cmac-96" | count

The above command should return an integer value equal to the number of LDP Sessions
found with the following command:

[edit protocols 1dp]
user@hostf#show | match "session |session-group" | count
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Remediation:

If you have deployed LDP in your network you should use strong authentication for all
neighbors.

Both AES-CMAC and SHA1-HMAC authentication require a keychain to be configured on the
device under the [edit security authentication-key-chains] hierarchy with atleast
one key which has a start time in the past.

[edit security authentication-key-chains]
user@host#set key-chain <name> key <key number> start-time <YYYY-MM-DD.HH:MM>
user@host#set key-chain <name> key <key number> secret <secret key>

The chosen algorithm and keychain should then be configured for all session groups from
the [edit protocols 1dp] hierarchy:

[edit protocols ldp]

user@host#set session-group <Destination IP Address or IP/Mask>
authentication-algorithm aes-128-cmac-96

user@hostf#set session-group <Destination IP Address or IP/Mask>
authentication-key-chain <name>

or for SHA1 :

[edit protocols ldp]

user@host#set session-group <Destination IP Address or IP/Mask>
authentication-algorithm hmac-sha-1-96

user@host#set session-group <Destination IP Address or IP/Mask>
authentication-key-chain <name>

Default Value:
LDP is not configured by default.

When LDP is configured with an authentication-key, MD5 is the default authentication-
algorithm.

References:

1. Configuring Miscellaneous LDP Properties, Juniper Software MPLS Applications
Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/en US/junos9.5/information-products/topic-
collections/config-guide-mpls-applications /mpls-configuring-miscellaneous-ldp-
properties.html)
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16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.8 MSDP

Multicast Source Discovery Protocol (MSDP) provides a method for linking multiple PIM-
SM domains (Protocol Independent Multicast - Sparse Mode) and is defined in RFC3681.

PIM-SM and MSDP are complex protocols, with many configuration options which may
have effects which are not immediately obvious; it is beyond the scope of this benchmark
to give even an overview of how MSDP, PIM and Multicast operate on Juniper routers. It is
strongly recommended that administrators be familiar both Multicast protocols and their
network prior to implementing these recommendations.

MSDP parameters for JUNOS routers are configured under the [edit protocols msdp]
hierarchy.

Only apply the recommendations in this section where one or more instances of MSDP are
configured on the device. You can confirm the number of configured MSDP instances by
issuing the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing-instance|protocols|msdp {"

If the term msdp { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.8.1 Ensure authentication is set to MD5 (Scored)
Profile Applicability:

e Level 1

Description:

MSDP Peers should be authenticated.

Rationale:

When deployed MSDP it provides PIM-SM with information for routing Multicast traffic and
is critical to operation of Multicast services on the network. If no authentication is used, an
attacker may inject false information into the PIM-SM distribution tree, resulting in
potential Denial of Service or Integrity compromise.

MSDP packets can be authenticated using a Keyed Hash-based Message Authentication
Code (HMAC) generated by hashing elements of the of the update packet combined with a
shared secret using MD5.

Audit:

Enter the following command from the [edit protocols msdp] hierarchy:

[edit protocols msdp]
user@host#show | match "authentication-key" | count

This should return an integer value equal to the number of configured MSDP Peers
obtained with the following command:

[edit protocols msdp]
user@host#show | match "peer .* {" | count

Remediation:

If you have deployed MSDP, authentication can be configured on a peer by peer basis, by
issuing the following command from the [edit protocols msdp] hierarchy:

[edit protocols msdp]
user@host#set peer <peer address> authentication-key <key>

Default Value:

No MSDP is configured by default.
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References:

1. Configuring the MSDP Authentication Key, JUNOS Software Multicast Protocols
Configuration Guide, Juniper Networks

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.9 Neighbor-discovery

Neighbor Discovery Protocol (NDP), defined in REC2461, is an important component of
IPv6, effectively replacing the combined functions provided by ICMP Router Discovery
(RDISC), Address Resolution Protocol (ARP) and ICMP Redirect in [Pv4.

Neighbor Discovery Protocol parameters for JUNOS routers are configured under the [edit
protocols neighbor—discovery]lﬂerarchy.

Only apply the recommendations in this section where IPv6 is configured on the device. You
can confirm the number of configured whether any IPv6 is configured by issuing the following
command from the [edit] hierarchy:

[edit]

user@host#show | match "family inet6" | count

If a positive integer is returned, you should consider applying the recommendations in this
section. If IPv6 configuration is found and you do not intend to support IPv6, all IPv6
related configuration should be deactivated or removed.
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4.9.1 Ensure Secure Neighbor Discovery is configured (Scored)

Profile Applicability:
e Level 2

Description:

NDP should be protected.

Rationale:

One of the primary functions of NDP is to resolve Network Layer (IP) addresses to Link
Layer (eg Ethernet) addresses, a function performed in [Pv4 by ARP. An attacker who has
access to the broadcast segment may abuse NDP or ARP to trick hosts into sending the
attacker traffic destined for someone else, a technique known as ARP Poisoning.

To protect IPv6 networks against this, and other attacks against NDP functions, Secure
Neighbor Discovery (SEND) should be deployed where preventing access to the broadcast
segment may not be possible or in sensitive environments with a requirement for
increased protection.

Support for SEND was added to JUNOS in version 9.3. SEND utilizes public/private RSA key
pairs to produce Cryptographically Generated Addresses (as defined in RFC3972), which
ensures that the claimed source of an NDP message is the owner of the claimed address.

Audit:

Enter the following command from the [edit protocols] hierarchy:

[edit]
user@host#show neighbor-discovery secure | match cryptographic-address |
count

The above command should return a value of 2.

Remediation:

If you have deployed IPv6 you can configure SEND by issuing the following commands from
the [edit protocols neighbor-discovery] hierarchy: If you have not already done so,
you will need to generate or install an RSA key pair, to generate a new pair enter the
following command:

|user@host>request pki generate-key-pair <name> <ca-profile>
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Next, set the security level to define how unsecure NDP messages should be handled. If only
a subset of devices will be configured to use SEND, then use the default option. If all nodes
on the segment require protection, which is recommended, use the secure-messages-only
option:

[edit protocols neighbor-discovery]
user@host#set secure security-level secure-messages-only

Finally, specify the key pair and details you generated/installed earlier:

[edit protocols neighbor-discovery]
user@host#set secure cryptographic-address key-pair <name>
user@host#set secure cryptographic-address key-length <length>

For more details on configuring Public/Private Key Pairs in JUNOS please refer to:
Generating a Public-Private Key Pair, JUNOS Software Security Configuration Guide, Juniper
Networks

Default Value:

SEND is not configured by default.
References:

1. Secure Neighbor Discovery Configuration Guidelines, JUNOS Software Routing
Protocol Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos95/swconfig-
routing/jd0e84357.html)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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4.10 Router-discovery

ICMP Router Discovery, defined in RFC1256, provides a method for hosts on a multicast or
broadcast segment to discover routers attached to the network segment.

ICMP Router Discovery parameters for JUNOS routers are configured under the [edit
protocols router-discovery] hierarchy.
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4.10.1 Ensure ICMP Router Discovery is disabled (Scored)
Profile Applicability:
e Level 1

Description:

ICMP Router Discovery should not be used.

Rationale:

ICMP Router Discovery provides details of routers attached to a broadcast or multicast
segment in response to Router Solicitation messages from hosts or in the form of a period
Router Advertisement.

These messages may provide an attacker attached to the segment with a clearer picture of
network environment and also increases the attack surface of the JUNOS device. As the
feature is rarely used, ICMP Router Discovery should only be configured on networks
where a specific requirement exists for its use.

Audit:

Enter the following command from the [edit] hierarchy:

[edit]
user@hostf#show protocols router-discovery

The above command should return the following output:

disable;

Additional configuration items may be present between the inner curly braces, but will
have no effect because the protocol is disabled.

Remediation:

If you have configured ICMP Router Discovery and do not require it, you can disable it by
issuing the following command from the [edit protocols router-discovery] hierarchy:

[edit protocols router-discovery]
user@host#set disable

Default Value:
ICMP Router Discovery is disabled by default.
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CIS Controls:

Version 7

9.2 Ensure Only Approved Ports, Protocols and Services Are Running
Ensure that only network ports, protocols, and services listening on a system with

validated business needs, are running on each system.

138|Page



4.11 RSVP

Resource Reservation Protocol (RSVP) is commonly used in Quality of Service (QoS) and
MLPS Traffic Engineering (through the RSVP-TE variation) solutions, in simple terms it
allows node to 'reserve' bandwidth throughout the path that a session will take.

RSVP parameters for JUNOS routers are configured under the [edit protocols rsvp]
hierarchy.

Only apply the recommendations in this section where one or more instances of RSVP are
configured on the device. You can confirm the number of configured RSVP instances by issuing
the following command from the [edit] hierarchy:

[edit]

user@host#show | match "logical-system|routing—-instance|protocols|rsvp {"

If the term rsvp { is returned, all recommendations from this section should be considered
at each hierarchy indicated.
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4.11.1 Ensure authentication is set to MD5 (Scored)
Profile Applicability:
e Level 1

Description:

RSVP Peers should be authenticated.

Rationale:

RSVP messages may be abused by an attacker to interfere with QoS and Traffic Engineering
services, resulting in poor performance or Denial of Service, or seek to attack the target
router directly using weaknesses in the RSVP implementation.

To protect against these types of attacks RSVP messages may be Authenticated using an
MD?5 hash of certain packet elements combined with a secret key (MD5 HMAC). RSVP
authentication is supported in the two major variants described in the IETF Draft "RSVP
Cryptographic Authentication draft-ietf-rsvp-md5-03" and in RFC 2747. JUNOS
automatically detects which variant to use on a neighbor by neighbor basis and not
interaction is required from the administrator for multi-vendor support.

RSVP Authentication is set on an interface by interface basis and should be configured for
all interfaces where RSVP is used.

Audit:

Enter the following command from the [edit] hierarchy:

[edit]
user@host#show protocols rsvp | match authentication-key | count

The above command should return an integer value equal to the number of interfaces for
which RSVP is configured.

Remediation:

If you have configured RSVP you can add authentication by issuing the following command
from the [edit protocols rsvp] hierarchy:

[edit protocols rsvpl
user@host#set interface <interface name> authentication-key <key>

140|Page




Default Value:

RSVP is not configured by default
References:

1. Configuring RSVP Interfaces, JUNOS Software MPLS Applications Configuration
Guide, Juniper Networks
(http://www.juniper.net/techpubs/en US/junos9.5/information-products/topic-
collections/config-guide-mpls-applications/mpls-configuring-rsvp-
interfaces.html#id-39542)

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.
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5 SNMP

Simple Network Management Protocol (SNMP) provides a standards based interface to
manage and monitor network devices.

This section provides guidance on the secure configuration of SNMP parameters which are
contained under the [edit snmp] hierarchy.

To confirm if your device is using SNMP, enter the following command:

[edit]

user@host# show snmp | count

If a line count of 1 or great is returned, your device is managed with SNMP and you should
consider applying all recommendations in this section.

If you do not intend your device to be manageable with SNMP then you should delete any
configuration at the [edit snmp] hierarchy with the command below:

[edit]

user@host# delete snmp
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5.1 Ensure Common SNMP Community Strings are NOT used (Scored)
Profile Applicability:
e Level 1

Description:

Do not use common / default community strings.

Rationale:

SNMP can be used to read, and sometime write, sensitive information about your router
and network environment.

When using SNMP Versions 1 and 2C (SNMPv2c) a community string is used to identify
and, to a limited degree, authenticate Management Stations. If an attacker knows or
guesses the community string that is used they may be able gain access to the SNMP
interface as if they were a valid administrator.

To reduce the risk of an attacker guessing your community strings you should not use the
following well known, common strings which are used as defaults on many brands of
router:

e "Public"
e "Private"
¢ "Admin"

e "Monitor"
e "Security"

Any community used should be complex and should not match any of the passwords used
elsewhere on the device or in your organization.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp | match community | match
"public|private|admin|monitor|security" | count

The above command should return 0 or an error.
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Remediation:

If you have deployed SNMPv1 or SNMPv2c on your router using one of these strings,
rename the community using the following command under the [edit snmp] hierarchy;

[edit snmp]
user@host#rename community <old community> to community <new community>

Default Value:

No SNMP communities are set by default on most platforms.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.2.1 (page 77), National
Security Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 8.2.1 and 8.5

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANs or, preferably, on entirely
different physical connectivity for management sessions for network devices.
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5.2 Ensure SNMPv1/2 are set to Read Only (Scored)
Profile Applicability:
e Level 1

Description:

Do not allow Read-Write SNMP access for versions below SNMPv3.

Rationale:

SNMP can be used to read and write configuration information from a router using your
Network Management Systems; however the inherently insecure design of the older SNMP
V1, V2 and V2C standards, which do not use encryption to protect community strings, make
their use for setting configuration an open invitation to an attacker.

While, by default, a JUNOS router configured for SNMP Write access provides access only to
Ping or Traceroute from the router, these still provide a potential source of information
about your network or avenue for further attack so should not be permitted. Additional
SNMP Management Information Base (MIB) views might be configured which, were Write
access permitted, would allow an attacker to disable interfaces, change routing
configuration or change anything else that you might do from the command line.

If an NMS is being used to configure routers via SNMP write access it should only do so via
SNMPv3, which is significantly more secure.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp | match "authorization read-write" | count

The above command should return 0 or an error.

Remediation:

If you have deployed SNMP below Version 3 on your router with Read-Write access, delete
the associated community using the following command under the [edit snmp] hierarchy;

[edit snmp]
user@hostf#delete community <community>
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Alternatively you can set the communities authorization level to Read Only with the
following command from the [edit snmp <community>] hierarchy;

[edit snmp]
user@host#set community <community> authorization read-only

Default Value:
No SNMP communities are set by default on most platforms.
References:
1. Router Security Configuration Guide, Version 1.1b, Section 4.2.1 (page 77), National
Security Agency (NSA)
2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 8.2.1 and 8.5
CIS Controls:

Version 7

4 Controlled Use of Administrative Privileges
Controlled Use of Administrative Privileges
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5.3 Ensure a client list is set for SNMPv1/v2 communities (Scored)
Profile Applicability:

e Level 1

Description:

Limit clients to access SNMP.

Rationale:

Even when limited to read only access, SNMP can provide an attacker with a wealth of
information about your router and network topology.

To limit the potential for attacks against your routers SNMP service you should limit the IP
addresses that are permitted to connect using a client-list. This ensure that individual
community strings are used to authenticate only by the systems in the list, providing
granular access control that should be applied in addition to any firewall filter.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp | match "client-list-name" | count

The above command should return a positive integer equal to the number of communities
configured on the router.

Remediation:

To configure a client list issue the following command under the [edit snmp] hierarchy;

[edit snmp]
user@host#edit client-list <client list name>

[edit snmp client-list <client list name>]

user@host#set default restrict

user@host#set <ip address/range>

user@host#set <ip address> restrict #optionally add exceptions
user@host#up 1

[edit snmp]
user@host#edit community <community name>

[edit snmp community <community name>]
user@host#set client-list-name <community name>
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The set default restrict is covered in detail in the next recommendation.

Additional IP Addresses may be permitted by repeating the set <ip address/range>
command as needed.

Optionally, addresses that you wish to deny from within a permitted range previously set
can be configured with the set <ip address> restrict command.

Note - Client-lists may also be defined directly under the [edit snmp community <community
name> clients] hierarchy for use within the specified community with the same effect, but
for ease of management and audit, the first method is preferred.

Default Value:
No SNMP communities are set by default on most platforms.
References:
1. Configuring the SNMP Community String, JUNOS Software Management
Configuration Guide, Juniper Networks

(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-net-
mgmt/configuring-the-snmp-community-string.html#id-10428981)

CIS Controls:

Version 7

4.6 Use of Dedicated Machines For All Administrative Tasks
Ensure administrators use a dedicated machine for all administrative tasks or tasks

requiring administrative access. This machine will be segmented from the organization's
primary network and not be allowed Internet access. This machine will not be used for
reading e-mail, composing documents, or browsing the Internet.

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANSs or, preferably, on entirely
different physical connectivity for management sessions for network devices.
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5.4 Ensure “Default Restrict” is set in all client lists (Scored)
Profile Applicability:

e Level 1

Description:

Limit clients to access SNMP.

Rationale:

Even when limited to read only access, SNMP can provide an attacker with a wealth of
information about your router and network topology.

To limit the potential for attacks against your routers SNMP service your client lists should
be configured to deny any source address which is not explicitly permitted (by being added
to the list).

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp | match "default restrict" | count

The above command should return a positive integer equal to the number of SNMP client
lists configured on the router, which can be checked with the following command:

[edit]
user@host#show snmp | match "client-1list" | count

Remediation:

To configure a client list issue the following command under the [edit snmp client-list
<client list name>] hierarchy;

[edit snmp client-list <client list name>]
user@host#set default restrict

Note - Client-lists may also be defined directly under the [edit snmp community <community
name> clients] hierarchy for use within the specified community with the same effect, but
for ease of management and audit, the first method is preferred.
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Default Value:

No SNMP communities are set by default on most platforms.
References:

1. Cisco I0S Benchmark Version 2.2, Requirement 1.1.5.6, Center for Internet Security

2. Configuring the SNMP Community String, JUNOS Software Management
Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-net-

mgmt/configuring-the-snmp-community-string.html#id-10428981)

CIS Controls:

Version 7

4.6 Use of Dedicated Machines For All Administrative Tasks

Ensure administrators use a dedicated machine for all administrative tasks or tasks
requiring administrative access. This machine will be segmented from the organization's
primary network and not be allowed Internet access. This machine will not be used for
reading e-mail, composing documents, or browsing the Internet.
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5.5 Ensure SNMP Write Access is not set (Scored)

Profile Applicability:
e Level 2

Description:

Do not allow Read-Write SNMP access.

Rationale:

SNMP can be used to read and write configuration information from a router using your
Network Management Systems; however the inherently insecure design of the older SNMP
V1, V2 and V2C standards, which do not use encryption to protect community strings, make
their use for setting configuration an open invitation to an attacker.

Even the more recent SNMPv3, which introduces encryption, authentication and message
integrity checking, does not provide support for centralized authentication, account lockout
or other basic security measures applied to other methods to access the router. This leaves
the router vulnerable to brute force attack. The use of UDP as the transport mechanism in
SNMP also makes spoofing the source of an SNMP request far simpler, easing brute force or
flooding attacks.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp | match "read-write|write-view" | count

The above command should return 0 or an error.

Remediation:

If you have deployed SNMP below Version 3 on your router with Read-Write access, delete
the associated community using the following command under the [edit snmp] hierarchy;

[edit snmp]
user@host#delete community <community>

Alternatively you can set the communities authorization level to Read Only with the
following command from the [edit snmp <community>] hierarchy;
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[edit snmp]
user@host#set community <community> authorization read-only

If you have deployed SNMP Version 3 on your router with Write access, delete the write
view using the following command under the [edit snmp v3 vacm access] hierarchy;

[edit snmp v3 vacm access]
user@host#delete group <group name> default-context-prefix security-model
<security model> security-level <security level> write-view

Complete the sections in <> with the details configured for your group/s. This command
will leave any read or notify views for the group in place. If only a write-view is configured,
the group can be deleted instead.

Default Value:
No SNMP communities are set by default on most platforms.
References:

1. Router Security Configuration Guide, Version 1.1b, Section 4.2.1 (page 77), National
Security Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 8.1.6 and 8.2.1

CIS Controls:
Version 7

4 Controlled Use of Administrative Privileges
Controlled Use of Administrative Privileges

14.4 Encrypt All Sensitive Information in Transit
Encrypt all sensitive information in transit.
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5.6 Ensure AES128 is set for all SNMPv3 users (Scored)
Profile Applicability:

e Level 2

Description:

Do not allow plaintext SNMPv3 access.

Rationale:

SNMPv3 provides much improved security over previous versions by offering options for
Authentication and Encryption of messages.

When configuring a user for SNMPv3 you have the option of using a range of encryption
schemes, or no encryption at all, to protect messages in transit. The strongest scheme
available is AES128 and this should be configured for all SNMPv3 "users" on all sensitive
devices.

Audit:

From the command prompt, execute the following command:

[edit]
user@hostf#show snmp v3 usm local-engine | match "privacy-aesl28" | count

The above command should return a positive integer equal to the number of configured
SNMPv3 "users", which can be checked using the following command:

[edit]
user@host#show snmp v3 usm local-engine | match "user" | count

Remediation:

For each SNMPv3 user created on your router add privacy options by issuing the following
command from the [edit snmp v3 usm local—engine]}ﬂerarchy;

[edit snmp v3 usm local-engine]
user@host#set user <username> privacy-aesl28 privacy-password <password>

Default Value:

No SNMP is configured by default on most platforms.
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References:

1. Creating SNMPv3 Users, JUNOS Software Network Management Configuration
Guide, Juniper Networks
(http://www.juniper.net/techpubs/en US/junos9.5/information-products/topic-
collections/config-guide-network-mgm/snmpv3-users-creating-junos-nm.html#id-

10699507)

CIS Controls:

Version 7

14.4 Encrypt All Sensitive Information in Transit
Encrypt all sensitive information in transit.
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5.7 Ensure SHA1 is set for SNMPv3 authentication (Scored)
Profile Applicability:
e Level 2

Description:

Do not allow unauthenticated SNMPv3 access.

Rationale:

SNMPv3 provides much improved security over previous versions by offering options for
Authentication and Encryption of messages. Authentication in SNMPv3 is performed using
Keyed-Hash Message Authentication Code or HMAC. This technique uses a cryptographic
hash function in combination with a secret key to authenticate and ensure the integrity of a
given message.

JUNOS supports the MD5 and SHA1 hash functions for use in SNMPv3 authentication. MD5
is an older protocol which has shown significant vulnerability in recent years, so the more
recent and more trusted SHA1 should be used.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp v3 usm local-engine | match "authentication-sha" | count

The above command should return a positive integer equal to the number of configured
SNMPv3 "users".

Remediation:

For each SNMPv3 user created on your router add privacy options by issuing the following
command from the [edit snmp v3 usm local—engine]}ﬂerarchy;

[edit snmp v3 usm local-engine]
user@host#set user <username> authentication-sha authentication-password
<password>

Default Value:

No SNMP communities are set by default on most platforms.
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References:

1. Creating SNMPv3 Users, JUNOS Software Network Management Configuration
Guide, Juniper Networks

CIS Controls:
Version 7

16.4 Encrypt or Hash all Authentication Credentials
Encrypt or hash with a salt all authentication credentials when stored.

156|Page



5.8 Ensure interface restrictions are set for SNMP (Scored)
Profile Applicability:

e Level 1

Description:

SNMP should only be configured on required interfaces.

Rationale:

By default the SNMP service will listen for incoming connections on all interfaces which
have an [P Address configured, exposing SNMP to users on all networks through which the
router is reachable.

In most cases the router should only be manageable over some of its interfaces; in
particular a router providing connectivity to untrusted networks such as the Internet
should only be manageable from trusted sources.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp interfaces

The configured Interface or Interfaces should be returned.
Remediation:

To restrict SNMP to required interfaces issue the following command from the [edit
snmp] hierarchy;

[edit snmp]
user@host#set interface <interface or interface list>

Default Value:

By default SNMP, when configured, is accessible over all configured interfaces.
References:
1. Configuring the Interfaces on Which SNMP Request Can Be Accepted, JUNOS

Software Management Configuration Guide, Juniper Networks
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CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANSs or, preferably, on entirely
different physical connectivity for management sessions for network devices.
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5.9 Ensure SNMP is set to OOB management only (Scored)
Profile Applicability:
e Level 2

Description:

SNMP should only be configured on Out of Band management interfaces.

Rationale:

By default the SNMP service will listen for incoming connections on all interfaces which
have an [P Address configured, exposing SNMP to users on all networks through which the
router is reachable.

In higher security environments management services, such as SNMPv3, should be
restricted such as to only be reachable through the Out of Band management port which is
available on most JUNOS platforms.

The name of the Out of Band Management port varies considerably between platforms,
typically:

e fxp[0-9] on most routing platforms and SRX firewalls
e me[0-9] on most EX and some QFX switches

e em[0-9] on some EX and QFX switches

e jmgmt0 on NFX platforms

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show snmp interfaces | display xml | match "<interface>" | match
"fxp[0-9] |em[0-9] Ime[0-9] | jmgmt" | count

This should output a positive integer showing the number of Out of Band Management
interfaces configured for SNMP. Compare this to the number of non Out of Band
Management interfaces

[edit]
user@host#show snmp interfaces | display xml | match "<interface>" | except
"fxp[0-9] |lem[0-9] Ime[0-9] | jmgmt" | count

This should return 0. If a positive integer is returned, the non Out of Band Management
interfaces should be removed.
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Remediation:

To restrict SNMP to required interfaces issue the following command from the [edit
snmp] hierarchy;

[edit snmp]
user@host#set interface <interface or interface list>

To delete an existing interface from the list issue the following command from the [edit
snmp] hierachy;

[edit snmp]
user@host#delete interface <interface>

Default Value:

By default SNMP, when configured, is accessible over all configured interfaces.
References:

1. Configuring the Interfaces on Which SNMP Request Can Be Accepted, JUNOS
Software Management Configuration Guide, Juniper Networks

CIS Controls:
Version 7

11.7 Manage Network Infrastructure Through a Dedicated Network
Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANs or, preferably, on entirely

different physical connectivity for management sessions for network devices.
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6 System

This section explores settings that apply to the JUNOS System itself such as DNS Servers,
Hostname, Configuration Archiving or Users.

These settings are all applied under the [edit system] hierarchy.

A subset of these settings may be applied on a per Logical System basis at the [edit
logical-system "LSYS Name" system] hierarchy.
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6.1 Accounting

When using External Authentication, Authorization and Accounting services, the
Accounting mechanisms provide centralized record of what a router and its users are doing
and when.

Keeping records of accounting information separate to the router is vital to allow
administrators to spot when an attack may have occurred and to reconstruct what
happened in the aftermath of an attack.

On Juniper routers, accounting services are configured under [edit system accounting]
and should be configured whenever External AAA services like RADIUS or TACACS+ are
used.
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6.1.1 Ensure Accounting Destination is configured (Scored)
Profile Applicability:
e Level 1

Description:

Where external Authentication, Authorization and Accounting services using either
RADIUS or TACACS+ are used, accounting data should be sent to at least one AAA server
destination.

Rationale:

RADIUS and TACACS+ are centralized Authentication, Authorization and Accounting (AAA)
services.

Both protocols provide services to receive and record information about what users and
processes on a router are doing.

Where RADIUS or TACACS+ are configured for AAA, at least one accounting RADIUS or
TACACS+ server should be configured to record accounting data for the JUNOS device.
Generally, it is recommended that more than one server is used to ensure resilience of this
vital service.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system accounting destination | match "server" | count

The above command should return an integer value greater than or equal to 1.

Remediation:

Configure one or more RADIUS or TACACS+ servers as Accounting Destinations use the
following commands under the [edit system accounting destination] hierarchy; For
RADIUS

[edit system accounting destination]
user@host#set radius server <server ip> secret <shared secret>

For TACACS+
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[edit system accounting destination]
user@host#set tacplus server <server ip> secret <shared secret>

Default Value:

Accounting is not configured by default.
References:

1. Router Security Configuration Guide, Version 1.1b, Page 166, National Security
Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 10.2

CIS Controls:

Version 7

6.2 Activate audit logging
Ensure that local logging has been enabled on all systems and networking devices.

6.5 Central Log Management
Ensure that appropriate logs are being aggregated to a central log management system
for analysis and review.
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6.1.2 Ensure Accounting of Logins (Scored)
Profile Applicability:
e Level 1

Description:

When External AAA is used, Login Events should be sent to configured accounting
destinations.

Rationale:

To protect any asset, including a Juniper router, you have to have a record of who logged in
or attempted to login as well as who made changes to the configuration and when.

JUNOS can log these events to RADIUS and/or TACACS+ servers to allow reliable,
centralized records to be kept for all of the devices in your network.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system accounting

The above command should return the output below:

accounting {
events login;

}

Additional configuration items for Accounting may be present.

Remediation:

Configure Accounting of Logins and Configuration Changes by entering the following
commands under the[edit system accounting] hierarchy;

[edit system accounting]
user@host#set events login

Default Value:

External accounting is not configured by default
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References:

1. Router Security Configuration Guide, Version 1.1b, Page 166, National Security
Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 10.2

CIS Controls:
Version 7

6.2 Activate audit logging
Ensure that local logging has been enabled on all systems and networking devices.

6.3 Enable Detailed Logging
Enable system logging to include detailed information such as a event source, date, user,

timestamp, source addresses, destination addresses, and other useful elements.
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6.1.3 Ensure Accounting of Configuration Changes (Scored)
Profile Applicability:
e Level 1

Description:

When External AAA is used Configuration Change events should be sent to configured
accounting destinations.

Rationale:

To protect any asset, including a Juniper router, an audit trail of changes made to the
devices configuration, when they were made and by whom is essential.

JUNOS can log these events to RADIUS and/or TACACS+ servers to allow reliable,
centralized records to be kept for all of the devices in your network.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system accounting

The above command should return the output below:

accounting {
events change-log;

}

Additional configuration items for Accounting may be present.

Remediation:

Configure Accounting of Logins and Configuration Changes by entering the following
commands under the [edit system accounting] hierarchy;

[edit system accounting]
user@host#set events change-log

Default Value:

External accounting is not configured by default

References:
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1. Router Security Configuration Guide, Version 1.1b, Page 166, National Security
Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 10.2

CIS Controls:

Version 7

6.2 Activate audit logging
Ensure that local logging has been enabled on all systems and networking devices.

6.3 Enable Detailed Logging
Enable system logging to include detailed information such as a event source, date, user,

timestamp, source addresses, destination addresses, and other useful elements.
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6.1.4 Recommend Accounting of Interactive Commands (where External
AAA is used) (Scored)

Profile Applicability:
e Level 2

Description:

Where External AAA is used, Interactive Command Accounting Events should be sent to
either TACACS+ or RADIUS.

Rationale:

To protect any asset, including a Juniper router, you have to have a record of who logged in
or attempted to login as well as who made changes to the configuration and when. For
additional security you should also keep records of all commands issued, who issued them
and when.

This is not possible in all deployments due to the additional load, network traffic and
storage requirements. For most scenarios the high resource use is outweighed by the
benefits that the command history provides, particularly in responding to an incident or
fault.

JUNOS can log these events to RADIUS and/or TACACS+ servers to allow reliable,
centralized records to be kept for all of the devices in your network.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system accounting

The above command should return the output below:

accounting {
events interactive-commands;

}

Additional configuration items for Accounting may be present on the same line.
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Remediation:

Configure Accounting of Logins and Configuration Changes by entering the following
commands under the [edit system accounting] hierarchy;

[edit system accounting]
user@host#set events [change-log interactive-commands login]

The interactive-commands should be selected at a minimum, although in many cases you
may also wish to add change-log and login accounting.

References:

1. Router Security Configuration Guide, Version 1.1b, Page 166, National Security
Agency (NSA)

2. Payment Card Industry Data Security Standard (PCI DSS), Version 3.2.1,
Requirement 10.2

CIS Controls:
Version 7

6.2 Activate audit logging
Ensure that local logging has been enabled on all systems and networking devices.

6.3 Enable Detailed Logging
Enable system logging to include detailed information such as a event source, date, user,

timestamp, source addresses, destination addresses, and other useful elements.
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6.2 Archival

JUNOS can be configured to send a backup of its configuration to an external destination
using the options set under the [edit system archival] hierarchy.

This can provide the administrator with both a significant security benefit for tracking
changes or post incident investigation, and to general system availability by allowing for
more rapid recovery in the event of a fault of device failure.

It is highly recommended that all JUNOS devices are backed up to external destinations on a
regular basis or after any change. For some organizations the built-in system archival tool
discussed here will be the correct solution for backup, while for others 3rd party tools such
as RANCID (http://www.shrubbery.net/rancid/) or Oxidized

(https://github.com /ytti/oxidized), which are not configured directly on the device, maybe
more suitable.
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6.2.1 Ensure Archive on Commit (Scored)
Profile Applicability:
e Level 2

Description:

The routers configuration should be archived whenever changes are committed.

Rationale:

Before changes made to a JUNOS router are applied they must be committed. Archiving the
configuration to an external server on every commit creates a complete history of all
changes allowing an effective 'post mortem' to be carried out following any breach and
aiding recovery to security and other incidents.

The archive can also be used to alert administrators of unauthorized changes and identify
what was changed by utilizing hashes or diff in scripts or systems like Tripwire.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system archival

The above command should yield the following output:

configuration {
transfer-on-commit

}

Additional configuration items for the Archival service may be present between the curly
braces.

Remediation:

To enable Archival on commit issue the following commands from the [edit system]
hierarchy;

[edit system]
user@host#set archival configuration transfer-on-commit
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Default Value:
Archival is not configured by default.
References:
1. Archival, JUNOS 9.2 System Basic Configuration Guide, Juniper Networks

(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-system-
basics/archival.html)

CIS Controls:
Version 7

10.4 Ensure Protection of Backups
Ensure that backups are properly protected via physical security or encryption when
they are stored, as well as when they are moved across the network. This includes remote

backups and cloud services.

173 |Page


http://www.juniper.net/techpubs/software/junos/junos92/swconfig-system-basics/archival.html)
http://www.juniper.net/techpubs/software/junos/junos92/swconfig-system-basics/archival.html)

6.2.2 Ensure at least one SCP Archive Site is configured (Scored)
Profile Applicability:
e Level 2

Description:

Configuration archival should use only secure transport over SCP.

Rationale:

Archiving the configuration to an external server creates a history of changes allowing an
effective 'post mortem' to be carried out following any breach and aiding recovery to
security and other incidents.

The archive can also be used to alert administrators of unauthorized changes and identify
what was changed by utilizing hashes or diff in scripts or systems like Tripwire.

At least one Secure Copy (SCP) Archive Site should be configured on the router. No other
transport methods should be used.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system archival configuration archive-sites | match "scp://" |
count

The command above should return a positive integer equal to or greater than 1.

Remediation:

To enable a Secure Copy Archival Site on commit issue the following commands from the
[edit system] hierarchy;

[edit system]
user@host#set archival configuration archive-site <SCP URL> password
<password>

Default Value:

Archival is not configured by default
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References:

1. Archival, JUNOS 9.2 System Basic Configuration Guide, Juniper Networks
(http://www.juniper.net/techpubs/software/junos/junos92 /swconfig-system-
basics/archival.html)

CIS Controls:
Version 7

10.1 Ensure Regular Automated Back Ups
Ensure that all system data is automatically backed up on regular basis.

10.4 Ensure Protection of Backups

Ensure that backups are properly protected via physical security or encryption when
they are stored, as well as when they are moved across the network. This includes remote
backups and cloud services.
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6.2.3 Ensure NO Plain Text Archive Sites are configured (Scored)
Profile Applicability:
e Level 1

Description:

The routers configuration MUST NOT be sent in plain text to the Archive Site.

Rationale:

JUNOS routers can use a range of protocols for copying configuration files to Archive Sites
including FTP, TFTP, NFS and SCP. Of these, only Secure Copy (SCP) provides encryption
for the data in transit. Using FTP, FTP or NFS transfer files in plain text, allowing an
attacker to copy the file from the network exposing sensitive data and possibly
authentication information for both the router and the Archive Site.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system archival configuration archive-sites | match
"ftp://|file://|tftp://" | count

The command above should return 0 or an error.

Remediation:

Archival is not configured by default. If plain text Archive Sites have been configured, they
can be removed by issuing the following command from the [edit system] hierarchy;

[edit system]
user@host#delete archival configuration archive-site <URL>

Archive sites should be reconfigured using SCP.

Default Value:

Archival is not configured by default.
References:

1. Archival, JUNOS 9.2 System Basic Configuration Guide, Juniper Networks
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CIS Controls:
Version 7

10.4 Ensure Protection of Backups

Ensure that backups are properly protected via physical security or encryption when
they are stored, as well as when they are moved across the network. This includes remote
backups and cloud services.
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6.3 Authentication-Order

Each user of a Juniper router must have a unique username and password which allows
them to be identified for Authentication, Authorization and Accounting (AAA) purposes.
Centralized AAA services such as RADIUS and TACACS+ provide essential mechanisms to
protect network devices.

Most critically, centralized Authentication provides network administrators with the ability
to manage user accounts in a single place to affect all of the devices in their network. This is
vital in situations where, for example, an employee leaves the organization or a user
account is compromised by an attacker.

Juniper devices support multiple Authentication protocols, the order in which these are
used can be configured under [edit system authentication-order].Understanding the
devices AAA settings is fundamental to securing your network.
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6.3.1 Ensure external AAA is used (Scored)

Profile Applicability:
e Level 1

Description:

At least one external Authentication method should be specified.

Rationale:

RADIUS and TACACS+ are centralized Authentication, Authorization and Accounting (AAA)
services. Both protocols provide services to authenticate users on routers, switches and
other systems.

Juniper routers support both RADIUS and TACACS+ authentication. JUNOS will use each of
the configured protocols in order set under [edit system authentication-order] until
the password is accepted or the end of the list is reached.

It is vital to understand the impact of this behavior and its relation to security. If the order
is set as RADIUS then TACACS+, the router will attempt to authenticate a user's credentials
first using the RADIUS server. If the RADIUS server cannot be reach or the login is denied
the router will attempt to authenticate against TACACS+.

Settings for RADIUS or TACACS+ servers themselves for Authentication are configured
separatebrunderthe[edit system radius-server] O [edit system tacplus-server]
hierarchies respectively.

Audit:

From the command prompt, execute the following command:

[edit]
user@host#show system authentication-order | match "radius|tacplus" | count

The above command should return an integer value of 1.

Remediation:

Configure at least one external Authentication method using the following commands
under the [edit system] hierarchy; For RADIUS

[edit system]
user@host#set authentication-order radius
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For TACACS+

[edit system]
user@host#set authentication-order tacplus

For RADIUS then TAC