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Metrics

Organizations struggle to make cost-effective security investment

decisions; information security professionalslack widely accepted and

unambiguous metrics for decision support. CIS established a consensus

team of one hundred (150) industry experts to address this need. The

resultis a set of standard metrics and data definitions that can be used .
across organizations to collect and analyze data on security process CIS Securlty

performance and outcomes. MetriCS V110

This document contains twenty-eight (28) metric definitions for seven (7)
important business functions: Incident Management, Vulnerability
Management, Patch Management, Application Security, Configuration
Management, Change Management and Financial Metrics

i|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Contents
CONTENTS . s b e r e re s i
Terms Of US@ AGIrEEMENT........ccieeieeteeeetee ettt ettt et e st et e st e sae e e e s e e aesseeteeseensesnseeneensenanenss viii
CISTEIMS Of US ...ttt sttt sttt b et s be sttt sbe et e e e ae e enesbeneas viii
BACKEIOUNG.... ..ottt et ettt e et e e ae et e saa e be e sbeesbesbeensesssensesssensesaseeseensennes 1
CONSENSUS GUIAANCE ...c.eiiiiiiietieteeteet ettt ettt ettt et et et et s e e et e b e sae s e besaeesesseesesseeneeneas 1
Management Perspectiveand Benefits........cccveerieiiieicicceeeeeeeee e 1
BUSINESS FUNCHONS......cviiiiiieeeee et 3
VLo g R ol O N o= {0 g =TT PPSPTR 4
INCIAENT IMANAEEMENT ... eeieciececeeeeees ettt s ee s e st e e e e b e e e e s se e s e sseessesatesseenaesseensesneenss 6
Updating Data OVEL TIME.....ccueceeeeeie ettt st e st e te st sae et e s e e aesaeetessa e seensesaeensesanenss 6
Data ALEITDULES ...ttt sttt b e bttt b et e e nenn 6
SecUrity INCIAENTS Tabl@......ooueeeeeeceeeeeee ettt et s e e b e aaennean 6
Security Incident Classification Tabl@......cceeveeieieceececeeeeeee e e e 8
SECUNtY EVENTS Tabl @ittt a et st s aeees 9
Security Incident Impact ANalysis Tabl@.....ccceceeieieiiecececeeee e 9
Security Incident REPOrting Tabl@........ouieieieeeeceeee et 11
TEChNOIOGIES TADI Q... ettt sre e et s e ae s e nes 12
Security Incident Effect Rating Tabl@......ccveeueeieeeeeeee e 13
Security Incident Criticality Rating Tabl €....cc.ecveeeeieeeeeeeeeee e 13
ClaSSIfICATIONS ...ttt ettt et b et et b et be b et b e b et bt e e ebe e enensenean 15
o Lo 1 18
R 01U o] =SSP PUT PP 19
DIMENSTONS ...ttt ettt sttt b e st e s bt st e s bt et e s b e sbe e b e sneeasesaeebeeneannes 19
AUTOMATION. ...ttt et st b e st e st e b et e sbe et e s beebesaeenens 19
VISURITZRT ON..vi et 19
DEfiNEA IMIELIICS ...ttt ettt b et st b ettt be st nreneas 21
Mean-Time-To-INCIAENT-DISCOVENY .......coiiiireeieceeteete ettt ettt sa e st tesreeneas 21
Mean Time between Security INCIAENTS ......cceeoiieiececeece e 24

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Mean Time tO INCIAENT RECOVENY ......ccuiiuieiececieeeete ettt te st sae e s et te s reeae s reeneas 26
COST O INCIARNTS ..ottt sttt ettt e e ettt e et nb e 29
Mean COStOf INCIAENTS ......eouiiriiieieeee ettt se ettt 33
Mean INCident RECOVENY COSt......ccuiiiiiieeieeiieeieiee e et esteeee e seesreeaesseesseeaesaaensessaensesssesesnsesans 36
Vulnerability ManagemENt..........eouioieeeceeceeeeeese ettt et et e e et saeeaeeteeaesseeaesss e beesesanensens 40
Data ATEIIDULES ...ttt ettt 40
TEChNOIOGIES TADI €.t ae s reenes 41
Vulnerability INformation Tabl@.......cou et 42
CVSS SCOME Tabl ...ttt 43
Identified Vulnerabilities Table........cociririiiiice e 46
Identified Vulnerabilities Table.........cooriiiieee e 47
TEChNOIOGIES TADI ... sre e et e s reeae e nes 47
Classifications aNd DIMENSIONS .......ceeuerirerieirienieieniereeesiest ettt sre st ss e sse e e saenaesenees 49
Severity Of VUINErabiliti€S.......ccuieueeiieieeceeeeeee ettt s ene s 50
Technology ValUe (CTV, ITV, ATV) ..ttt ettt st ste e s eaaesaeenaeeaeennesaeenns 50
L0 8 o =SOSR PRPRRPTR 51
DIMNENSTONS ...ttt ettt et sttt st e bt st e bt st e s bt et e st e sae e b e saeenbesaeesesnsannes 51
AUTOMATION. ...ttt e 52
VISURITZRT ON..nitc ettt sttt 52
Managementand Operational MELIICS .....cvcviieecierececeeteee et 53
Percent of Systems without Known Severe Vulnerabilities..........ccccceevevvevenieceececeeeeeee, 53
Mean-Time to Mitigate VUINErabiliti€5......c.ccveiuieeecececeeeetee et 56
Mean Costto Mitigate VUINErabilities.......ccccueeieeieciieieceeeeeee ettt 59
PAtCh IMaNAZEMENT ......ocueiieeeeeeeeeeeete ettt ettt e s te e ete e b e s aeeaeebeesbeeseebeesseessenseessasseensenseenses 62
DAta ATEIIDULES ...ttt ettt 62
TEChNOIOGIES TADI ... st tesaeeae s reeneas 63
TEChNOIOGIES TADI €.ttt et et s ae e reenes 64
Patch INformation Tabl@ ... 65
PatCh ACHVITY Tabl€u.uoeeeeeeeeeeeeeee ettt ettt a e te s reete e enns 66
iii|Page

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Patch Activity REVIEW TablE.....c..ocveeceeceeeec ettt st 67
ClASSIfICATIONS ....eueveneeiiieieteste sttt b et b et b et b e b e st e e b e s enenbe e 69
Criticality Of PAtChES. ...c.ueeeeeeeeeeee ettt et e a e s a et 69
Technology Value (CTV, ITV, ATV) ...ttt e st ste e ste et ssaesse et s ae s enes 69

R 01U of =SSP P S PRPRN 70
DIMENSTONS ...ttt sttt st b st e bt et e s bt et e st e sse e b e saeenbesaeenbeensennes 70
AUTOMATION. ...ttt b e st b e st e b e bt et e s bt et e sbe e b e sneenens 70
VISURITZRT ON..vt ettt 71
Managementand Operational MELIICS .....ceevevieciecececeeeee ettt 72
Patch Policy COMPlIANCE....uicieeceeeeeeeee ettt ettt s re e e reeaeens 72
MeEaN TIME O PAtCR...cuiiiiieeeec ettt 75
MEAN COSTTO PATCN....ceiiiiiceetec ettt sttt 78
Configuration Management IMELIICS .......c.eccecieieeiececee sttt a et ae e e e s ae et e ean s 81
Data ALEITDULES ..ottt ettt et sttt be e 81
TEChNOIOGIES TADI ...ttt et e b e s be et e ete e be et e s aeennesaeeneas 81
Configuration Status AcCOUNtING TabI€......ocuveuieiieieeeecee s 83
Configuration Deviation Tabl ... e 83
Configuration Deviation Table.........cccevieieeieieeeececee et ae e 84
DEfINEA IMIBLIICS ...ttt ettt b et sttt be st e beneas 85
Percentage of Configuration CompPlianCe........couereeeeriececeeee e 85
Change ManagemMENT IMIELIICS. ......ccueveeieeeeieeeete ettt st e e ee et e s e e sae et e saeetesseessesseessesnsesseensenns 89
Data ALEITDULES ...ttt ettt ettt be e 89
TEChNOIOGIES TADI ...ttt et e e b b e e be b et e s aeennesanenes 90
Change EXEMPEON Tabl@.....eiuieeeeceeceeee ettt sae et e esbe s e eanenneens 91
Change ReqQUEST Tabl ...ttt s ae s ee 92
Change 1teM Tabl ..ottt sttt eaes 93
ChangE REVIEW Tabl ...ttt et esae e saeeaesre e e 93
ClASSIfICATIONS ....ueveeieiiteeeiert ettt r et a et b e b e sttt be s e nre e 95
R0 LU of =SSP 96
iv|Page

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

DIMENSTONS ..ottt e s s 96
AUTOMATION. ...t 96
ViISUAIIZRT ON...ete ettt et et be st b e b e 96
DEFINEA IMIBLIICS ...ttt sttt ettt ettt et b e st et s bt e e sbaneas 97
Mean Time to CoOmMPlete ChaNGES......cueiuieieeeeeeeeeeete ettt ettt et et s re et e reeneas 97
Percent of Changes With SECUrity REVIEW.........ccccviiieeeeieiieeeeee et 100
Percent of Changes with Security EXCEPHONS .......cceeevreviricieece e 102
APPlICatioN SECUNTY IMELIICS ...c.veeeeieeiecectestee ettt e s e et e s e e aesaeesaeesnesnaesenns 104
Dt ALEDULES ...ttt 106
TEChNOIOGIES TADI ...ttt s e s e e reeneans 106
Business Applications Table.........ccueeeeieeieiececeece e 107
Business Application STatus Table.......c.coveoieieiecieeeeceece et 109
Risk ASSESSMENTS TABI ...t 109
SeCUritY TESHNG TADl@..cuveeeeeeeeeeeeeee ettt e b e e s e reeaae s 110
Business Application Weaknesses Table.......c.ccvecveeeeieiiecieccieeeeceeeete et ae e 111
Most Dangerous Programming Errors Table........cooveveeieiicieneececceceeceeeeese e 113
ClasSIfICATIONS .....eveeiierieiese ettt ettt ettt e ettt et et et s b e besbesbesaesresaenaeas 115
Business APPliCAtioN ValUC......c.ecuiiieieeeeeeee ettt ettt ene s 116
R0 LU of =TT 116
DIMENSTONS ..ottt s sr e s a e s sn e st s nn e 117
AUTOMATION. ...t 117
VISURITZR T ON..niee ettt ettt b et nne e 117
DEfINEA IMIBLIICS ...ttt sttt sttt st be bt be st e s be st e sbanees 118
Percentage of Critical APPliICAtIONS .....cueeueiciieietecteeeeece ettt sre e 118
RiSK ASSESSMENT COVEIAEE....uuiiuiiieiriiieeiieiteetestestesae st s saesseestesse e saessesasessesstassessasseensessaassenn 120
FINGNCIAI IMBETICS ..ttt ettt ettt s s a e s b b sbesbesaesrennens 124
DAt ALEIIDULES ...ttt 126
Information Security SPeNdiNg Tabl € .....coueeieeeceeee e 126
Security SPendingand BUAZEL .......c.ccuevieieeeeeceeeeeeeee ettt s 127
vlPage

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Spending CategorieS AN PUIPOSE......coiuieieieieieceeteee ettt ste et et e s s ae st sre e sne s 127
R0 LU of =TSPTSRO 128
DIMENSTONS ..ottt et r e e s s n e s sr e sae e sn e 128
AUTOMATION. ...t s r e s 128
ViISURITZR T ON..ee ettt sttt b e nae e 128
DEfINEA IMIBLIICS ...ttt st sttt ettt sttt et sbe e be st e e sbe st enesbanees 129
Information Security Budgetas % of IT BUDGEL........cccceveveveeeciecececeeeeeeee e 129
Information Security Budget AllOCATION ......cccueviiiicieecece e 132
TECHNICAl IMIBTIICS ...ttt ettt nn s 135
INCIAENTS. ..ttt ettt b et b s et b et b et et n e et enen 135
NUMDBEr OF INCIAENTS ...ttt s 135
Vulnerability ManagemeNnti.........co.ecuieiiieceecceseee ettt e e sae s sae s e e ae e e e sanenreens 138
VUINErability SCAN COVEIrAZE....uuiuireeieeeeteeeete et et st et ete e eaesae e s seesae s e e se e s enseesaesseensenns 138
Number of Known Vulnerability INSTaNCES.......c.covieieeeeeeeceeee et et 140
PatCh Man@ZEMENT.......ocueeieeeeeieceeeee ettt ettt et esteesae e aeeteeaeeseesbeessesseessesssensesasanseennans 142
Patch ManagemeNnt COVEIAEE. ....couuriiiiriiieeiteseet ettt sttt st e s re et esaeeaesreaee s 142
Configuration ManQgEMENT ......cc.coiriiirieieeeee ettt sttt et e e e e eens 144
Configuration Management COVEIagE .....ouvuunimiereriieseeitecteseetestessaesseesaesseesaeessesseensesneeneas 144
Current Anti-MalWare COVEIAgE......cciumiirierieiereeiteesie et esteseesteseessesaesseesseesaesseessesseesesseeneas 148

F A oY o] [Tor= R 1o g I Y=ol U1 K 1Y/ ST 151
NumMber of APPlICATIONS ....c.eceeeieeieeeee et e et e e e s ae e e e aaenneen 151

FA oY o=l aTe [N AR €1 Ko Y- | V2R 153
ANTI MBIV T ...ttt sttt sttt sttt e be et s besbe e e bt e e be e e e naenea 153
APPlication SECUNITY TESTING...ccveiieeieeieeeeeteeeete ettt ettt e ee e e s teesae e e e re e s e seesaesbeenseens 153
BiaS ettt e s e e s ae s s ee bt 153
BUSINESS APPlICATION ...ttt a e e b e et e s re e s beeaesreenneas 153
CONBAINMENT. ..t s 154
Dt RECON ...ttt ettt sttt et b ettt s e 154
De-IdENT IO ... ..ot 154
vi|Page

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

IVLaIWA €.ttt b et st b et b bt e et b et b et st et neee 154
RISK ASSESSIMENT ...ttt bt b et et b et et nn s 155
Y=o 84 R a V[ Yol Te =T o R 155
Yo 84 R 8V = ol o PSR 155
BLI=Te] 217! Ko -V TSR R TR 155
THIFA PAITY ettt ettt e s e et e e e e st e e s e et e sbeetesseeaesaeanseenaans 155
LV 01 aT=T 1 o1 T Y SRR 155
Appendix B: ACKNOW EAZEMENTS .......ccueiieiecieeetere ettt e a e s aa e s e e sreenneens 156
Appendix C: Examples of Additional MEtriCS.......ccoceeviiieeiecececeeees e 156
Percentage of Incidents Detected by Internal Controls.........cccceeeeeveeveeceeceevenceeseceeseenns 156
Mean Time to Deploy Critical PatChes........ccceeueeieciceceeeeeteeees et 161
INAEX OF TADIES ...ttt ettt b et b e s e be e 164

vii|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Terms of Use Agreement

The nonprofit Center for Internet Security (“CIS”) provides consensus-oriented information security products, services,
tools, metrics, suggestions, and recommendations (the “CIS Products”) as apublic service to Internet users worldwide.
Downloading or using any CIS Product in any way signifies and confirms your acceptance of and your binding
agreement to these CIS Terms of Use.

CIS Terms of Use

Both CIS Members and non-Members may:

e  Download, install, and use each of the CIS Products on a single computer, and/or

e  Printone or more copies of any CIS Product that is in a .txt, .pdf, .doc, .mcw, or .rtf format, but only if each such
copy is printed in its entirety and is kept intact, including without limitation the text of these CIS Terms of Use.

Under the Following Terms and Conditions:

e (IS Products Provided AslIs. CIS is providing the CIS Products “as is” and “as available” without: (1) any
representations, warranties, or covenants of any kind whatsoever (including the absence of any warranty
regarding: (a) the effect or lack of effect of any CIS Product on the operation or the security of any network,
system, software, hardware, or any component of any of them, and (b) the accuracy, utility, reliability,
timeliness, or completeness of any CIS Product); or (2) the responsibility to make or notify you of any
corrections, updates, upgrades, or fixes.

e Intellectual Property and Rights Reserved. You are notacquiring any title or ownership rights in or to any
CIS Product, and full title and all ownership rights to the CIS Products remain the exclusive property of CIS. All
rights to the CIS Products not expressly granted inthese Terms of Useare hereby reserved.

e Restrictions. You acknowledge and agree that you may not: (1) decompile, dis-assemble, alter, reverse
engineer, or otherwise attempt to derive the source code for any software CIS Product that is not already in the
form of source code; (2) distribute, redistribute, sell, rent, lease, sublicense or otherwise transfer or exploit any
rights to any CIS Product in any way or for any purpose; (3) postany CIS Product on any website, bulletin board,
ftp server, newsgroup, or other similar mechanism or device; (4) remove from or alter these CIS Terms of Use on
any CIS Product; (5) remove or alter any proprietary notices on any CIS Product; (6) use any CIS Product or any
component of a CIS Product with any derivative works based directly on a CIS Product or any component of a
CIS Product; (7) use any CIS Product or any component of a CIS Product with other products or applications that
are directly and specifically dependent on such CIS Product or any component for any part of their functionality;
(8) represent or claim a particular level of compliance or consistency with any CIS Product; or (9) facilitate or
otherwise aid other individuals or entities in violating these CIS Terms of Use.

e  Your Responsibility to Evaluate Risks. You acknowledge and agree that: (1) no network, system, device,
hardware, software, or component can be made fully secure; (2) you have the sole responsibility to evaluate the
risks and benefits of the CIS Products to your particular circumstances and requirements; and (3) CIS is not
assuming any of the liabilities associated with your use of any or all of the CIS Products.

e (IS Liability. You acknowledge and agree that neither CIS nor any of its employees, officers, directors, agents or
other service providers has or will have any liability to you whatsoever (whether based in contract, tort, strict
liability or otherwise) for any direct, indirect, incidental, consequential, or special damages that arise out of or
are connected in any way with your use of any CIS Product.

. Indemnification. You agree to indemnify, defend, and hold CIS and all of CIS's employees, officers, directors,
agents and other service providers harmless from and against any liabilities, costs and expenses incurred by any
of them in connection with your violation of these CIS Terms of Use.

e  Jurisdiction. Youacknowledge and agree that: (1) these CIS Terms of Use will be governed by and construed in
accordance with the laws of the State of Maryland; (2) any action atlaw or in equity arising out of or relating to
these CIS Terms of Use shall be filed only in the courts located in the State of Maryland; and (3) you hereby
consent and submit to the personal jurisdiction of such courts for the purposes of litigating any such action.

viii |[Page
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Special Rules for CIS Member Organizations:

CIS reserves theright to create special rules for: (1) CIS Members; and (2) Non-Member
organizations and individuals with which CIS has a written contractual relationship. CIS
hereby grants to each CIS Member Organization in good standing the right to distribute the
CIS Products within such Member’s own organization, whether by manual or electronic
means. Each such Member Organizationacknowledges and agrees that the foregoing
grants in this paragraph are subjectto the terms of such Member’s membership

arrangement with CIS and may, therefore, be modified or terminated by CIS at any time.

ix|Page
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Background

Consensus Guidance

This guide was created using a consensus process comprised of volunteer and contract subject
matter experts. Consensus participants provide perspective from a diverse set of backgrounds
including consulting, software development, auditand compliance, securityresearch,
operations, governmentand legal.

Intent and Scope

This initialset comprises metrics and business function selected as a startingpoint by the
metrics community, both interms of the scope of the metrics across business functions and the
depth of the metrics in assessing security outcomes and performance. Once these foundational
datasets and metrics arein place, additional metrics can and will be developed by the
community covering additional functions and topicsineachfunction.

Management Perspective and Benefits

The immediate objective of these definitions is to hel p enterprises improve their overall level of
security and reduce costs by providing a set of standard metrics that canbeimplemented ina
wide range of organizations. Afuture objectiveis to provide standard metrics asabasisfor
inter-enterprise benchmarking. These security control metrics were selected for common
security functions and concepts based onthe availability of data, value provided for security
management, and their abilityto communicate the state of security performance.
Organizations can create a foundation fora metrics program by first selecting metrics from the
business management areas of immediate interest and then implement one or more of the
metrics based on the definitions provided in this document. This well-definedset of standard
metrics will enable the use of metrics in the security community by providing:

e (lear Guidance for Organizations on Implementing Metrics. Practical definitions of security
metrics based on data most organizations are already collecting. This will make it easier, faster, and
cheaper to implement a metrics program that supports effective decision-making. Metrics provide a
means of communicating security performance and can be used to guide resource allocation, identify
best practices, improve risk management effectiveness, align business and security decision-making,

and demonstrate compliance.

e Defined Metric Framework for Security Products and Services. A clear set of data requirements
and consensus-based metric definitions will enable vendors to efficiently incorporate and enhance
their security products with metrics. Consensus-driven metric standards will provide ways to
demonstrate the effectiveness of vendor products, processes, and services assist the state of their

customers.

1|Page
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e Common Standards for Meaningful Data Sharing and Benchmarking. Metric results will be
calculated uniformly enabling meaningful benchmarking among business partners and industry
sectors. Ashared metric framework and the ability to track and compare results will leverage the
capabilities of the entire security community, leading to best practice identification and

improvements in overall information security practices.

2|Page
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Business Functions
This initialdocument provides twenty consensus metrics definitions for siximportant business

functions. Organizations can adopt the metrics based on the business functions of highest
priority. More metrics will be defined in the future forthese andadditional business functions.

Table 1: Business Functions

Business Functions

Incident How well do we detect, e CostoflIncidents
Management accuratelyidentify, handle,and e Mean Costof Incidents
recover fromsecurity incidents? e Mean Incident RecoveryCost
e Mean-Timeto Incident Discovery
e Number of Incidents
e Mean-Time Between Security
Incidents

e Mean-Timeto Incident Recovery

Vulnerability How well do we managethe e Vulnerability Scanning Coverage
Management exposureoftheorganizationto e Percentof Systems with No Known
vulnerabilities by identifyingand Severe Vulnerabilities
mitigating known e Mean-Timeto Mitigate
vulnerabilities? Vulnerabilities

e Number of Known Vulnerability
Instances

e Mean Costto Mitigate
Vulnerabilities

Patch How well areweableto e Patch Policy Compliance
Management maintain thepatchstateofour e Patch Management Coverage
systems? e Mean-Timeto Patch
e Mean Costto Patch
Configuration Whatistheconfigurationstate e Percentage of Configuration
Management of systems inthe organization? Compliance

e Configuration Management
Coverage
e CurrentAnti-Malware Compliance

Change How do changes to system e Mean-Timeto Complete Changes
configurations affect the

3|Page
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Management security of the organization? e Percentof Changes withSecurity
Reviews
e Percentof Changes withSecurity

Exceptions
Application Canwerelyonthesecurity e Number of Applications
Security model of business applications e Percentof Critical Applications
to operateasintended? e Risk Assessment Coverage

e Security Testing Coverage
Financial Metrics Whatisthelevel and purposeof e |TSecurity Spendingas%of IT
spending on information Budget
security? e |TSecurity Budget Allocation
Future Functions Community recommendations e Data /Information
for additional business functions e Software Development Life-Cycle
include: e Configuration Management
e Third Party Risk Management
e Additional Financial and Impact
Metrics
e Authentication and Authorization
e Data and Network Security
e Remediation Efforts
e Anti-Malware Controls

Metric Categories

Metrics areorganized into a hierarchy based on their purpose and audience. Management
metrics are generally the mostvaluable to the organization but mayrequire thatfoundational

technical metrics bein place.
Table 2: Metric Categories

Metric Categories

Management Provideinformationonthe e CostoflIncidents

Metrics performance of business e Mean CostofIncidents
functions,andtheimpacton e percent of Systems with No Known Severe
the organization. Vulnerabilities

Audience: Business e Patch Policy Compliance

e Percentage of Configuration Compliance

4|Page
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Management

Operational Used tounderstand and

Metrics optimizethe activities of
business functions.
Audience: Security
Management

Technical Provide technical details as

Metrics well as afoundationfor other

metrics.

Audience: Security
Operations

© 2010 The Center for Internet Security
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Percent of Changes with Security Reviews
ITSecurity Spending as % of ITBudget
Mean Incident Recovery Cost
Mean-Timeto Incident Discovery
Mean-Time Between Security Incidents
Mean-Timeto Incident Recovery
Mean-Time to Mitigate Vulnerabilities
Mean Costto Mitigate Vulnerabilities
Mean Costto Patch

Mean-Timeto Patch

Mean-Time to Complete Changes
Percent of Changes with Security Exceptions
ITSecurity Budget Allocation

Number of Incidents

Vulnerability Scanning Coverage

Number of Known Vulnerability Instances
Patch Management Coverage
Configuration Management Coverage
Current Anti-Malware Compliance
Number of Applications

Percent of Critical Applications

Risk Assessment Coverage

Security Testing Coverage
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IncidentManagement
This section describes metrics for measuring the processes for detecting, handling, and
recovering from securityincidents.

As describedin the Glossarysection of this document, a security incident results in the actual
outcomes of a business process deviating from expected outcomes for confidentiality, i ntegrity,
and availability resultingfrom people, process, or technology deficiencies or failures'. Incidents
thatshould not be considered “security incidents” include disruption of service due to
equipmentfailures.

Updating Data over Time

Itis possiblethat data gathered for metrics may change over time. Forexample, the number of
affected records or hosts maychange during theinvestigationof an incident. Metricvalues
should becalculated using the current best known data values that can be providedat the time
of metric calculation. Adata elementshouldonly beincluded ina metric calculationif data is
available. Forexampleifitis only knownthatanincident has occurredbut no analysis of the
scope hasoccurred by the calculation date of monthly incident metrics, thatincident should be
includedinincident counts but notincluded incalculations of mean records lost. When
updated dataisavailableitshouldbeincluded infuture metric calculations and updated values
should be used when presenting metric results. Later, additional metrics couldbeadded later
to compare estimates to later (actual) values.

Data Attributes
The followingis a list of attributes that should be populated as completely as possible for each

security incident.
Table 3: Security Incidents Table

The Security Incident Table contains informationregarding each of the incidents discovered by
the organization.

Security Incidents Table
Name Type De- Required | Description
Identified

Incident D Number No Yes Uniqueidentifier for the
incident. Generally auto-
generated.

Technology!ID | Text/Number Yes No Uniqueidentifierfor the
technology. Generally auto-

! Source: Operational Risk Exchange. <http://www.orx.org/reporting/>
6|Page
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generated.

Event ID Text / Number No No Uniqueidentifier for the
event.

Date of Date/ Time No Yes Dateandtimetheincident

Occurrence occurred.

Date of Date/ Time No Yes Dateandtimetheincident

Discovery was discovered.

DiscoveredBy | Text Yes No Uniqueidentifier for the
entity thatfirstdiscovered
theincident.

Date of Date/ Time No No Dateandtimetheincident

Verification was verified, by an Incident
Handler

Verified By Text Yes No The name of the person or
systemthatverified the
incident.

Date of Date/ Time No Yes Dateandtimetheincident

Containment was contained.

Date of Date/ Time No Yes Dateand timethe affected

Recovery systems were brought back
to a fullyoperational state.

Scope of Text No No Free-form text comment

Incident indicatingthescopeand size
of the incident; for example,
the number of hosts,
networks, or business units
affected by theincident.

ReportID Number Yes No Uniqueidentifier for
reporting of incident.

Incident Number No No Uniqueidentifier for incident

Analysis ID analysis.

Attacker Text No No Type of attacker. Usevalues

Hackers, Spies, Terrorists,
Corporate Raiders,
Professional Criminals,
Vandals, or Voyeurs.
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Table 4: Security Incident Classification Table

The Security Incident Classification Table contains information regarding the classification of
incidents using taxonomies agreed upon by the organization.

Security Incident Classification Table

Name Type De- Required | Description
Identified
Incident D Number No No Uniqueidentifier for theincident.
Generally auto-generated.
IncidentName | Text No No Name of the incident.
Incident Text No No Description of theincident.
Description
Classification Text No No Classification of the incident using
Howard-Longstaff taxonomy
Additional Text No No Additional, optionalclassifications of
Classification the incidentforinternal or other

reporting purposes. Incidents may
include morethan onetag.

Effect Rating Text Yes No Estimated effect of theincident on the
organization, using the US-CERT effect
table.

Criticality Text Yes No Criticality of thesystemsinvolved in

Rating this incident, using the US-CERT
criticalitytable.

Additional Text No No One-to-many list of values used to

Priority indicatetheseverity or priority of the

incidentfor each affected organization,
using a priority classification (links
below). Priorities may vary by affected
organization.

Country of Text No No The ISO code of the countrywhere the
Origination sourceoftheincident resides.
Country of Text No No The 1SO codes of the country where
Destination the target company/server(s) reside.

Table 3: Security Events Table

The Security Events Table contains information regarding the relationship among security
events and incidents.
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Security Events Table
Name Type De- Required | Description
Identified

Event ID Number No Yes Uniqueidentifier for the event.

Event Name Text No No Name of the event.

Date of Date/ No No Dateandtimetheeventoccurred.

Occurrence Time

Date of Date/ No No Dateandtimetheeventwas

Discovery Time discovered.

DiscoveredBy | Text No No Uniqueidentifier for the entity that
firstdiscovered the event.

Attacker Text No No Type of attacker. Usevalues Hackers,
Spies, Terrorists, Corporate Raiders,
Professional Criminals, Vandals, or
Voyeurs.

Tool Text No No Type of tool used. Use values Physical
Attack, Information Exchange, User
Command, Scriptor Program,
Autonomous Agent, Tool kit,
Distributed Tool, or Data Tap.

Vulnerability Text No No Type of vulnerability exploited. Use
values Design, Implementation, or
Configuration.

Action Text No No Type of action performed. Use values
Probe, Scan, Flood, Authenticate,
Bypass, Spoof, Read, Copy, Steal,
Modify, Delete, Target, Account,
Process, Data, Component, Computer,
Network, or Internetwork.

Objective Text No No Reason for attack. Use values

Challenge, Status, Thrill, Political Gain,
Financial Gain, or Damage.

Table 4: Security Incident Impact Analysis Table

The Security Incident Impact AnalysisTable contains information resulting from the review and

analysis of security incidents that occurred withinthe organization.

Security Incident Impact Analysis Table

Name

Type

De-
Identified

Required

Description

© 2010 The Center for Internet Security
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Incident Number No Yes Uniqueidentifier for incident analysis.

Analysis ID

Incident D Number No No Uniqueidentifier for theincident.

TechnologyID | Text/ Yes No Uniqueidentifier for thetechnology.

Number
Vulnerability ID| Text/ No No Uniqueidentifier for the vulnerability
Number instance.

Detected by Boolean No No Whether theincident was detected by

Internal a control operated by the organization.

Controls

Response Boolean No No Whether incident response protocol

Protocol was followed.

Followed

Business Boolean No No Whether business continuity planwas

Continuity Plan executed followingincident.

Executed

Reoccurring Boolean No No Whetherincident has occurred before.

Root Cause Text No No Text description of the root cause of
the incident.

Direct Loss Number No No Quantifiable, direct financial loss

Amount verified by management due to money,
IP or other assets lost or stolen.

Business Number No No The number of hours thata business

System system was unavailable or non-

Downtime operational (if any); on a per-business
system (not per-host) basis.

Costof Number No No Total losses (if any) attributed to the

Business timebusinesssystems were

System unavailable or non-operational.

Downtime

Costof Number No No Total costto contain incident.

Containment

Costof Number No No Total costto recover fromincident for

Recovery effortand equipmentandcosts to
repairor replace affected systems.

Customers Boolean No No Whether or not customer data was

Affected affected by theincident.

Loss of Boolean No No Whether or not Pll was lost during the

Personally incident.

Identifiable

Information

Data Types Lost| Text No No CCN (CreditCardNumbers)

SSN (Social Security Numbers or Non-

© 2010 The Center for Internet Security
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US Equivalent)

NAA (Names and/or Addresses)
EMA( Email Addresses)

MISC (Miscellaneous)

MED (Medical)

ACC( Financial Account Information)
DOB (Date of Birth)

FIN (Financial Information)

Records Number No No Total number of records affected in

Affected data breach incidents.

Costof Number No No Total cost of notification, restitution

Restitution and additional security services offered
to affected customersin data breach
incidents.

PCl Penalties Number No No Total cost of PCl penalties defined by

PCI DSS.

Table 5: Security Incident Reporting Table

The Security Incident Reporting Table contains information regarding theincident reports the
organizationmay have published. These reports may fulfillinternal management requests or

external governance and compliance requirements.

Security Incident Reporting Table

Name Type De- Required | Description
Identified
ReportID Number Yes No Uniqueidentifier for reporting of
incident.
ReportDate Date/Time | No No Dateincident wasreported.
Internal Boolean No No Whether reportisinternal or external.
Industry Sector | Text No No Sector the organizationbelongs to.
Organization Number No No Size of the organization.
Size

Table 6: Technologies Table

The followingis a list of attributes that shouldbe populated as completely as possible for each

technologywithinthe organization:
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Technologies Table
Name Type | De- Required | Description
identi
fied
Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy D / generated.
Num
ber

Name Text [ No No Name from CPE Dictionary which follows the following
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specificlabel of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service pack informationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define s pecific target
hardware and software architectures.

Languag | Text | No No Language from CPE Dictionary.

e
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Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the

ogy nded organization. Usesvalue Low, Medium, High, or Not

Value Defined.?

Business | Text | No No Organizational business unit that the technology

Unit belongs to.

Owner | Text | No No Uniqueidentifierfor individual within the organization
thatis responsible forthetechnology.

Classific | Text | No No Classification of technology: Servers, Workstations,

ation Laptops, Network Device, Storage Device,
Applications, Operating systems

Table 7: Effect Rating Table

The Effect Rating Table contains the values for the Effect Rating dimension used inthe Security

Incident Classification Table.

Security Incident Effect Rating Table

Value | Rating | Definition

0.00 None No effect on a single agency, multiple agencies, or criticalinfrastructure

0.10 Minimal | Negligible effectona singleagency

0.25 Low Moderate effect on a singleagency

0.50 Medium | Severe effect on a single agency or negligible effect on multiple agencies
or criticalinfrastructure

0.75 High Moderate effect on multiple agencies or critical infrastructure

1.00 Critical | Severeeffect on multiple agencies or critical infrastructure

Table 8: Criticality Rating Table

The CriticalityRating Table contains the values for the Criticality Rating dimension used in the

Security Incident ClassificationTable.

Security Incident Criticality Rating Table

Value | Rating | Definition
0.10 Minimal | Non-critical system (e.g., employee workstations), systems, or
infrastructure

2
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.
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0.25 Low System or systems that supporta singleagency’s mission (e.g., DNS
servers, domain controllers) butare not mission critical

0.50 Medium | System or systems thatare mission critical (e.g., payroll system) to a single
agency

0.75 High System or systems that support multiple agencies or sectors of the critical
infrastructure (e.g., root DNS servers)

1.00 Critical | Systemor systemsthatare mission critical to multiple agencies or critical

infrastructure

The diagram below shows therelationship of tables described inIncident Management Data
Attributes:
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Diagram 1:Relational Diagram for Incidents Data Attributes

Security Incident Classification Security|Events
PK | Incident ID CHAR(10) Pl | Evenil CHARED)
i Event Name CHAR(10)
InCIde.n.t N'ame CRARAY, Date of Occurence | DATETIME
Classification CHAR(10) Date of Di DATETIME
Additional Classification | CHAR(10) [ G @I RISy
Effect Rating SHORT Discovered By CHAR(10)
A : Attacker CHAR(10)
Criticality Rating SHORT Tool CHAR(10
Additional Priority CHAR(10) - o AR( 10)
Country of Origination | CHAR(10) Agti':;]ra Ly CHARElog
Country of Destination | CHAR(10) Objective CHAR(10)
A
Security Incident Impact Analysis
PK |[Incident Analysis ID CHAR(10) Security Incident
ﬁﬁ ?“ﬁ%m o g:ﬁg(ig) PK,FK1,FK4 | Incident ID CHAR(10)
Technology |D (10) PK,FK1,FK3 | Technology ID CHAR(10)
FK1 | Vulnerability ID CHAR(10) PK.FK2 EventID CHAR(10)
Detected by Internal Controls BIT Date of Occurrence | DATETIME
Response Protocol Followed BIT Date of Discovery DATETIME
Business Continuity Plan Executed BIT Discovered By CHAR(10)
g”f‘é””'"g '?IQ—XT - Date of Verification | DATETIME
R At mount CURF§EN)CY Verified By CHAR(10)
Iréct Loss Amoun . Date of Containment | DATETIME
Business System Downtime SHORT Date of Recovery DATETIME
Cost of Business System Downtime CURRENCY |« Scope of Incident CHAR(10)
Cost of Containment CURRENCY
Cost of R CURRENCY Report ID CHAR(10)
SRRl FK1 Incident Analysis ID | CHAR(10)
Customers Affected BIT Attacker CHAR(10)
Loss of Personally Identifiable Information| BIT
Records Affected SHORT A
Cost of Restitution CURRENCY
Pl PEEliEs CURAENCY Security Incident Reportin
Covered Costs CURRENCY Y hortng
¢ PK |Report ID CHAR(10)
Vulnerability Report Date DATETIME
Internal BIT
PK | Vulnerability ID CHAR(10) Reported By CHAR(10)
Industry Sector CHAR(10)
Vulnerability Name | TEXT(10) Organization Size | SHORT
CVE ID CHAR(10) v
CWE ID CHAR(10) .
Description TEXT(20) Technologies
Release Date DATETIME
q lecnnology ID
Severity CHAR(10) PK |Technoloay ID CHAR(10)
Classification CHAR(10) Name TEXT(10)
Part CHAR(1)
Vendor TEXT(10)
Product TEXT(10)
Version TEXT(10)
Update CHAR(10)
Edition TEXT(10)
Language TEXT(10)
Technology Value [ CHAR(10)
Business Unit CHAR(10)
Owner CHAR(10)
Classification CHAR(10)
Classifications

November1, 2010

Tagging of information is a very valuable way to provide context to collected data records.
Classificationtags provide a way to groupincidents. Asingleincident mightfall into one or

more categories, so the securityincident records management system mustsupport one-to-

many tagging capabilities.

© 2010 The Center for Internet Security
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Classificationtags for securityincidents may include NIST incident categories as defined in
Special Publication800-61%, for example:

e Denial of service — an attackthat prevents orimpairs the authorized use of networks,
systems, or applications by exhausting resources
e Malicious code — a virus, worm, Trojan horse, or other code-based malicious entity that
infects a host
e Unauthorized access — a person gains logical or physical access without permission to a
network, system, application, data, or other resource
Inappropriate usage — a person violates acceptable computing use policies
Howard and Longstaff* recommendthe fol lowing taxonomy:
e Attackers —anindividual whoattempts one or moreattacksin order to achievean
objective
o Hackers—attackers who attack computers for challenge, status or the thrill of
obtaining access
o Spies—attackers who attack computers for informationto be used for political
gain
Terrorists —attackers who attackcomputers to cause fear for political gain
Corporate Raiders —employees who attack competitor’s computers for financial
gain
o Professional Criminals —attackers whoattack computers for personalfinancial
gain
o Vandals—attackers whoattack computersto cause damage
o Voyeurs —attackers who attack computers for the thrill of obtainingsensitive
information
e Tool —a means thatcan beusedto exploita vulnerabilityin acomputer or network
o Physical Attack —a means of physicallystealing or damaging a computer,
network, its components, or its supporting systems
o Information Exchange—a means of obtaining information either from other
attackers, or fromthe people being attacked
o User Command —a means of exploiting a vulnerability by entering commands to
a processthroughdirectuserinputatthe processinterface
o Scriptor Program—a means of exploiting a vulnerability by entering commands
to a process through the executionof a file of commands ora programatthe
processinterface

* Scarfone, Grance and Masone. Special Publication 800-61 Revision 1:Computer Security Incident Handling Guide. US National Institute of
Standards and Technology, 2004. <http://csrc.nist.gov/publications/nistp ubs /800 -61-rev1/SP800-61rev1.pdf>

* Howard & Longstaff. ACommon Language for Computer Security Inicdents. (October 1998).
16| Page
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Autonomous Agent—a means of exploiting a vulnerability by usinga program, or
program fragment, which operates independently from theuser

Toolkit—a software package which contains scripts, programs, or autonomous
agents thatexploit vulnerabilities

Distributed Tool —a tool that canbe distributed to multiple hosts

Data Tap —a means of monitoring the electromagnetic radiation emanating from
a computer or network using an external device

e Vulnerability —a weakness in a system allowing unauthorized action

O

Design —a vulnerability inherentin the design or specification of hardware or
software wherebyeven a perfectimplementationwill resultin a vulnerability
Implementation —a vulnerability resulting from an error madeinthe softwareor
hardwareimplementation of a satisfactory design

Configuration—a vulnerabilityresulting fromanerrorinthe configurationof a
system

e Action—a steptakenbya useror processinorder toachievea result

O
O

O
O

e Target

O

Probe—an action used to determine the characteristics of a specifictarget
Scan—anactionwherea user or process accesses a range of targets sequentially
in order to determine which targets have a particular characteristic

Flood —access a targetrepeatedly inorder to overloadthe target’s capacity
Authenticate—an action taken by a user to assume anidentity
Bypass—anactiontaken to avoid a process by using analternative method to
accessatarget

Spoof—an activesecurity attack in which one machine on the network
masquerades as a different machine

Read —anactionto obtainthe content of the data contained within afileor
other data medium

Copy—reproducea targetleaving the original target unchanged

Steal —an action thatresultsinthe target cominginto the possession of the
attacker and becoming unavailable to the original owneror user

Modify —change the content of characteristics of a target

Delete—removea targetorrenderitirretrievable

Account—a domain of user access on a computer or network which is controlled
according to a record of information which contains the user’s account name,
password, and user restrictions

Process—a programinexecution, consisting of the executable program, the
program’s dataandstack, its program counter, stack pointandother registers,
and all otherinformation needed to execute the program

17|Page
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O

Data —representations of fact, concepts, or instructionsin a mannersuitable for
communication, interpretation, or processing by humans or by automatic means
Component—one of the parts that make up a computer or network

Computer —a devicethat consists of one or more associated components
Network —aninterconnected or interrelated group of host computers, switching
elements, and interconnecting branches

Internetwork —a network of networks

e UnauthorizedResult—an unauthorized consequence of an event

O

O

Increased Access —an unauthorized increaseinthe domain of accesson a
computer or network

Disclosure of Information —dissemination of informationto anyonewho is not
authorized to access thatinformation

Corruptionof Information —unauthorized alteration of data on a computeror
network

Denial of Service —intentional degradation or blocking of computer or network
resources

Theft of Resources —unauthorized use of computer or network resources

e Objectives

(@)
(@)
(@)
(@)

Priority

Challenge, Status, Thrill
Political Gain

Financial Gain

Damage

Priorities for security incidents mayinclude CERT severitylevels or priorities as summarized in

CERT publication “State of the Practice of Computer Security Incident Response Teams
(CSIRTs)”®. For example:

e [Kruse02] — Highest (e-commerce, authentication/billing) to Low (network switch,
chat, shell server)

e [Schultz01] — Level 4 (high-impact affecting manysites) to Level 1 (affects onelocation)
e [ISS01] — Severity 5 (penetration or DoS with signification impact on operations) to
Severity 1 (low-level probes/scans, knownvirus)

e [Schultz90] — Priority 1 (human life, humansafety) to Priority 5 (minimize disruptionto
computingprocesses)

® Killcrece, Kossakowski, Ruefle and Zajicek. State of the Practice of Computer Security Incident Response Teams (CSIRTs). Carnegie-Mellon
Software Engineering Institute, 2003: p94-96. <http://www.cert.org/archive/pdf/03tr001.pdf>
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e [Schiffman01] —Devilish (extremelyskilled, able to cover tracks, |eave covert channels)
to Low (scriptkiddie attacks, low innovation)

e [McGlashan 01] — Priority 5 (lifeand health) to Priority 1 (preservation of non-critical
systems)

Sources
Sources forincident data cancomefrom a variety of sources including incident tracking
systems, help desk ticket systems, incident reports, and SIM/SEM systems.

Dimensions

This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthe level of the underlyingincident record as
described in Security Incident Metrics: Data Attributes. For example:

=  Priority dimension allows metrics to be computed for high, medium, or low severity
incidents

= Classifications for characterizing types of incidents, suchas denial of service, theft of
information, etc.

= Affected Organization foridentifying the affected part of the organization

= Cause dimension, such as Missing Patch, Third-Party Access, etc. couldbe used to
improve mitigation effort

Automation
The ability to automate source data collectionfor these metricsis low, because humans, rather
than machines, declare when anincident occurs, is containedandis resolved. Calculation of

these metrics on an ongoing basis, after source data has been obtained, lends itself to a high
degree of automation.

Visualization
These metrics may bevisually represented inseveral ways:

Simple visualizations may include a table showing the metricresult for the organization with
each row displaying the value as of selected time periods (each week or eachmonth). Columns
may be used for different incident classes (e.g. Denial of Service, Unauthorized Access, etc.)

Graphical visualizations may include time-series charts where the metricresultis plotted on
the vertical axis andtime periods displayed on the horizontal axis. To provide maximum insight,
plotted values for each period may include stackedseries for the differing incident classifications.
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Complex visualizations should be used for displaying the metricresult for cross-sections by
organization, incident classification, OF incident priority. For example, small multiples couldbe used to
comparethe number of high priority incidents of unauthorized access across business units or regions.
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Defined Metrics
Mean-Time-To-Incident-Discovery

Objective

Mean-Time-To-Incident-Discovery (MTTID) characterizes the efficiency of detecting incidents,
by measuring the average elapsedtime between theinitial occurrenceof anincidentandits
subsequentdiscovery. The MTTID metricalsoserves as a leading indicator of resiliencein
organizationdefenses because it measures detection of attacks from knownvectors and
unknown ones.

Table 9: Mean Time to Incident Discovery

Metric Mean timeto Incident Discovery
Name

Version 1.0.0

Status Final

Description Mean-Time-To-Incident-Discovery (MTTID) measures the effectiveness of the
organizationin detectingsecurity incidents. Generally, the faster an
organizationcan detects anincident, thelessdamageitislikely toincur.
MTTID is theaverage amount of time, in hours, that elapsed between the
Date of Occurrenceandthe Date of Discoveryfor a given set of incidents. The
calculation can beaveraged across a time period, type of incident, business
unit, or severity.

Type Operational
Audience Security Management
Question Whatistheaverage (mean)number of hours between the occurrence of a

security incidentand its discovery?

Answer A positive decimalvaluethatis greater than or equal to zero. Avalue of “0”
indicates hypothetical instant detection.

Formula For each record, the time-to-discovery metricis calculated by subtracting the
Date of Occurrence fromthe Date of Discovery. These metrics are then
averaged across ascope of incidents, for example by time, category or
business unit:
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Z (Date_of Discovery — Date_of Occurrence)
Count(Incidents)

MITID=

Units Hours perincident
Frequency  Weekly, Monthly, Quarterly, Annually

Targets MTTID values should trendlower over time. The value of “0 hours” indicates
hypothetical instant detection times. Thereis evidence the metric result may
be in a range from weeks to months (2008 Verizon Data Breach Report).
Because of thelack of experiential data from thefield, no consensus on the
range of acceptable goal values for MTTIDs exist.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for
this metricare manual inputs as defined inSecurity Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational security
systems, such as anti-malware software, security incident and event
management (SIEM) systems, and host | ogs.

Visualization Column Chart
x-axis: Time (Week, Month, Quarter, or Year)
y-axis: MTTID (Hours per Incident)

Usage
Mean-Time-To-Incident-Discovery is a type of security incident metric, and relies on the
common definition of “security incident” as defined in Terms in Definitions.

Optimal conditions would reflecta low value in the MTTID. The lower the value of MTTID, the
healthier the security postureis. The higherthe MTTID, the more time malicious activity is likely
to have occurred within the environment prior to containment and recoveryactivities. Given
the current threatlandscape andthe ability for malicious code to link to other modules once
entrenched, theremay be a direct correlation between a higher MTTIDanda higher level-of-
effortvalue (or cost) of theincident.

MTTIDs are calculated across a range of incidents over time, typically per-week or per-month.
To gaininsightintothe relative performance of one business unit overanother, MTTIDs may
alsobe calculated for cross-sections of the organization, such as individual business units or
geographies.
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Limitations

This metricmeasures incident detection capabilities of an organization. As such, theimportance
of this metricwill varybetween organizations. Some organizations have much higher profiles
than others, and wouldthus bea more attractive target for attackers, whose attackvectorsand
capabilities willvary. As such, MTTIDs may not be directly comparable between organizations.

In addition, the abilityto calculate meaningful MTTIDs assumes thatincidents are, infact,
detected and reported. Alack of participation by the system owners couldcause a skew to
appear in these metrics. Ahigher rate of participationin the reporting of security incidents can
increase theaccuracyof these metrics.

The dateof occurrence of anincident maybe hardto determine precisely. The date of
occurrencefield should bethe datethattheincident could have occurred no later than given
the bestavailableinformation. This date may be subject to revision and more information
becomes known about a particularincident.

Mean values may not provide a useful representation of the time to detectincidents if
distribution of data exhibits significantly bi-modal or multi-model. In suchcases additional
dimensions and results for each of the major modes will provide more representative results.

References

Scarfone, Grance and Masone. Special Publication 800-61 Revision 1:Computer Security
Incident Handling Guide. US National Institute of Standards and Technology, 2004.
<http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-6 1revl.pdf>

Killcrece, Kossakowski, Ruefle andZajicek. State of the Practice of Computer SecurityIncident

Response Teams (CSIRTs). Carnegie-Mellon Software Engineering Institute, 2003.
<http://www.cert.org/archive/pdf/03tr001.pdf>

Baker, HylenderandValentine, 2008 Data Breach Investigations Report. Verizon Business RISK

Team, 2008. <http://www.verizonbusiness.com/resources/security/databreachreport.pdf>

23 |Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0

November1, 2010

Mean Time between Security Incidents

Objective

Mean Time between Security Incidents (MTBSI) identifies the rel ative | evels of security incident

activity.

Table 10: Mean Time between Security Incidents

Metric
Name

Version
Status

Description

Type
Audience

Question

Answer

Formula

Units
Frequency

Targets

Mean Time Between Security Incidents

1.0.0
Final

Mean Time Between Security Incidents (MTBSI) calculates the average time, in
days, between security incidents. This metric is analogous to the Mean Time
Between Failure (MTBF) metricfound inbreak-fix processes for data center.

Operational
Security Management

For all security incidents that occurred withina given time period, whatis the
average (mean)number of days between incidents?

A floating-pointvalue thatis greater than or equal to zero. Avalue of “0”
indicates instantaneous occurrence of security incidents.

For each record, the mean time between incidents is calculated by dividing the
number of hours between the time on the Date of Occurrence forthecurrent
incident from the time on the Date of Occurrence of the previous incident by
the total number of incidents priorto the currentincident:

Z(Date_of_ Occurence[Incident |- Date_of Occurence[lncident, ,])
Count(Incidents)

MTBSI =

Hours perincidentinterval
Weekly, Monthly, Quarterly, Annually

MTBSI values should trend higher over. Thevalue of “0” indicates hypothetical
instantaneous occurrence between security incidents. Because of the lackof
experiential datafromthefield, no consensus on the range of acceptable goal
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values for Mean Time Between Security Incidents exists.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for this
metric are manual inputs as defined in Security Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational security
systems, such as anti-malware software, security incident and event
management (SIEM) systems, and host | ogs.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: MTBSI (Hours per Incident)

Usage

This metricprovides an indication of activity within the environment. Ahighervalue for this
metric mightindicate a less-active landscape. However, an inactive landscape might be caused
by a lack of reporting or a lack of detectionof incidents.

Limitations

The dateof occurrence of anincident maybe hardto determine precisely. The date of
occurrencefield should bethedatethattheincident could have occurred. This datemay be
subjectto revisionas more information becomes known about a particularincident.

References

Scarfone, Grance and Masone. Special Publication 800-61 Revision 1:Computer Security
Incident Handling Guide. US National I nstitute of Standards and Technology, 2004.
<http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-6 1revl.pdf>

Killcrece, Kossakowski, Ruefle andZajicek. State of the Practice of Computer Security Incident

Response Teams (CSIRTs). Carnegie-Mellon Software Engineering Institute, 2003.
<http://www.cert.org/archive/pdf/03tr001.pdf>
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Mean Time to Incident Recovery

Objective

Mean Timeto Incident Recovery (MTIR) characterizes the ability of the organization to returnto
a normal state of operations. Thisis measuredby the average elapse time between when the
incident occurred to when the organization recovered from the incident.

Table 11: Mean Time to Incident Recovery

Metric Mean Timeto Incident Recovery
Name

Version 1.0.0

Status Final

Description Mean Timeto Incident Recovery (MTIR) measures the effectiveness of the
organizationto recovery fromsecurityincidents. Thesooner the
organizationcan recover from a security incident, theless impact the
incident willhave on the overall organization. This calculation can be
averaged across atime period, type of incident, business unit, or severity.

Type Operational
Audience Business Management, Security Management
Question Whatistheaverage (mean)number of hours from when anincident occurs

to recovery?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0”
indicates instantaneous recovery.

Formula Mean time-to-incident recovery (MTIR) is calculated by dividing the
difference between the Date of Occurrence and the Date of Recovery for
eachincidentrecovered inthe metric time period, by the total number of
incidents recovered in the metrictime period

Z(Date_of_Recovery — Date of Occurrence)
Count(Incidents)

MTIR =

Units Hours perincident

Frequency  Weekly, Monthly, Quarterly, Annually
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Targets MTIR values should trendlower over time. Thereis evidence the metric
resultwillbein arangefromdaysto weeks (2008 Verizon Data Breach
Report). Thevalue of “0” indicates hypothetical instantaneous recovery.
Because of thelack of experiential datafromthe field, no consensus on the
range of acceptable goal values for MeanTimeto Incident Recovery exists.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for
this metricare manual inputs as defined inSecurity Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational
security systems, such as anti-malware software, security incidentand event
management (SIEM) systems, and host | ogs.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: MTIR (Hours per Incident)

Usage
MTIRis a type of security incident metricandrelies on the common definition of “security
incidents” as defined in Glossary.

Optimal conditions would reflecta low valuein the MTIR. Alow MTIR valueindicates a
healthier security posture as the organization quickly recovered from theincident. Giventhe
impactthatanincidentcan have on anorganization’s business processes, there may be a direct
correlation between a higher MTIR anda higherincident cost.

Limitations

This metricmeasures incident recovery capabilities of an organization. As such, theimportance
of this metricwill varybetween organizations. Some organizations have much higher profiles
than others and wouldbe a more attractive target for attackers whose attack vectorsand
capabilities vary. MTIRs may not be directly comparable between organizations.

The date of occurrence of anincident maybe hardto determine precisely. The date of
occurrencefield should bethedatethattheincident could have occurred. This date may be
subjectto revisionand moreinformationbecomes known about a particularincident.

References
Baker, HylenderandValentine, 2008 Data Breach Investigations Report. Verizon Business RISK
Team, 2008. <http://www.verizonbusiness.com/resources/security/databreachreport.pdf>
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Cost of Incidents

Objective

Organizations need to understandthe impact of security incidents. Impact cantake manyforms
from negative publicityto money directly stolen. Monetary costs provide a set of units thatcan
be directly compared across impact of theincidents andacross organizations.

In order to make effective risk management decisions, the impact of incidents needs to be
measured and considered. Understanding of the costs experienced by the organization canbe
used to improve security process effectiveness and efficiency.

Table 12: Cost of Incidents

Metric CostofIncidents
Name

Version 1.0.0

Status Final Draftfor Review

Description CostofIncidents (COl) measures thetotal cost to the organization from
security incidents occurringduring the metrictime period. Total costs from
security incidents consists of the fol lowing costs:

e DirectLoss
o ValueofIP, customerlists, trade secrets, or other assets that
aredestroyed
e CostofBusiness System Downtime
o Costofrefundsfor failed transactions
o Costoflostbusiness directly attributable to theincident
e CostofContainment
o Efforts and cost
o Consulting services
e CostofRecovery
o Costofincidentinvestigation and analysis
o Effortrequiredto repairandreplacesystems
o Replacementcost of systems
o Consulting services forrepair orinvestigation
o Additional costs not covered by aninsurance policy
e CostofRestitution
o Penaltiesandother funds paid outdueto breaches of
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Type
Audience

Question

Answer

Formula

Units
Frequency

Targets

Sources

Visualization

Usage

contacts or SLAs resulting from the incident
o Costofservices provided to customers as a direct result of the
incident (e.g. D TheftInsurance)
Public relations costs
Costof disclosures and notifications
o Legal costs, fines, andsettlements

Management
Business Management, Security Management

Whatisthetotal costto the organizationfrom security incidents during the
given period?

A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0.0”
indicates there were no measured costs to the organization.

CostoflIncidents (COl) is calculated by summing all costs associated with
security incidents duringthe time period:

COIl =3 (Direct Loss + Cost of Business System Downtime + Cost of
Containment + Cost of Recovery+ Cost of Restitution)

SUSD per incident
Monthly

Ideallythere would be no securityincidents with material impacts on the
organization, andthe metric value wouldbe zero. In practice a targetcanbe
setbased on the expected | oss budget determined by risk assessments
processes.

Incidenttracking systems will provide incident data. Costdatacancome
from both management estimates, ticket tracking systems and capital and
services budgets.

Bar Chart
X-axis: Time (Month)
Y-axis:COI(S)

Costof Incidents (COI) represents the overall known outcome of security systems, processes,

and policies. Thelower the COI, the less the organization is impacted by security incidents.
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Optimal conditions would reflect a low value of COI. Costs experienced by organizations may
vary asa result of thethreat environment, controlsinplace, andresiliency of the organization.
Over timeas processes and controls become more effectiveness, COl shouldbereduced.

Limitations

e Someincidents suchasexposure of business strategy via social engineering maynot
havea directincident costs. Significant harm, bad press, or competitive disadvantage
may still be experienced for which itis not practicalto assign a cost.

e Somenew controls may have significant costs and/or address recoveryfrom multiple
incidents.

e This metricrelies on the common definition of “security incident” as defined in Terms
and Definitions.

e This metricrelies on an organization being able to produce costs or cost estimates
related to security incidents.

Dimensions

This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthelevel of the underlying incident record as
described in Security Incident Metrics: Data Attributes. For example:

e Priority dimensionallows COl to be computed for high, medium, or low severity
incidents

e Classifications for characterizing types of incidents, such as denial of service, theft of
information, etc.

e Affected Organizationfor identifying the affected part of the organization

References

“Computer Security Incident Handling Guide”. NIST Special Publication800-61. National
Institute of Standards and Technology. January 2004.

I “

Dorofee, Killcrece, etal. “Incident Management Capability Metrics Version0.1”, Software

Engineering Institute. April, 2007.

“Incident Cost Analysis and Modeling Project (ICAMP) Final Report 2”. Committee on
Institutional CooperationSecurity Working Group. 2000.

Killcrece, Kossakowski, Ruefle andZajicek. “State of the Practice of Computer Security Incident
Response Teams” Carnegie-Mellon Software Engineering Institute, October 2003.

31|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010
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Mean Cost ofIncidents

Objective

Organizations need to understandthe impact of security incidents. Impact cantake manyforms
from negative publicityto money directly stolen. Monetary costs provide a set of units thatcan
be directly compared across impact of theincidents andacross organizations.

In order to make effective risk management decisions, the impact of incidents needs to be
measured and considered. Understanding of the mean costs the organization incurs from
security incidents allows the organization to improve security process effectiveness and
efficiency.

Table 13: Mean Cost of Incidents

MetricName Mean CostofIncidents
Version 1.0.0
Status Final Draftfor Review

Description = Mean Cost of Incidents (MCOI) measures the mean costto the organization
fromsecurity incidents identified relative to the number of incidents that
occurred during the metrictime period. Total costs from security incidents
consists of the following costs:

e DirectlLoss
o ValueofIP, customerlists, trade secrets, or other assets thatare
destroyed
e CostofBusiness System Downtime
o Costofrefunds for failed transactions
o Costoflostbusiness directly attributable to theincident
e CostofContainment
o Efforts and cost
o Consulting services
e CostofRecovery
o Costofincidentinvestigation and analysis
o Effortrequiredtorepairandreplacesystems
o Replacementcost of systems
o Consulting services forrepair orinvestigation
o Additional costs not covered by aninsurance policy
e CostofRestitution
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Type
Audience

Question

Answer

Formula

Units
Frequency

Targets

Sources

Visualization

o Penaltiesandother funds paid out dueto breaches of contacts
or SLAs resulting from theincident

o Costofservices provided to customers as a direct result of the
incident (e.g. D TheftInsurance)

o Publicrelations costs
Costof disclosures and notifications

Legal costs, fines, and settlements

Management
Business Management, Security Management

Whatistheaverage (mean)costto the organization from security incidents
duringthegiven period?

A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0.0”
indicates there were no measured costs to the organization.

Mean Cost of Incidents (MCOI) is calculated by summing allcosts associated
with securityincidents by the number of security incidents that occurred during
the timeperiod:

2

(Direct _ Loss+Cost__ Business _ Downtime +
Cost _ Containment + Cost _ Recovery + Cost _ Re stitution)
Count(Incidents)

MCOI =

SUSD per incident

Monthly

Ideallythere would be no securityincidents with material impacts on the
organization, andthe metric value wouldbe zero. In practice a target canbe set
based on the expected lossbudget determined by riskassessments processes .
Incidenttracking systems will provide incident data. Costdata cancomefrom
both management estimates, ticket trackingsystems and capital andservices
budgets.

Bar Chart
X-axis: Time (Month)
Y-axis: MCOI (S/Incident)
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Usage

Mean Cost of Incidents (MCOI) represents the average impact of a security incident on the
organization. Thisimpactis the average known outcomeresultingfromtheinteractionof the
threat environment withthe security systems, processes, and policies or the organization. The
lower the MCOI, theless the organization isimpacted by security incidents on average. Optimal
conditions wouldreflect a low value of MCOI. Costs experienced by organizations canvaryasa
result of thethreat environment, systems and processesinplace, andresiliency of the
organization. Over time, the effectiveness of changes to an organization’s security activities
should resultina reduction inthe Mean Cost of Incidents.

MCOI should provide a managementindicator of the ability of the organization to alter the
known impact expected from security incidents.

Limitations

e Someincidents suchasexposure of business strategy via social engineering maynot
havea directincident costs. Significant harm, bad press, or competitive disadvantage
may still be experienced for which itis not practicalto assign a cost.

e Somenew controls may have significant costs and/or address recoveryfrom multiple
incidents.

e This metricrelies on the common definition of “security incident” as defined in Terms
and Definitions.

e This metricrelies on an organization being able to produce costs or cost estimates
related to security incidents.

Dimensions

This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthelevel of theunderlyingincidentrecord as
described in Security Incident Metrics: Data Attributes. For example:

e Priority dimensionallows COlto be computed for high, medium, or low severity
incidents

e Classifications for characterizing types of incidents, such as denial of service, theft of
information, etc.

e Affected Organizationfor identifying the affected part of the organization

References

“Computer Security Incident Handling Guide”. NIST Special Publication800-61. National
Institute of Standards and Technology. January 2004.
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Engineering Institute. April, 2007.

“Incident Cost Analysis and Modeling Project (ICAMP) Final Report 2”. Committee on
Institutional Cooperation Security Working Group. 2000.
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Response Teams” Carnegie-Mellon Software Engineering Institute, October 2003.
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Mean Incident Recovery Cost

Objective

Mean Incident Recovery Cost measures the total costs directly associated with the operational
recovery fromanincident. While theimpact of similarincidents mayvary across organizations,
the technical recovery should be comparable on a per-system basis across firms.

Table 14: Mean Cost of Incidents

Metric Mean Incident Recovery Cost
Name

Version 1.0.0

Status Final Draftfor Review

Description Mean Incident Recovery Cost (MIRC) measures the cost of returning business
systems to theirpre-incident condition. The following costs may be taken
into consideration:

o Costtorepairand/or replacesystems

e Opportunitycost of staff implementingincident handling plan

o Costto hireexternal technical consultants to help recoverfromthe
incident

e Costtoinstallationnew controls or procurement of new resources
thatdirectly addresses the re-occurrence of theincident (e.g.

installationof AV software)
e Legal andregulatory liabilities resulting from the incident

Type Operational
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Audience Security Management

Question Whatistheaverage (mean)cost of recovery from a security incidents during
the given period?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0.0”
indicates there were no measured costs to the organization.

Formula Mean Incident Recovery Cost (MIRC) is calculated by summing all costs

associated with recovering from security incidents by the number of security
incidents that occurred during the time period:

> (Cost_Recovery)
MIRC = -
Count(Incidents)

Units SUSD per incident
Frequency Monthly

Targets Ideally, recovery from security incidents would have no material impacts on
the organization, andthe metric value would be zero. In practice a target can
be setbased on the expected |oss budget determined by riskassessments
processes, and planned incident recovery resources.

Sources Incidenttracking systems will provideincident data. Costdatacancome
from management estimates, ticket tracking systems and capital and
services budgets.

Visualization Bar Chart
X-axis: Time (Month)
Y-axis: MIRC(S/Incident)

Usage

Mean Incident Recovery Cost (MIRC) represents the average cost the organization incurs while
recovering fromasecurity incident. This costis correlated to the capabilities and resiliency of
the systems, processes, and policies. The lower the MIRC, the |l ess the organizationisimpacted
by security incidents on average, and the greater the general resiliency of the organization’s
systems. Optimal conditions wouldreflect a low value of MIRC. Costs experienced by
organizations can varyas a result of the threat environment, systems, and processes in place.
Over time, the effectiveness of changes to anorganization’s securityactivities shouldresultina
reductioninthe Mean Incidents Recovery Cost.

37|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

MIRC shouldprovide a managementindicator of the expected ability of the organization’s
resiliency and ability to recover from security incidents.

Limitations

e Someincidents, such as theftviasocial engineering, maynothave a direct recovery
costs astheremaynotbea clearend pointor maybetheresult of several related
incidents

e Establishment of new controls or procurement of new resources may have significant
costs.

e This metricisdependentuponwhen during theincident management process cost
informationis collected. Depending ifinformation is collected during the occurrence of
the incidentor followingtheincident may influence the metric outcome.

Dimensions

This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthe level of the underlyingincident record as
described in Security Incident Metrics: Data Attributes. For example:

e Priority dimensionallows MIRCto be computed for high, medium, or low severity
incidents

e Classifications for characterizing types of incidents, such as denial of service, theft of
information, etc.

e Affected Organizationfor identifying the affected part of the organization

References

“Computer Security Incident Handling Guide”. NIST Special Publication800-61. National
Institute of Standards and Technology. January 2004.

| “"

Dorofee, Killcrece, et al. “Incident Management Capability Metrics Version0.1”, Software

Engineering Institute. April, 2007.

“Incident Cost Analysis and ModelingProject (ICAMP) Final Report 1”. Committee on
Institutional Cooperation Security Working Group. 1998.

“Incident Cost Analysis and Modeling Project (ICAMP) Final Report 2”. Committee on
Institutional CooperationSecurity Working Group. 2000.

Killcrece, Kossakowski, Ruefle andZajicek. “State of the Practice of Computer Security Incident
Response Teams” Carnegie-Mellon Software Engineering Institute, October 2003.
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Vulnerability Management

This section describes metrics for measuring the process used for the identification and
management of vul nerabilities within anorganization’s environment.

As describedin the Glossarysection of this document, a vulnerability is a flaw or
misconfiguration that causes a weakness inthe security of a systemthat couldbe exploited.
Sources of vulnerabilities include new systems or applications introduced to the organization’s
environment or the discoveryof new vulnerabilities on existing systems and applications.
Vulnerability managementis avital part of keeping anorganization’s assets safe; identifying
and mitigating weaknesses found on systems and applications reduces the risk of negatively
impacting the business shouldthese vulnerabilities be exploited. It consists of the following
high-level process steps:

e Vulnerability Notificationthrough becoming aware of disclosed vulnerabilities and
performing security assessments.

e Vulnerability Identificationthrough manualor automated scanning of technologies
throughoutthe organization.

e Vulnerability Remediation & Mitigationthrough application of patches, adjustment of
configurations, modification of systems, or acceptance of risk.

The primaryquestion this activity is concerned with is: “Are my systems safe?” In vulnerability
management terms this question canbe decomposed to: “Are there vulnerable systems? Have
systems been checked, and if so, what was found?’

Data Attributes
Vulnerability metrics are comprised of the following datasets:

Technologies. Containsinformationabout thetechnologies inthe organization’s environment.
Technologies should beidentified and named according to the Common Product Enumeration
Dictionary maintained by NIST (http://nvd.nist.gov/cpe.cfm).

Vulnerability Information. Contains informationaboutthe vulnerability, such asits severity
and classification, as denoted by the National Vulnerability Database (http://nvd.nist.gov/) or
other source.

Identified Vulnerabilities. Contains the set of vulnerability instances identified in the
organization’s environment for the metrictime period (this can be a larger set thatisfiltered by
scan date).
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The followingis a list of attributes that should be populated as completely as possible for each

technologywithinthe organization:

Technologies Table
Name Type | De- Required | Description
identi
fied
Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy ID / generated.
Num
ber

Name Text [ No No Name from CPE Dictionary which follows the following
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specificlabel of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service pack informationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define specific target
hardware and software architectures.

Languag| Text | No No Language from CPE Dictionary.

e
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Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the

ogy nded organization. Uses value Low, Medium, High, or Not

Value Defined.®

Business | Text | No No Organizational business unit that the technology

Unit belongs to.

Owner | Text | No No Uniqueidentifierfor individual within the organization
thatis responsible forthe technology.

Classific | Text | No No Classification of technology: Servers, Workstations,

ation Laptops, Network Device, Storage Device,
Applications, Operating systems

Table 16: Vulnerability Information Table

This is a table of information about known vulnerabilities, such as affected versions, severities,

andreferences. The NVD will bethereference database, and CVSSv2 thereferenceseverity
rating system. Vendors of vulnerability i dentification systems may alsoenhance or expandboth
the listing and s pecifications of known vulnerabilities. The followingis a list of attributes that
should be populated as completelyas possible for each vulnerability:

Vulnerability Information Table

Name Type De- Required Description
identified

Vulnerability | Text/ No Yes Uniqueidentifier for the vulnerability.

ID Number Generally auto-generated. Thiscan
be an organization-specificidentifier
for thevulnerability.

Vulnerability | Text No No Name of the vulnerability.

Name

CVEID Number | No No Common Vulnerability Enumeration

6
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.

© 2010 The Center for Internet Security
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identifier forthis vulnerability.

CWEID Number | No No Common Weakness Enumeration id
for the weakness associated withthis
vulnerability

Description Number | No No Text description of the vulnerability
(from NVD or elsewhere)

ReleaseDate | Date/ No No Datethatthevulnerability was made
Time publiclyknown.
Severity Text No No Severity rating forthe vul nerability.

May use Low, Medium, or High.

Classification | Text No No Classification of the vul nerability.

Table 17: CVSS Score Table

The Common Vulnerability Scoring System (CVSS) score for each of the vulnerabilities

computed.
CVSS Score Table
Name Type De- Required Description
identified
Vulnerability | Text/Number| No Yes Uniqueidentifier for the
ID vulnerability.
Overall CVSS Number No No Overall CVSS Score
Score
CVSS Base Number No Recommended | CVSS Base Score
Score
CVSS Number No No CVSS Temporal Score
Temporal
Score
CVSS Number No No CVSS Environmental Score
Environmental
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Score

Access Vector | Text

No

No

CVSS classification of how the
vulnerability is exploited. Uses
values of Undefined, Local, or
Remote.

Access Text
Complexity

No

No

CVSSrating of the complexity
of the attack required to
exploitthevulnerability. Uses
values of Undefinted, High, or
Low.

Authentication | Text

No

No

CVSSrating of the number of
times an attacker must
authenticateto exploita
vulnerability. Uses values of
Undefined, Required, or Not
Required.

Confidentiality | Text
Impact

No

No

CVSS rating of theimpact the
vulnerability has on
confidentiality of the
technology. Use values of
Undefined, None, Partial, or
Complete.

Integrity Text
Impact

No

No

CVSSrating of theimpactthe
vulnerability has on integrity of
the technology. Use values of
Undefined, None, Partial, or
Complete.

Availability Text
Impact

No

No

CVSSrating of theimpactthe
vulnerability has on integrity of
the technology. Use values of
Undefined, None, Partial, or
Complete.

ImpactBias Text

No

No

CVSS weight for impact. Use

© 2010 The Center for Internet Security
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values of Normal, Weight
Confidentiality, Weight
Integrity, or Weight
Availability.

Collateral Text
Damage
Potential

No

No

Potential forloss through
damageor theftof theasset.
Uses values of Undefined,
None, Low, Medium, or High.

Target Text
Distribution

No

No

Proportionof vulnerable
systems. Uses value None,
Low, Medium, High, or Not
Defined.

Exploitability | Text

No

No

CVSS current state of exploit
techniques. Uses value
Undefined, Unproven that
Exploit Exists, Proofof Concept
Code, Functional Exploit Exists,
or High.

Remediation | Text
Level

No

No

CVSS stage of theremediation
lifecycle. Uses value Official
Fix, Temporary Fix,
Workaround, Unavailable, or
Not Defined.

Report Text
Confidence

No

No

CVSS degree of confidencein
the existence of the
vulnerability. Uses value
Unconfirmed, Uncorroborated,
Confirmed, or Undefined.

Generated On | Date/Time

No

No

Dateandtimethe CVSSscore
was generated

© 2010 The Center for Internet Security
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This table represents informationregarding vulnerability instances on technologies. The

followingisalist of attributes that should be populated as completely as possible for the
currentset of vulnerability instances i dentified on technologies within the organization:

Identified Vulnerabilities Table

Name Type De- Required Description
identified
Vulnerability | Text/ No Yes Referenceto the Vulnerability in the
ID Number Vulnerability InformationTable
TechnologyID| Text/ Yes Yes Referencein the Technologies Table
Number to the specifictechnology with this
vulnerability instance.
Date of Date/Time| No Yes Dateand timewhen the
Detection vulnerability was initially detected
Detection Text No No Method thatthe vulnerabilitywas
Method detected. Usevalues of Vulnerability
Scanner Name or Manual Detection.
Scan Name Text No No If using Vulnerability Scanner, name
of the scan.
Scan Date Date/ No No If using Vulnerability Scanner, date
Time the scantookplace.
Vulnerability | Text No Yes Current status of the vulnerability
Status instance. Uses values of Open, Not
Valid, or Mitigated. Vulnerabilities
should be flagged Open by default.

Table 19: Vulnerability Remediation Table

This tablerepresents informationregarding the remediation of vulnerability instances on
technologies. Thefollowingis a list of attributes thatshould be populated as completelyas
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possiblefor the currentset of vulnerabilityinstances identified on technologies within the

organization:

Identified Vulnerabilities Table

Name Type De- Required Description
identified
Vulnerability | Text/ No Yes Uniqueidentifier for the vulnerability
ID Number instance.
TechnologyID | Text/ No Yes Uniqueidentifier for thetechnology.
Number
Open Date Date/ No No Date and time when the vulnerability
Time was submitted for remediation.
Status Text No No Current status of the remediation
effort. Usevalues of Open or Closed.
Priority Text No No How quickly vulnerability should be
remediated. Usevalues of High,
Medium, Low.
CloseDate Date/ No No Dateand time when the vulnerability
Time was remediated, ifapplicable.
Closed By Text No No Uniqueidentifier for entity that

remediated the vulnerability.

Table 20: Exempt Technologies Table

Displays technologies exempt from vulnerability management:

Technologies Table
Name Type De- Required Description
identified
Technology Text / No Yes Uniqueidentifierfor the
ID Number technology. Generally auto-
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generated.
Exempt By Text Yes No Uniqueidentifier of the personwho
approvedthe exemption.
Exemption Date/ No No Dateand timethetechnology was
Date Time exempt.
Reason Text No No Reason why technology was exempt

Diagram 2:Relational Diagram for Vulnerability Management Data Attributes

The diagram below shows therelationship of tables described inVulnerability Management

Data Attributes:

© 2010 The Center for Internet Security
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Exempt Technologies

PK [TIechnology ID | CHAR(10)

Exempt By CHAR(10)
Exemption Date | CHAR(10)
Reason CHAR(10)

T

Technologies

CVSS Base Score

PK,FK1,FK2 | Technoloay ID CHAR(10)
Name TEXT(10)
Part CHAR(1)
Vendor TEXT(10)
Product TEXT(10)
Version TEXT(10)
Update CHAR(10)
Edition TEXT(10)
Language TEXT(10)
Technology Value | CHAR(10)
Business Unit CHAR(10)
Owner CHAR(10)
Classification CHAR(10)

f

Business Application Weaknesses

A 4
Vulnerability Remediation

Identified Vulnerabilities

Patches

v

Vulnerability Security Incident Impact Analysis

PK [ Incident Analysis ID CHAR(10)

PK | Incident ID CHAR(10)

PK | Technology ID CHAR(10)

FK1 | Vulnerability ID CHAR(10)
Detected by Internal Controls BIT
Response Protocol Followed BIT
Business Continuity Plan Executed BIT
Reoccurring BIT
Root Cause TEXT(50)
Direct Loss Amount CURRENCY
Business System Downtime SHORT
Cost of Business System Downtime CURRENCY
Cost of Containment CURRENCY
Cost of Recovery CURRENCY
Customers Affected BIT
Loss of Personally Identifiable Information| BIT
Data Types Loss CHAR(10)
Records Affected SHORT
Cost of Restitution CURRENCY
Covered Costs CURRENCY

Classifications and Dimensions
Tagging of information is a very valuable way to provide context to collected data records.
Classificationtags provide a way to groupvulnerabilities. Currently, the onlyclassification used
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is theseverityof thevulnerability. Inthefuture, vulnerabilities canbe groupedby other
categories, such as vulnerabilitytype or source of the vul nerability.

Itis expected that dimensions will be added to these tables to provide the abilityto view metric
results thataddress key questions andconcerns. Examples of dimensionsinclude:

= Technologies: business unit, geography, business value, or technology category by
technology

= Vulnerability Information: vulnerability severity, classification, or vendor

= Identified Vulnerabilities: remediationstatus, identification date, environment-specific
severity

Withinan organization, the combination of dimensions can provide key insightinto their
concentrations of risk.

Severity of Vulnerabilities

Severity ratings are determined by the CVSS v2 scoring system and cancommonly be foundin
reference systems such as the National Vulnerability Database (NVD). Severity ratings for
vulnerabilities are along several dimensions with Base Scores derived from exploita bility factors
(such as attack complexity) and impact factors (such as integrity impact). CVSS Basescores can
be expressedina 0-10 range, commonly summarized as:

= "Low" severityifthey havea CVSS basescoreof0.0-3.9
= "Medium" severity if they havea CVSS base score of 4.0-6.9
= "High"severityifthey havea CVSS basescore of 7.0-10.0

The severity of a specific vulnerabilityinstancein anorganization canbe more accurately
determined by combining environment and temporal factors with the base score. Metricscan
be generated using organization-specific values inplace of external values for fields such as
vulnerability impact or exploitability scores to account for an organization’s s pecific
environment. These calculations are beyond the current scope of these metrics.

Technology Value (CTV,ITV, ATV)

Technologyvalues will be rated by adoptingthe Common Vulnerability Scoring System (v2)
section 2.3.3 Security Requirements Scoring Evaluation ratings. These TechnologyValue scores
can beusedindependently as well as used for the complete scoringof a vulnerabilitythat
affected thetechnology. Each technology is assigned one of three possible values, “Low”,
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“Medium”, “High” (or Not Defined) dependingon theimpact from lossof confidentiality (CTV),
integrity (ITV), or availability (ATV). Theseratings arereproduced here:

= Low (L). Loss of [confidentiality | integrity | availability] is likely to have onlya limited
adverseeffect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

= Medium(M). Loss of [confidentiality | integrity | availability] is likelyto have a serious
adverse effect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

= High (H). Loss of [confidentiality | integrity | availability]is likely to have a catastrophic
adverse effect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

= Not Defined (ND). Assigning this value to the metric will notinfluencethescore.Itisa
signal to the equation to skip this metric.

As describedin CVSS v2, these values should be based on networklocation, business function,
andthepotential forloss of revenue of life. No specific methodology is defined to assignthese
values.

Sources

The primarydata source for both systems scannedand vulnerabilities identified on systems will
be network scanning andvulnerabilityidentification tools. Generally a list of all discovered and
scanned systems canbe extracted from vulnerability scanning systems and compared to
reports of all systems with identified vulnerabilities. Thetotals of all systemsinthe
organization can come from asset management systems and/or networkdiscoveryscans.

Dimensions

These metrics may include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthe level of thetechnology record as described in
Vulnerability Management Metrics: Data Attributes. For example:

= Technology Value allows the metricto be computed for high, medium, or lowervalue
technologies.

= Remediation Level of the vulnerability allows metrics to be computed aroundthe
current state of vulnerabilities and remediation efforts

= Tags for characterizing types of technologies, suchas coverage by vendor, etc.
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= Business Units for identifying the concentrations of risk across different parts of the
organization

= Severity of thevulnerabilitiesis a dimension thatshouldbe used. While CVSS Base
Scoreuses ascaleof 1-10, thisis generally summarized into low, medium, and high
severity vulnerabilities. Generally many low severity vulnerabilities are found.

Automation

The ability to automate source data collectionfor these metrics is high because most
automated vulnerability i dentification systems can provide the necessary reportsin
combination withasset tracking and/or discovery scans providing counts of alltechnologies.
Calculationof these metricsis on an ongoing basis. Oncesource data has been obtained, it
lends itself to a high degree of automation.

Visualization
These metrics may bevisually represented inseveral ways:

Simple visualizations may include a table showing the metricresult for the organization with
each row displaying the value as of selected time periods (each week or eachmonth). Columns
may be used for different vulnerability severities (e.g. Low, Medium, High).

Graphical visualizations may include time-series charts where the metricresultis plotted on
the vertical axis andtime periods displayed on the horizontal axis. To provide maximuminsight,
plotted values for each period may include stackedseries for the differing severity values.

Complex visualizations should be used fordisplaying the metricresult for cross-sections by
organization, vulnerabilities, or technology values. For example, small multiples could be used
to compare the number of highseverity vulnerabilities across business units or technology
values.
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Management and Operational Metrics
Percent of Systems without Known Severe Vulnerabilities

Objective

Percent of Systems without Known Severe Vulnerabilities (PSWKSV) measures the
organization’s relative exposure to known severe vulnerabilities. The metric evaluates the
percentage of systems scanned that do not have anyknown high severity vulnerabilities.

Table 21: Percentage of Systems without Known Severe Vulnerabilities

Metric Percent of Systems Without Known Severe Vulnerabilities
Name

Version 1.0.0

Status Final

Description Percentof Systems Without Known Severe Vulnerabilities (PSWKSV)
measures the percentage of systems that when checked were not found to
haveany known highseverity vulnerabilities during a vulnerability scan.
Vulnerabilities are defined as “High" severityif they havea CVSS basescore
of7.0-10.0

Since vulnerability managementinvolves both the identification of new
severevulnerabilities and the remediation of known severe vulnerabilities,
the percentage of systems without known severe vulnerabilities will vary
over time. Organizations canuse this metric to gauge their relative level of
exposureto exploits and serves as a potential indicator of expected |l evels of
security incidents (and therefore impacts on the organization).

This severity threshold isimportant, as there are numerous informational,
local, and exposure vulnerabilities that can be detected thatarenot
necessarily material to the organization’s risk profile. Managers generally
will wantto reducethelevel of noiseto focus on the greater risks first. This
metric can also be calculated forsubsets of systems, suchas by asset
criticality of business unit

Type Management

Audience Business Management, Security Management

53|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Question Of the systems scanned, what percentage does not have any known severe
vulnerabilities ?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of
“100%” indicates that none of the organization’s systems have any known
high severity vulnerabilities.

Formula Percent of Systems Without Known Severe Vulnerabilities is calculated by
countingthose systems thathave no open high severity level vulnerabilities
(Vulnerability Status !=“Open” && CVSS Base Score>=7.0). Thisresultis
then divided by the total number of systemsinthe scanning scope.

Count(Systems_Without Known_Severe Vulnerabilities)
Count(Scanned_Systems)

PSWKSV = *100

Units Percentage of systems
Frequency  Weekly, Monthly, Quarterly, Annually

Targets PSWKSV values shouldtrend higherover time. Itwould beideal to have no
known severe vulnerabilities on systems; therefore, an ideal target value
would be 100%. Because of thelackof experiential datafromthefield, no
consensus on therange of acceptable goal values for Percent of Systems
Without Known Severe Vulnerabilities exists.

Sources Vulnerability management systems will provide information on which
systems were identified with severe vulnerabilities.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis:PSWKSV (%)

Usage

Percent of Systems Without Known Severe Vulnerabilities is a type of vul nerability management
metric and relies on the common definition of “vulnerability” as defined in the Glossary. Due
to the number of vulnerabilities and exposures found by most scanningtools, this metric should
be calculated for “High” severity vulnerabilities.

Optimal conditions would reflecta highvalueinthe metric. Avalue of 100% wouldindicate
that none of the organizations systems are known to possess severe vulnerabilities. The lower
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the value, thegreater theriskthat systems are exploited. Since many attacks are designed to
exploitknown severe vulnerabilities there maybe a direct correl ation between a higher
percentage of vulnerable systems and the number of security incidents.

Percent of Systems Without Known Severe Vulnerabilities canbe calculated over time, typically
per-week or per-month. To gaininsightinto therelative performance andrisk to one business
unitover another, the metric may alsobe calculated for cross-sections of the organizationsuch
as individual business units or geographies.

Limitations

Dueto technical oroperational incompatibility certain systems may be excluded from scanning
activities while other systems such as laptops maybeintermittently present for networkscans.
Systems notscanned, even if they possess severe vulnerabilities will not beincluded inthis
metric result. Inaddition, scanning activities canvary in depth, completeness, and capabilities.

This metricassumes that systems scanned for vulnerabilities are systems knownto and under
full management by the organization. These systems do notinclude partial or unknown
systems. Futurerisk metrics may account for these to provide a clearer view of all system
ranges.

References
ISO/IEC 27002:2005

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Mean-Time to Mitigate Vulnerabilities

Objective

Mean-Time to Mitigate Vulnerabilities (MTTMV) measures the average amount of time
required to mitigate an identified vulnerability. This metricindicates the performance of the
organizationin reacting to vulnerabilities identified inthe environment. Itonlymeasures the
time average times for explicitly mitigated vulnerabilities, and not mean time to mitigateany
vulnerability, or account for vulnerabilities that no longerappear in scanningactivities.

Table 22: Mean-Time to Mitigate Vulnerabilities

Metric Mean-Time to Mitigate Vul nerabilities
Name

Version 1.0.0

Status Final

Description Mean-Timeto Mitigate Vulnerabilities measures the average time taken to
mitigate vulnerabilities identified inan organization’s technologies. The
vulnerability management processes consists of the identificationand
remediation of known vulnerabilitiesinan organization’s environment. This
metricisanindicator of the performance of the organization inaddressing
identified vulnerabilities. The less timerequired to mitigate a vulnerability
the morelikely anorganization canreact effectively to reduce therisk of
exploitation of vulnerabilities.

Itis importantto notthatonly data from vulnerabilities explicitly mitigated
areis includedin this metric result. The metric resultisthe meantimeto

mitigate vulnerabilities thatare actively addressed during the metrictime
period, andnota mean timeto mitigate based on the time for all known

vulnerabilities to be mitigated.

Type Operational

Audience Security Management

Question How long does it take the organization to mitigate a vulnerability?

Answer A positive floating-pointvaluethatis greaterthan orequal to zero. Avalue

of “0” indicates that vulnerabilities were instantaneously mitigated.
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Formula

Units
Frequency

Targets

Sources

Visualization

Usage

Mean-Time to Mitigate Vulnerabilities is calculated by determining the
number of hours between the date of detection andthe Date of Mitigation
for each identified vulnerability instancein the current scope, for example,
by time period, severity or business unit. These results arethen averaged
across the number of mitigated vulnerabilities inthe current scope:

Z(Date_of_ Mitigation — Date_of Detection )
Count(Mitigated Vulnerabilities )

MTTMV =

Hours per vulnerability
Weekly, Monthly, Quarterly, Annually

MTTMV values shouldtrend lower over time. Lower levels of MTTMV are
preferred. Mostorganizations put mitigation plans through testand
approval cycles priorto implementation. Generally, the target time for
MTTMV will be a function of the severity of the vulnerability and business
criticalityof thetechnology. Because of thelack of experiential data from
the field, no consensus on the range of acceptable goal values for Mean
Timeto Mitigate Vulnerabilities exists.

Vulnerability management systems will provide information on which
systems wereidentified with severe vulnerabilities.

Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: PSWKSV (%)

Mean-Time to Mitigate Vulnerabilities is a type of vulnerability management metric and relies

on the common definition of “vulnerability” as defined in the Glossary. Dueto the number of
vulnerabilities and exposures found by most scanning tools, this metricshould generally be

calculated for “High” and “Medium” severity vulnerabilities. Combined with the number of
identified vulnerabilities this metric can provide visibilityintothe time and effort required to
manage the known vulnerabilities inthe organization.

Optimal conditions would reflecta low value in the metric. Thelower thevaluethe more
quicklythe organizationis ableto reactto and mitigate identified vulnerabilities. Since many
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attacks are designed to exploit knownvulnerabilities there may be a direct correlation between
a lower time to mitigate vulnerabilities and the number of security incidents.

MTTV can becalculated overtime, typically per-month. To gain insight intothe rel ative
performanceand risk, this metriccanbe calculated for vulnerabilities with differing severity
levels, as well as calculated for cross-sections of the organizationsuch as individualbusiness
units or geographies.

Limitations

Only data from mitigated vulnerabilities areincluded inthis calculation. Thereforeitisan
indicator of the organization’s ability to mitigate vul nerabilities as they areidentified, but not
necessarily a true representation of the average time taken to mitigate all vulnerabilities that
may existintheorganization’s environment. Otherindicators of the scale of scope of
unmitigated vulnerabilities should alsobe used to assess the performance of the vulnerability
management function.

Mitigation effort canvary dependingon the scope and depth of the mitigationsolution,
modification of firewall rules or other changes to the environment may be less effort than
directly addressing vulnerabilitiesinan application’s code. Itis possiblethatthe vulnerabilities
thatareeasier to mitigatearethe ones completed in the metric scope, and theremaining
vulnerabilities represent the most challengingto mitigate. Thereforethe metric result couldbe
biased low compared the to mean time to mitigate remaining knownvulnerabilities.

References
ISO/IEC 27002:2005

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Mean Cost to Mitigate Vulnerabilities

Objective
This defines a metricfor measuring the mean effort required to mitigate an identified
vulnerability that can be remedied.

The metricis expressedin the context of a vulnerability management process, with the
assumptionthatthe organizationsis scanning for knownvulnerabilities, a formal system (i .e.
change managementand el ectronicticketing system) is used to track activities to mitigate
known vulnerabilities, and thereis a known remedyfor the vulnerability.

The metric is useful where a single vulnerability or remedy (no matter how many systems are
affected) is expressed as a single change ticket or as one change ticket per affected network
node.

Table 23: Mean Cost to Mitigate Vulnerabilities

Metric Mean Cost to Mitigate Vulnerabilities
Name

Version 1.0.0

Status Final for Review

Description The goal of this metricis to understand the effort required for vulnerability
remediationactivities.

Risk management decisions can take into account the efficiency of
vulnerability remediationand make moreinformed decisions around
vulnerability policies, SLAs, andresource allocationinthe IT environment.

Type Operational
Audience Security Management
Question Whatistheaverage (mean)costto the organization to mitigate an identified

vulnerability during the given period?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0.0”
indicates there were no measured costs to the organization.

Formula This metricis calculated by summing the total cost to mitigateeach
vulnerability and dividing it by the total number of mitigated vulnerabilities.
This countshouldalsobe done for eachseverity value (Low, Medium, and
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High):
Z ((Person _Hours_to _Mitigate * Hourly _ Rate)
MCMV — + Other _ Mitig_a_tion _ Costs)) .
Count(Mitigated Vulnerabil ities)
Units SUSD per Vulnerabilities

Frequency Monthly

Targets Ideally, all vulnerabilities would be remedied by a automated vulnerability
remediationsystem, and the mean cost to remediate would be zero. In
practicea targetcan besetbased on the expected | oss budget determined by
risk assessments processes.

Sources Vulnerability tracking systems will provide vulnerability data. Cost data can
come from management estimates, ticket tracking systems, and capital and
services budgets.

Visualization Bar Chart
X-axis: Time (Month)
Y-axis:MCMV (S)

Usage

Mean-Time to Mitigate Vulnerabilities is a type of vulnerability management metric and relies
on the common definition of “vulnerability” as defined in the Glossary. Due to the number of
vulnerabilities and exposures found by most scanning tools, this metricshould generally be
calculated for “High” and “Medium” severity vulnerabilities.

Combined withthe number of identified vulnerabilities this metric can provide visibility into the
total costandeffortrequired to remediate and manage the known vulnerabilities in the
organization.

Optimal conditions would reflecta low valuein the metric. Thelower thevalue the more effici
ent and cheaply the organization is able to mitigate identified vulnerabilities.

There may bea direct correlationbetween the number of un-mitigated vulnerabilities and the
number of security incidents. Since vulnerabilities may not be addressed due to cost concerns,

60|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

an organization with a lower average remediation cost maybe able to mitigate more
vulnerabilities.

Limitations
Note thatthis assumes:

Effortis tracked forvulnerability remediation
e Tickets areclosed when the changeis known to have mitigated the vulnerability
e Vulnerabilities can be tracked between scans on a vulnerability i nstance per-host basis

e Wearenotincludingin-progress tickets, vulnerabilities that have not been mitigated, or
vulnerabilities thatdo nothavea resolution.

References
ISO/IEC 27002:2005

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Patch Management
This section describes metrics for measuring the effectiveness of patch management processes.

Many security incidents are caused by exploitation of knownvulnerabilities for which patches
areavailable. Patches arereleased by vendors on regularand ad-hoc schedules andthe cycle of
testing and deploying patchesis a regular part of an organization’s IT activities. Manypatches
arereleased to directly address security issues in applications and operating systems and the
performance of the patchmanagement process will directly affect the security posture of the
organization.

These metrics are based upona patching management process with the following structure:
1. Security and PatchInformation Sources
2. Patch Prioritization and Scheduling
3. PatchTesting
4. Configuration(Change) Management
5. Patch Installation and Deployment
6. Patch Verification and Closure

Data Attributes
Patch metrics are comprised of the following datasets:

Technologies. Containsinformationabout thetechnologies inthe organization’s environment.
Technologies should beidentified and named according to the Common Product Enumeration
Dictionary maintained by NIST (http://nvd.nist.gov/cpe.cfm).

Patch Information. This table containsinformation aboutthe patch, suchastherelease date,
vendor references, vulnerability references, etc. The Open Vulnerability and Assessment
Language (OVAL) Repository® provides a structured data source of patchinformationthat can
be used for this purpose.

Patch Activity. This table contains localinformation about specificpatchdeploymentsinan
environment, such as the number of systems patched, patch installationdate, etc.

8 http://oval.mitre.org/repository/index.html
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Table 24: Technologies Table

The followingis a list of attributes that should be populated as completely as possible for each

technology:
Technologies Table
Name Type | De- Required | Description
identi
fied
Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy ID / generated.
Num
ber

Name Text [ No No Name from CPE Dictionary which follows the following
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specificlabel of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service pack informationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define specific target
hardware and software architectures.

Languag| Text | No No Language from CPE Dictionary.

e
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Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the

ogy nded organization. Usesvalue Low, Medium, High, or Not

Value Defined.’

Business | Text | No No Organizational business unit that the technology

Unit belongs to.

Owner | Text | No No Uniqueidentifierfor individual within the organization
thatis responsible forthe technology.

Classific | Text | No No Classification of technology: Servers, Workstations,

ation Laptops, Network Device, Storage Device,
Applications, Operating systems

Table 25: Exempt Technologies Table

This table contains a list of technologies exempt from patch management.

Technologies Table
Name Type De- Required Description
identified

Technology Number [ No Yes Uniqueidentifier for thetechnology.
ID Generally auto-generated.
Exemption Date/Time| No No Datethatthetechnology was
Date exempt from patch management.
Exempt By String No No Uniqueidentifier for entity granting

exemption.
Reason String No No Reason for exemption.

Table 26: Patch Information Table

The followingis a list of attributes that should be populated as completely as possible for each

patch:

9
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.
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Patch Information Table

Name Type De- Required Description
identified

Patch ID Number No Yes Uniqueidentifier for the patch.
Generally auto-generated. This can
be an organization-specific
identifier forthe patch.

Patch Source | Text No No The name of thevendor or group
issuing the patch

PatchName | Text No No The name of the patch.

Vulnerability | Number No Yes Oneto many references to

ID vulnerabilities in NVD addressed by
this patch

Criticality Text No No Level of criticality as determined by

Level the classification process, typically
High, Medium, or Low.

Organization- | Text No No Level of criticality as determined by

Specific the organization. Thismay be

Criticality distinctfroma vendor or

Level community determined patch
criticality.

Date of Date/Time | No No Dateand time when the patch

Notification notificationwasfirst received.
Generally this should be the
release date of the patch.

Date of Date/Time | No No Dateand time when the patch was

Availability released.

Dateof Patch | Date/Time | No No Dateand timewhen the patch was

Approval approvedby the organizationfor

deployment.

© 2010 The Center for Internet Security
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Patch Type String

No

No

Type of patch (service pack,
applicationupdate, driver, etc.)

Table 27: Patch Activity Table

The followingis a list of attributes that should be populated as completely as possible for each
patch deployed in the environment. Some organizations may wishto track patchactivity with

greater granularity, atthelevel of each patchinstance. In this case, thesame tablestructure
can beused, with the number of “TechnologyInstances” and “Patch Instances” being ‘1’ for

eachrow.
Patch Activity Table
Name Type De- Required | Description
identified

Patch Number No Yes Uniqueidentifier for the patch

Instance D instance. Generally auto-
generated

PatchID Number No Yes Referenceto the Patchinthe Patch
Information Table

Technology | Number Yes Yes Number of instances of a specific

ID technology. Thisisa countofall
the technologies to whichthis
patch applies.

Date of Date/Time No No Dateand time when the patch was

Installation installed (including any rebooting
or reloading process).

Patch Status | Text No No Currentstatus of the patch. Use
valuesInstalled and NotInstalled.

Priority Text No No Priority of patch installation. Use

values of High, Medium, or Low.

© 2010 The Center for Internet Security
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This table contains the verification that patches wereinstalled properlyandconsistently

throughoutthe organization.

Patch Activity Review Table

Name Type De- Required | Description

identified
Patch Number | No Yes Uniqueidentifier for the patch instance.
Instance D Generally auto-generated
Review Date | Date No No Datereview was conducted
Reviewed By | String No No Entity thatconducted the Review
Compliant Boolean | No No Whether or not patch wasinstalled in

accordanceto policy.

Patch Cost Numeric| No No Costofthe patch deployment (USD)
Patch Effort | Numeric| No No Total person-hours of effort for the patch

deployment.

Diagram 3:Relational Diagram for Patch Management

Data Attributes

The diagram below shows therelationship of tables described in Patch Management Data

Attributes:

© 2010 The Center for Internet Security
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PK,FK1 | Technology ID CHAR(10)
Name TEXT(10)
Part CHAR(1)
Vendor TEXT(10)
Product TEXT(10)
Version TEXT(10)
Update CHAR(10)
Edition TEXT(10)
Language TEXT(10)
Technology Value | CHAR(10)
Business Unit CHAR(10)
Owner CHAR(10)
Classification CHAR(10)

A A
\ 4
Exempt Technologies
PK [Technology ID | CHAR(10)

November1, 2010

Vulnerability

Patch Information

FK1

Patch ID CHAR(10)
Exempt By CHAR(10)
Exemption Date | DATETIME
Reason TEXT(50)

© 2010 The Center for Internet Security
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Classifications

Tagging of information is a very valuable way to provide context to collected data records.
Classificationtags provide a way to group patches. While currently the onlyclassificationis the
criticalityof the patch, inthe future, patches may fall into one or more categories, so the patch
management record system should support one-to-many tagging capabilities.

Criticality of Patches

Criticality ratings for patches are usually provided by vendors, although alternate ratings may
be provided by security companies. An example of such ascaleis Microsoft’s Severity Rating
System™:

= Critical—Avulnerability whose exploitation could allow the propagationof an Internet
worm withoutuseraction.

= |Important—Avulnerability whose exploitationcould resultincompromise of the
confidentiality, integrity, or availability of users’ data, or of the integrity or availability of
processing resources.

= Moderate—Exploitability is mitigated to a significant degree by factors such as default
configuration, auditing, or difficulty of exploitation.

= Low — A vulnerability whose exploitation is extremely difficult, or whose impactis
minimal.

Technology Value (CTV,ITV, ATV)

Technologyvalues will be rated by adoptingthe Common Vulnerability Scoring System (v2)
section 2.3.3 Security Requirements Scoring Evaluation ratings. These TechnologyValue scores
canbeusedindependently as well as used for the complete scoringof a vulnerabilitythat
affected thetechnology. Each technology is assigned one of three possible values, “Low”,
“Medium”, “High” (or Not Defined) dependingon theimpact from |l ossof confidentiality (CTV),
integrity (ITV), or availability (ATV). These ratings are reproduced here:

= Low (L)- Loss of [confidentiality | integrity | availability]is likely to have onlya limited
adverse effect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

= Medium (M) —Loss of [confidentiality | integrity | availability] is likely to have a serious
adverse effect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

11
http://www.microsoft.com/technet/security/bulletin/rating. ms px
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= High (H)—Loss of [confidentiality | integrity | availability]is likely to have a catastrophic
adverse effect on the organizationor individuals associated with the organization (e.g.,
employees, customers).

= Not Defined (ND) —Assigning this value to the metric will notinfluencethescore.ltisa
signal to the equation to skip this metric.

As describedin CVSS v2, these values shouldbe based on networklocation, business function,
andthepotential forloss of revenue of life, although no specific methodologyis definedto
assignthesevalues.

Sources

The primarydata source for patch deployments, systems under management, and time to
patch canbefound in automated patch management systems and processes. The primary
sourcefordataaboutthose systems not under management can be derived from asset
management systems or network discovery activities. Generally, a list of all assets under
management canbe extracted from patch management systems and compared to lists of all
assets generated from asset management systems and/or network discoveryscans.

Dimensions

These metrics may include additional dimension for grouping and aggregation purposes. These
dimensions should be applied or tagged at the level of thetechnology record as described in
Patch Management Metrics: Data Attributes. For example:

= Technology Value dimension allows Coverage to be computed for high, medium, or
lower value technologies.

= PatchCriticality could be a dimensionif data with sufficient granularity is available.
= Business Units for identifying the coverage by parts of the organization.

= Asset Value dimension allows Coverage to be computed for high, medium, or lower
valueassets.

= Tags for characterizing types of assets, such as coverage by vendor, etc.

Automation

The ability to automate source data collectionfor this metric is high because most automated
patch management systems canprovide the necessaryreportsin combinationwith assets
tracking and discovery acrossnetworks providing counts of all technologies. Calculation of this

metric isan ongoing basis. Once source data has been obtained, itlendsitself to a high degree
of automation.
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Visualization
These metrics may bevisually represented inseveral ways:

Simple visualizations may include a table showing the metricresult for the organization with
each row displaying thevalue as of selected time periods (each week or each month).

Graphical visualizations may include time-series charts where the metricresultis plotted on
the vertical axis andtime periods displayed on the horizontal axis. To provide maximum nsight,
plotted values for each period may include stackedseries forthe differing severity values.

Complex visualizations should be used fordisplaying the metricresult for cross-sections of
dimensions to expose concentrations of risk, suchas patch criticality, business units, or
technologyvalue. For example, small multiples could be used to compare the number of high
severity vulnerabilities across business units or technology values.
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Management and Operational Metrics
Patch Policy Compliance

Objective

Patch Policy Compliance (PPC)indicates the scope of the organization’s patchlevel for
supportedtechnologies as compared to their documented patch policy. While specific patch
policies may vary within and across organizations, performance versus stated patchstate
objectives canbe compared as a percentage of compliant systems.

Table 29: Patch Policy Compliance

Metric Patch Policy Compliance
Name

Version 1.0.0

Status Final

Description Patch Policy Compliance (PPC) measures an organization’s patchlevel for
supportedtechnologies as compared to their documented patch policy.

“Policy” refers to the patching policy of the organization, more s pecifically,
which patches arerequired for what type of computer systems atanygiven
time. This policymight beas simple as “install the latest patches from
systemvendors” or may be more complexto account for the criticality of the
patch or system.

“Patched to policy” reflects an organization’s risk/reward decisions regarding
patch management. Itisnotmeanttoimply thatall vendorpatchesare
immediatelyinstalled when they are distributed.

Type Management
Audience Business Management, Security Management
Question What percentage of the organization’s technologies is notin compliance

with current patchpolicy?

Answer A positiveinteger value between zero and 100inclusive. Avalue of “100%”
indicates thatall technologies arein compliance to the patch policy.

Formula Patch Policy Compliance (PPC)is calculated by dividing the sum of the
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Units
Frequency

Targets

Sources

Visualization

Usage

technologies currently compliant by the sum of all technologies under patch
management (wherethe current patch stateis known). This metriccan be
calculated forsubsets of technologies suchas by technologyvalue or
business unit:

_ Count(Compliant_Instances)

PPC *100

B Count(Technology Instances)
Percentage of technology instances
Weekly, Monthly, Quarterly, Annually

PPCvalues shouldtrend higherover time. Anideal result wouldbe 100% of
technologies. The expected trend for this metricover timeis to remain
stableorincreasetowards 100%. There willbe variations when new patches
arereleased forlarge number of technologies (suchasa commonoperating
system) that could cause this value to varysignificantly. Measurement of this
metric should take such eventsintoconsideration. Higher values would
generally resultin less exposure to known security issues. Because of the
lack of experiential data from thefield, no consensus on the range of
acceptable goal values for Patch Policy Compliance exists.

Patch managementand IT support tracking systems will provide patch
deployment data. Audit reports will provide compliance status.

Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis:PPC (%)

Patch Management Coverageis a type of patchmanagement metricandrelies on the common

definitionof “patch” as definedin Glossary.

Patch Policy Compliance can be calculated over time typically per-week or per-month. To gain

insightinto therelative riskto one business unit over another, Compliance mayalsobe
calculated for cross-sections of the organization, such as individual business units or

geographies or technology values and types.
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Limitations
This metricis highly dependentuponthe current set of patch policy requirements. When
patches arereleased thataffect large numbers of technologies (such ascommonoperating

systems), this number can vary greatly withtimeif the lack of new patches makes a system
non-compliant.

References

Mell, Bergeron andHenning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Mean Time to Patch

Objective

Mean Timeto Patch (MTTP) characterizes the effectiveness of the patch management process
by measuring the average time taken from date of patch release to installationinthe
organizationfor patches deployed during the metric time period. This metric serves asan
indicator of the organization’s overall level of exposure to vulnerabilities by measuring the time
the organizationtakes to address systems knownto bein vulnerable states thatcanbe
remediated by security patches. Thisis a partial indicator as vulnerabilities mayhave no
patches available or occur for otherreasons such as system configurations.

Table 30: Mean Time to Patch

Metric Mean Timeto Patch
Name

Version 1.0.0

Status Final

Description Mean Timeto Patch (MTTP) measures the average timetakento deploya
patch to the organization’s technologies. The more quickly patches can be
deployed, the lower the mean timeto patchandtheless timethe
organizationspends with systems in a state knownto bevulnerable.

Type Operational
Audience Security Management
Question How long does ittake the organization to deploy patches into the

environment?

Answer A positive floating-point value thatis greater than orequal to zero. Avalue
of “0” indicates that patches were theoretically instantaneously deployed.

Formula Mean Timeto Patch is calculated by determining the number of hours
between the Date of Availability andthe Date of Installation for each patch
completedinthecurrentscope, for example by time period, criticality or
business unit. Theseresults arethen averagedacross the number of
completed patchesinthe currentscope:
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Z(Date_of_lnstallation — Date of Availability )
Count(Completed Patches)

MTTP =

Units Hours per patch
Frequency  Weekly, Monthly, Quarterly, Annually

Targets MTTP values shouldtrend lower overtime. Most organizations put patches
through testand approval cycles priorto deployment. Generally, the target
timefor MTTP will be a function of the criticality of the patch and business
criticalityof thetechnology. Because of thelack of experiential data from
the field, no consensus on the range of acceptable goal values for Mean
Timeto Patch exists.

Sources Patch managementand ITsupport tracking systems will provide patch
deploymentdata.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: MTTP (Hr/Patch)

Usage
Mean Timeto Patchisa type of patch management metric, and relies on the common
definitionof “patch” asdefinedin Glossary.

Given that many known vulnerabilities result from missing patches, there may be a direct
correlation between lower MTTP andlower |levels of Security Incidents. MTTP canbe
calculated overtime, typically per-week or per-month. To gaininsightinto therel ative
performanceand riskto one businessunit over another, MTTP may alsobe calculated for
different patch criticalities and cross-sections of the organization, such as individual business
units or geographies.

Limitations
Critical Technologies. This metric assumes that the critical technologies are known and

recorded. If thecriticaltechnologies are unknown, this metric cannot be accuratelymeasured.
As new technologies are added their criticality needs to be determined and, if appropriate,
includedin this metric.

Vendor Reliance. This metricisreliant upon the vendor’s ability to notify organization of
updates and vulnerabilities that need patching. If the vendor does not provide a program for
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notifying their customers then thetechnology, if critical, will always be a blackmarkon this
metric.

Criticality Ranking. This metricis highly dependent upontheranking of critical technologies by
the organization. If this ranking is abused then the metric willbecome unreliable.

Patches in-Progress. This metric calculation does notaccount for patch installations thatare

incomplete or on-going during the time period measured. Itis notclearhow this will bias the
results, although potentiallyan extended patch deployment will notappearintheresults for
sometime.

References

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Mean Cost to Patch

Objective
This defines a metricfor measuring the mean effortrequired to deploy a patchintoan
environment.

The metricis expressedin the context of a patch management process, withthe assumption
thatthe organizations has a formal system (i.e. patchmanagement and electronic ticketing
system) used to track activities to deploypatches.

The metricis useful where a single patchdeployment (no matter how many systems are
affected) is expressed as a single changeticket or as one change ticket per affected network
node. This datacan also berecorded as monthly totals where per-patchlevel granularity is not
possible.

Table 31: Mean Cost to Patch

Metric Mean Costto Patch
Name

Version 1.0.0

Status Final

Description The goal of this metricisto understand the effortrequired for patch
managementactivities.

Risk management decisions can takeinto account the efficiency of patch
deployment to make moreinformeddecisions around patch compliance
policies, Service Level Agreements, and resourceallocationinthelT
environment.

Type Operational
Audience Security Management
Question Whatistheaverage (mean)costto the organization to deploy a patch during

the given period?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0.0”
indicates there were no measured costs to the organization.
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Formula Mean Costto Patchis calculated by determining the total cost to deploy
patches. Theseresults arethen averaged acrossthe number of patches
deployedinthecurrentscope:

> (Patch _Cost +Other _ Patch _ Cost)

MCP =
Count(Deployed Patches)

Patch Cost may be a determined aggregate cost or is calculated based upon
the amount of effort putinto the patching process as calculated by: Patch
Effort * Hourly Rate.

Other Patch Costs mayinclude:

e purchases of additionalequipment
e purchases of new software versions
e costassociated with mitigationof a specific vulnerability
e costassociated with vendorwaitingto release patch until its next
releasecycleforidentified vulnerabilities
e costassociated with delaying updates until next update cycle
e costassociated with identifyingmissing patches
e costassociated with downtime during testing andinstallation of
missing patches
The costof patchmanagement systems should not be included inthis cost.
If a one-time costis associated with multiple vulnerabilities the cost should
be distributed evenlyacross the relevant vulnerabilities.

Units SUSD per Patch
Frequency Monthly

Targets Ideally, all patches would be deployed by an automated system, and the
mean costto patch would approach zero(given patch testing costs, etc.).

Sources Patch managementand ITsupport tracking systems will provide patch
deployment data. Cost data cancome from management estimates, ticket

tracking systems, andservices budgets.

Visualization Bar Chart
X-axis: Time (Month)
Y-axis: MCP (S/Patch)
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Usage

Keeping systems fully patched should reducerisk andresultin lowerincidents costs to the
organization. Organizations generally have to balance the desire to patchsystems with the cost
and effort of preparing, testing, and deploying patches intheir environment. Mean Costto
Patch allows the organization understand the cost of patch deployment, manage trends, and
perform cost-benefit analysispatch updates, comparing the cost to the organization to the
costs of any increases insecurity incidents.

Limitations
Note thatthis assumes:

e Effortis tracked forvulnerability remediation

e Tickets areclosed when the changeis known to have mitigated the vul nerability

e Vulnerabilities can be tracked between scans on a vulnerability instance per-host basis

e Wearenotincludingin-progress tickets, vulnerabilities that have not been mitigated, or
vulnerabilities thatdo nothavea resolution.

References
Cavusoglu, Cavusoglu, Zhang. “Economics of Security Patch Management.” 2006.

Mell, Bergeron andHenning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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Configuration ManagementMetrics

This section describes metrics for measuring security around configuration managementin an
organization’s environment. Configuration managementisimportantto organizations for both
the deploymentand ongoing management of systems.

The goal of Configuration Managementis to provide control overthe state of the T
infrastructure. Configuration management covers processes for theidentification, recording,
and reporting onthe configurationstate of the ITinfrastructure. Some aspects of configuration
managementarealso covered by other sets of security metrics, suchas security patch
managementand vulnerability management.

Configurationmanagement processes include: |dentification of IT components, establishing
control andauthorized over changes, monitoring the status of configuration items, and
verificationandaudit.

Key Questionsin this business functionare:

o Whatsystems arein the organization?
o Are these systems configured asintended?
. Whatarethe exceptions to intended configurations?

The initial metrics for this business function are:
. Configuration Compliance

. Configuration Assessment Coverage

. AV/AM Compliance

Data Attributes
Table 32: Technologies Table

The followingis a list of attributes that shouldbe populated as completely as possible for each
technology:

Technologies Table

Name Type | De- Required | Description
identi
fied
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Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy ID / generated.

Num

ber

Name Text [ No No Name from CPE Dictionary which follows the fol lowing
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specificlabel of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service packinformationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define s pecific target
hardware and software architectures.

Languag| Text | No No Language from CPE Dictionary.

e

Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the

ogy nded organization. Usesvalue Low, Medium, High, or Not

Value Defined. ™

Business | Text | No No Organizational business unit that the technology

Unit belongs to.

12
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.
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Owner | Text | No No Uniqueidentifier for individual within the organization
thatis responsible forthetechnology.

Classific | Text | No No Classification of technology: Servers, Workstations,
ation Laptops, Network Device, Storage Device,

Applications, Operating systems

Table 33: Configuration Status Accounting Table

The followingis a list of attributes that shouldbe populated as completely as possible for each

technology:

Configuration Status Accounting Table
Name Type De- Required Description
identified
Technology Text / No Yes Uniqueidentifierfor the
ID Number technology. Generally auto-
generated.
Baseline Text No No Description of baseline
ChangelD Text / No Yes Uniqueidentifierfor the change, if
Number applicable.

Table 34: Configuration Deviation Table

The followingis a list of technologies with requests for deviation:

Configuration Deviation Table
Name Type De- Required Description
identified
Technology Text / No Yes Uniqueidentifier for the
ID Number technology. Generally auto-
generated.
DeviationID | Text/ No Yes Uniqueidentifier for deviation
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Number request. Generally auto-generated.
Requested By | Text / No No Uniqueidentifier of entity
Number submitting deviation request.
RequestDate | Date/ No No Dateand timedeviationrequest
Time was submitted.
Reason Text No No Reason for deviation.
Status Text No No Currentstatus of deviation request.
Usevalues Pending, Approved, or
Not Approved.
ApprovalBy | Text/ No No Uniqueidentifier of entity
Number approving/not approving deviation
request.
Approval Date/ No No Dateand timedeviationrequest
Date Time was approved/not approved.

Table 35: Configuration Audit Table

The followingis a list of technologies that have undergone configuration audit:

Configuration Deviation Table

Name Type De- Required Description
identified
Technology Text / No Yes Uniqueidentifierfor the
ID Number technology. Generally auto-
generated.

AuditID Text / No Yes Uniqueidentifier for configuration
Number audit.

AuditDate Date/ No No Date and time configuration audit
Time occurred.

Audit By Text / No No Uniqueidentifier for entity that

© 2010 The Center for Internet Security
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Number conducted the configuration audit.

Compliant Boolean | No No Whether or nottechnologyis
compliant to configuration
standards. Usevalues Compliant or
Not Compliant.

Defined Metrics
Percentage of Configuration Compliance

Objective

The goal of this metricisto provideanindicator of the effectiveness of an organization’s
configuration management policy relative to information security, es pecially emerging exploits.
If 100% of systems are configuredto standard, then those systems are relatively more secure
and manageable. If this metricis less than 100%, then those systems arerelatively more
exposed to exploits andto unknownthreats.

Table 36: Percentage of Configuration Compliance

Metric Percentage of Configuration Compliance
Name

Version 1.0.0

Status Final

Description This document defines a metric forthe effectiveness of configuration
managementin the context of informationsecurity. A percentage metric will
allow benchmarking across organizations.

This metricattempts to answerthe question “Are system configuration
compliance levels acceptable?” This question presumes the organization has
defined an acceptablelevel of compliance, whichmay be less than 100% to
accountfor therealities of ongoing changein the operational environments.

The percentage of total computer systemsinan organization thatare
configured in compliance withthe organizations’ approved standards.

Complianceis a binary evaluation: a given systemis either configured
correctly according to thestandardoritis not. Compliance can be evaluated
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by automated methods, manual inspection, audit, or some combination.

The computer system populationbaseis the total number of computer
systems with approved configurationstandards. This may be all systems or
onlya subset (i.e.only desktops, or only servers, etc.)

The Configurationbenchmark used is the CIS benchmarks ifavailable

(http://cisecurity.org). Additional metricresults canbe calculated forother
or internal configurationbenchmarks.

Organizations thatdo nothave approvedstandards for their computer
systems should report “N/A” rather than a numericvalue (0% or 100%)

In Scope

Examples of percentage of systems configured to approved standard could
include:

e Configurationofservers
e Configurationof workstations/laptops
e Configurationof hand-helddevices

e Configurationof other supported computer systems covered by the
organizations patch policy

Out of Scope
Examples of computer system configurations thatare notin scopeinclude:

e Temporary guest systems (contractors, vendors)

e lab/testsystems performingto orinsupport of a specificnon-
productionproject

e Networkingsystems (routers, switches, access points)

e Storagesystems (i.e. network accessible storage)

Type Management

Audience Business Management, Security Management

Question What percentage of the organizations systems areincompliance with
approvedstandards?

Answer A positiveinteger value between zero and 100inclusive, expressed as a
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percentage. Avalueof “100%” indicates that all technologiesarein
configurationmanagement system scope.

Formula Percentage of Configuration Compliance (PCC)is calculated by determining
the total number of in-scope systems withapproved configuration and then
averaging this across the total number of in-scope systems:

Z (In_Scope _ Systems _With _ Approved _ Configuration)

PCC =
Count(In_ Scope _ Systems)

Units Percentage of Systems

Frequency Monthly

Targets The expected trend for this metric overtimeistoremainstable or increase
towards 100%.
Sources Configurationmanagementand IT support tracking system audit reports will

provide compliance status. Automated testingtools for CIS benchmarks are
alsoavailable.

Visualization Bar Chart
X-axis: Time (Month)
Y-axis:PCC (%)

Usage
The Percent of Configuration Compliance (PCC) represents the overallcompliance to
configurationpolicies. The higherthe PCC the more consistent the organization’s systems are

andtheeasierisitto establishandmaintain those systems.

Limitations
e This metricrelies on the organizationbeing able to identify all systems thatare under
configuration management. Some systems may be exempt from configuration
management policies.
e This metricrelies on the organizationbeing able to verify thatthe systemisin
compliance to configuration policies

References
Center for Internet Security, Benchmarks (http://cisecurity.org)
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|EEE Standard 828-1990, Software Configuration Management Plans.

ISO/IEC 12207:2008, Information technology — Software life cycle processes and ISO/IEC
15288:2008, Information technology — System life cycle processes.

Ross, Katzke, Johnson, Swanson, StoneburnerandRogers. Special Publication SP 800-53:
Recommended Security Controls for Federallnformation Systems (Rev 2).US National Institute
of Standards and Technology, 2007

Chew, Swanson, Stine, Bartol, Brown and Robinson. Special Publication 800-55: Performance

Measurement Guide for Information Security (Rev 1). US National Institute of Standards and
Technology, 2008

88|Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Change ManagementMetrics
This section describes metrics for measuring security around the change managementinan
organization’s environment.

Changes are likely to be constantly occurringin large and complexenvironments. Managers
will wantto know how these changes impact the security of their systems and need metrics
thatanswer questions such as:

e Howmuchchangeishappening?

e Howfrequently are we making changes?

e How quickly canchanges beimplemented?

e Do we knowthesecurityimpacts of these changes?
e Are we deviating from existing security policies?

The following initial set of metrics for Configuration Managementare designed to provide
managers with informationthe organization’s ability to implement change, to understand the
security impacts of those changes, andhow these changes affect their overall risk profile.

1. Meantime to Complete Change. The average timetaken to complete change requests.

2. Percent of Security Reviews. The percentage of completed change requests thathada
review of the security impacts.

3. Percentage of Security Exceptions. The percentage of completed changes that did
received an exceptionto current security policy.

Data Attributes

The followingis a list of attributes that shouldbe populated as completely as possible for each
changedatarecord. These attributes were derived from the ITILv3 —Request for Change data
record.” Please note that some fields in the Request for Change record are documented here
becausethey arenot needed for configuration metrics calculations.

Table 37: Technologies Table

The followingis a list of attributes that should be populated as completely as possible for each
technology:

13
S. Kempter and A. Kempter, ITILV3 Checklist Request for Change RFC, 2008. <http://wiki.en.it-
processmaps.com/index.ph p/Checklist_Request_for_Change_RFC>
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Technologies Table
Name Type | De- Required | Description
identi
fied
Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy D / generated.
Num
ber

Name Text [ No No Name from CPE Dictionary which follows the following
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specific label of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service pack informationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define s pecific target
hardware and software architectures.

Languag | Text | No No Language from CPE Dictionary.

e
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Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the

ogy nded organization. Usesvalue Low, Medium, High, or Not

Value Defined.

Business | Text | No No Organizational business unitthat the technology

Unit belongs to.

Owner | Text | No No Uniqueidentifierfor individual within the organization
thatis responsible forthe technology.

Classific | Text | No No Classification of technology: Servers, Workstations,

ation Laptops, Network Device, Storage Device,
Applications, Operating systems

Table 38: Change Exemption Table

This table displays technologies that are exempt from changes.

Change Exemption Table
Name Type De- Required Description
identified

Change Number No Yes Uniqueidentifier for the change

Request|D request. Generallyauto-
generated.

Technology | Text/Numb | No Yes One-to-many reference to

ID er technologies that shouldundergo
change.

Exempt By Text Yes No Uniqueidentifier of the person
who approvedthe exemption

Exemption Date/Time | No No Dateand timethetechnology was

Date exempt

Reason Text No No Reason why technologywas
exempt

14
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.
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Change Request contains information regarding the approval of change requests.

Change RequestTable
Name Type De- Required Description
identified

Change Number No Yes Uniqueidentifier for the change

RequestID request. Generallyauto-
generated.

Submission Date/Time | No No Dateandtimethechangeitem

Date was submitted

Requested Text Yes No Uniqueidentifier of the person

By thatsubmitted the change

Priority Text No JNo How soon therequestshouldtake
place. Usesvalues High, Medium,
and Low.

ChangeType | Text No No Typeof change. Usevalues
Architectural, Component, or
Emergency.

Estimated Text No No Estimated costof thechangein

Cost Level of Effort or actual dollar
amounts

Status Text No No Currentstatus of therequest. Use
values Approved, Not Approved,
or Pending Approval.

Approval Date/Time | No No Dateandtimetherequestwas

Date approvedor disapproved

Approved By | Text Yes No Uniqueidentifier of the person
who approvedthechange

Technology | Text/Numb | No No One-to-many reference to

ID er technologies that shouldundergo
configurationchange.
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This table displays configuration changes that occurred on technologies within organizations.

Change Item Table

Name Type De- Required Description

identified

ChangelD Number No Yes Uniqueidentifier for the change.
Generally auto-generated.

Change Number No Yes Uniqueidentifierfor thechange

Request|D request. Generallyauto-
generated.

Changed By | Text Yes No Uniqueidentifier of the
individual that performed the
change.

Technology | Text/Number| No No One-to-many reference to the

ID technologies that underwent
configurationchange.

Scheduled Date/Time No No Suggested dateand timeforthe

StartDate change

StartDate Date/Time No No Dateand time changestarted.
May use ApprovalDate.

Completion | Date/Time No No Dateandtimethechangewas

Date completed.

Table 41: Configuration Change Review Table

This table displays changerequests that were reviewed following a change.

Change Review Table
Name Type De- Required Description
identified
ChangelD Number No Yes Uniqueidentifierfor the change.
Generally auto-generated.
Change Number No Yes Uniqueidentifierfor the change
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Request|D request. Generallyauto-
generated.

Technology | Text/Number| No No One-to-many reference to

ID technologies thatshould
undergo configuration change.

Actual Cost | Text No No Actual costofthechangein
Level of Effortor actual dollar
amounts

Change Text/Number | No Yes Uniqueidentifier for the change

Review ID review.

Reviewed By | Text Yes No Uniqueidentifier of the person
who reviewed the change.

Reviewed Date/Time No No Dateandtimethechangewas

Date reviewed.

Results Text No No Results of thechangereview.
Usevalues of In Compliance,
Not in Compliance.

Compliant Boolean No No Whether or notchangewas

completed in accordance to
policy. Usevalues Compliant or

Not Compliant.

Diagram 5:Relational Diagram for Configuration Management Data Attributes

The diagram below shows the relationship of tables described in Configuration Management

Data Attributes:
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- Change Request
Technologies
PK | Change Request ID | CHAR(10)
PK [ Technology ID CHAR(10)
FK1 | Technology ID CHAR(10)
’F\:nge EEHﬁTR((ll(;) Submission Date | DATETIME
Requested By CHAR(10)
VEel TEXT(10) g Priority CHAR(10) |4
Product TEXT(10) Purpose CHAR(10)
Version TEXT(10) Change Type CHAR(10)
Update CHAR(10) Estimated Cost CURRENCY
Edition TEXT(10) Status CHAR(10)
Language TEXT(10) Approval Date DATETIME
Technology Value | CHAR(10) Approved By CHAR(10)
Business Unit CHAR(10)
Owner CHAR(10) A
Classification CHAR(10) Change Item
T PK,FK1 | Change Request ID | CHAR(10)
PK Change ID CHAR(10)
Exempt Technologies PK Technology ID CHAR(10)
PK,FK2 | Technology ID CHAR(10) Changed By CHAR(10)
Scheduled Start Date | DATETIME
FK1 Change Request ID | CHAR(10) Start Date DATETIME
ZC[EE E) Chaity) Completion Date DATETIME
Exemption Date DATETIME
Reason TEXT(50) 4
Change Review
PK Change Review ID [ CHAR(10)
PK,FK1 Change ID CHAR(10)
PK,FK1,FK2 | Change Request ID | CHAR(10)
PK,FK1 Technology ID CHAR(10)
Actual Cost CURRENCY
Reviewed By CHAR(10)
Reviewed Date DATETIME
Results TEXT(50)
Compliant BIT
Classifications

Tagging of information is a valuable way to provide context to collected data records.

Classificationtags provide a way to group change requests, requestingparties, affected
business applications or technologies, implementationteams, and change approval and review
methods.

Withinan organization, the combination of dimensions can provide key insightinto
concentrations of risks foran organization suchas urgent requests on critical applications or

changes to criticalapplications without security review.
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Sources
The primarydata source for these metricsis a configuration management system or a change-
control tracking system.

Dimensions

This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be applied or tagged atthelevel of the underlying changerecord as
described in Configuration Management Metrics: Data Attributes. For example:

e Priority of thechangerequest

e Grouprequestingthechange

e Whether or notsecurity reviews wereinvolved

e Locationor business unitof thechanged technology
e Results of thesecurity review

e |Importanceof thetechnology to the organization requiring the change request

Automation

The ability to automate the source data collection for these metricsis medium because most
organizations maintain a trackingsystem for configuration changes, although these systems
may vary intheirdegree of automation. Once theinitial dataset has been collected, use of the
datasetcan beautomated for metric calculation purposes.

Visualization
Configurationchange metrics may be visually represented in several ways:

e Simplevisualizations mayinclude a table showing metricresults for the organization
with each row displaying the value as of selected time periods (eachweek or each
month). Columns may be used fordifferent request priority levels (e.g. Low, Medium,
and High).

e Graphical visualizations mayinclude time-series charts where metricresults are plotted
on the vertical axisandthetime periods displayed on the horizontal. To provide
maximum insight, plotted values for each period mayinclude stacked series for the
differing request priorities.

e Complexvisualizations should be usedfor displaying metricresults for cross-sections
such as by organizationor request priority. For example, small multiples could be used
to comparethe number of urgent change requests across business units or values of the
targettechnologies or applications.
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Defined Metrics
Mean Time to Complete Changes

Objective
The goal of this metricisto provide managers with informationon the averagetimeittakes for
a configuration changerequest to be completed.

Table 42: Mean Time to Complete Changes

Metric Mean Timeto Complete Changes
Name

Version 1.0.0

Status Final

Description The averagetimeittakesto completea configuration change request.

Type Operational

Audience Security Management

Question Whatisthe mean timeto completea changerequest?

Answer A positiveinteger valuethatis greaterthan zero. Avalue of “0” indicates

thatthe organization immediately implements changes.

Formula The mean timeto completea changerequestis calculated by taking the
difference between the datethe request was submitted andthe datethe
changewas completed for each change completed withinthe time period of
the metric. This number isthen divided by the total number of changes
completed during the metric’s time period:

Sum(Completion_Date — Submission_Date)

MTCC =
Count(Completed Changes)
Units Days per configurationchange request
Frequency  Weekly, Monthly, Quarterly, Annually
Targets MTCC values should generallytrend lower over time provided operational

systemuptimeisveryhigh. Thisnumberwill dependon the organization’s
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business, structure, and use of IT. Whilea lower valueindicates greater
effectiveness at managing theIT environment, this should be examined in
combination withthe use of approval and change review controls. Because
of the lack of experiential data fromthefield, no consensus on the range of
acceptable goal values for Mean Time to Complete Changes exists.

Sources Configurationmanagementand IT support tracking systems will provide
configurationchange data.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: MTCC (Days/Request)

Usage

Managers canuse this metric to understand their abilityto react to changing needsintheir
environment. Thefaster theapproval cycle, the shorter the response time will be. The exact
valuethatreflects a healthyenvironment will be subjective for the type of company. However,
values should be similar for companies of the same size and business focus.

By focusing on high-value applications or urgent change requests they can improve their
understanding of risk management capabilities. Itis useful to pair this metric with data on the
absolute number of changesin order to understandthe effectiveness of the change
management capabilities of the organization.

Limitations

Only completed changes. This metric onlycalculates the result forchanges that have been
completed during thetime period. Changesthathave notoccurred will notinfluence the
metric results until they are completed, perhaps several reporting periods later. This may over-
report performance whilethe changes are not completed and under-report performance after
the changes has been completed.

Scheduled changes. Changes that have been submitted with a scheduled change date may
resultinmetricvalues thatdo not provide material information. Thetimetaken for the change
requestto beapprovedandanydelays dueto the work queue volumes should be considered,
butnottimea changerequestis notbeing processedin some manner.

Variationsin the scale of changes. All changes are weighted equally for this metric regardless of
the level of effortrequired or priority of therequestand are not taken into account by the
current metricdefinition. Organizations wanting increased precisioncouldgroup results by
categories of changesize (e.g. Large, Medium, Small) or normalize based on level of effort.
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Percent of Changes with Security Review

Objective
The goal of this metricisto provide managers with informationabout theamount of changes
and system churnintheirenvironment that have unknown impact on their security state.

Table 43: Percent of Change with Security Review

Metric Percent of Changes with Security Review
Name

Version 1.0.0

Status Final

Description This metricindicates the percentage of configuration orsystem changes that
were reviewed for security impacts before the change was implemented.

Type Management

Audience Business Management, Security Management

Question What percentage of changes received security reviews?

Answer A positiveinteger value between zero and one hundred thatrepresents a

percentage. Avalueof “100%” indicates that all changes received security
reviews during the metrictime period.

Formula The Percent of Changes with Security Review (PCSR) metricis calculated by
countingthe number of completed configuration changes that had a security
review during the metrictime perioddivided by the total number of
configurationchanges completed during the metric time period.

Count(Completed Changes with_Security Reviews )
Count(Completed _Changes)

PCSR = *100

Units Percentage of configurationchanges
Frequency  Weekly, Monthly, Quarterly, Annually

Targets PCSR values shouldtrend higherover time. Generally speaking, change
management processes should contain review and approval steps that
identify potential business and security risks. Because of the lack of
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experiential datafromthefield, no consensus on the range of acceptable
goal values for Percent of Changes with Security Review exists.

Sources Configurationmanagementand IT support tracking systems will provide
configurationchange data.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: PCSR (%)

Usage

Managers canuse this metric to understand the degree to which changes with unknown
security impacts are occurring in their environment. The metric results indicate theamount of
churnthathasa knownimpact on theintendedsecurity model of the organization. As changes
with unknown security implications accumulate, it would be expected that the security model
of these systems woulddegrade.

By focusing on changes to high-value applications andtechnologies or key business units,
managers can understand the degree to whichsecurity risks maybeintroducedto these
systems.

Limitations

Only completed changes. This metric is only calculating the results for changes that have been
completed during thetime period. Changesin security review policies may notbeincludedin
this metricif the changes have notbeen completed in the metrictime period.

Variationsin the scale of changes. All changes are weighted equally for this metric regardless of
the level of effortrequired or priority of therequestand are not taken into account by the
current metricdefinition. Organizations wantingincreased precisioncouldgroup results by
categories of changesize (e.g. Large, Medium, Small) or normalize based on level of effort.

References
S. Kempter and A. Kempter, ITILV3 Checklist Request for Change RFC, 2008. <http://wiki.en.it-
processmaps.com/index.php/Checklist_ Request_for_Change RFC>
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<http://wiki.en.it-processmaps.com/index.php/Change_Management>
A. Riley etal. Open GuideITIL Configuration Management, 2008.
<http://www.itlibrary.org/index.php?page=Configuration_Management>
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Percent of Changes with Security Exceptions

Objective

The goal of this metricis to provide managers with informationabout the potential risks to
their environment resulting from configuration or system changes exemptfromthe
organization’s security policy.

Table 44: Percent of Changes with Security Exceptions

Metric Percent of Changes with Security Exceptions
Name

Version 1.0.0

Status Final

Description This metricindicates the percentage of configuration orsystem changes that
received an exceptionto existing security policy.

Type Operational

Audience Security Management

Question What percentage of changes received security exceptions?

Answer A positiveinteger value between zero and one, reported as a percentage. A

value of “100%” indicates thatall changes are exceptions.

Formula This Percentage of Security Exception (PCSE) metrics are calculated by
countingthe number of completed configuration changes that received
security exceptions during the metric time period divided by the total
number of configuration changes completed duringthe metric time period:

Count(Completed Changes with_Security Exceptions )

POSE = Count(Completed Changes) *100
Units Percentage of configurationchanges
Frequency  Weekly, Monthly, Quarterly, Annually.
Targets PCSE values should trend lower over time. Generallyspeaking, exceptions

made to security policies increase the complexity and difficulty of managing
the security of the organization. Because of the lack of experiential data
fromthefield, no consensus on the range of acceptable goal values for
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Percent of Changes with Security Exceptions exists.

Sources Configurationmanagementand IT support tracking systems will provide
configurationchange data.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: PCSE (%)

Usage

Manager canuse this metricto understand their exposure in terms of the percentage of change
exceptionsto theirsecurity policy. While exceptions maybe granted based on negligiblerisk or
additional controls, itis possible thataccumulated change exceptions could degrade their
security posture.By focusing on exceptions granted to changes to high-value applicationsand
technologies, or key business units, managers can focus their attention and resources and
increase theirunderstanding of the degree to which security risks may be introduced to these
systems.

Limitations

Only completed changes. This metric is only calculating the results for changes that have been
completed during thetime period. Changesin-progress will notbeincluded in this metricif
they have not been completed in the metrictime period.

Variationsin the scale of changes. All changes are weighted equally for this metric and do not
takeinto accounttheamount of effortrequired. For a better understanding of the scale of
exceptions, organizations should group results by categories of change size (Large, Medium,
Small) or normalize based on scale of the change.

Dependency on security reviews. Security exceptions may only have been granted for systems
thatreceived security reviews. Changes implemented without security reviews mayinclude
unknown anduntracked exceptions to security policies.

References
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processmaps.com/index.php/Checklist_Request_for_Change RFC>

S. Kempter and A. Kempter, ITILV3 Configuration Management Process, 2008.
<http://wiki.en.it-processmaps.com/index.php/Change_Management>

A. Riley etal. Open GuideITIL Configuration Management, 2008.
<http://www.itlibrary.org/index.php?page=Configuration_Management>
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Application Security Metrics

This section describes metrics for measuring security around the business applicationsinan
organization’s environment.

Business applications perform manyfunctions from order processing to inventory
management. Organizations areincreasinglydependent on business applications, especially
applications connectedto the Internet for transactions between customers, suppliers, business
units and employees.

Whilea individual applications may be more or less critical than another, all managers want to
understandif they can rely on their business applications to reliably functionasintended.
Security issues with business applications canput both informationassets as well as the
capability to operateatrisk.

The security of these business applications depends on severalfactors:
= Designof theunderlying security model
= Selection andincorporation of component technologies

= Developmentof theapplications, through software development and integration
processes

= Underlyinginfrastructure such as the operating systems and applications

The following initial set of metrics for Application Security are designed to provide managers
with information on the distribution by types of applications they are managing, what the
known risks to those applications are,andhow well their applications have been examined for
weaknesses:

1. Number of Applications. The absolute number of applications provides a useful
measurethatallows anorganizationto understand “what they have” and to interpret
the results provided by other metrics. As a key indicator of risk, the number of critical
and high value applications should be viewed.

2. Percentage of Critical Applications. This metricidentifies the percentage of an
organization’s applications that are critical to its operations. This helps the organization
understandtheirrelative level of exposure to application security risks.

3. Risk Assessment Coverage. This metric examines the percentage of applications that
haveundergonea risk assessment. Understanding the percentage of applications that
have had a risk assessment performed provides managers witha better understanding
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of their risks among their applications. Akey riskindicator isthe Risk Assessment
Coveragefor High Value applications.

4. Security Testing Coverage. The percentage of post-deployment applications that have
experienced material security testing for weaknessesis a key indicator of the level of
applicationsecurity risk.
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Data Attributes
The followingis a list of attributes that shouldbe populated as completely as possible for each
applicationsecurity datarecord.

Table 45: Technologies Table

The followingis a list of attributes that shouldbe populated as completely as possible for each
technology:

Technologies Table
Name Type | De- Required | Description
identi
fied
Technol | Text | No Yes Uniqueidentifier for thetechnology. Generallyauto-
ogy ID / generated.
Num
ber

Name Text [ No No Name from CPE Dictionary which follows the following
structure:
cpe:/{PART}:{VENDOR}:{PRODUCT}:{VERSION}:{UPDAT
E}:{EDITION}:{LANGUAGE}.

Part Text | No No Platform.Usevalue:H,0O,or A.H, O,and Arepresent
hardware, operating system, and application
environmentrespectively.

Vendor | Text | No No Vendor from CPE Dictionary. Thisis the highest
organization-specificlabel of the DNS name.

Product | Text | No No Productfrom CPE Dictionary. This is the most
recognizable name of the product.

Version | Text | No No Version from CPE Dictionary. Same formatas seen
with the product.

Update | Text | No No Updateor service packinformationfrom CPE
Dictionary.

Edition | Text | No No Edition from CPE Dictionary. May define s pecific target
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hardware and software architectures.
Languag| Text | No No Language from CPE Dictionary.
e
Technol | Text | No Recomme | Impactfromtheloss of this technology (C/I/A) to the
ogy nded organization. Usesvalue Low, Medium, High, or Not
Value Defined.®
Business | Text | No No Organizational business unitthatthe technology
Unit belongs to.
Owner | Text | No No Uniqueidentifier for individual within the organization
thatis responsible forthetechnology.
Classific | Text | No No Classification of technology: Servers, Workstations,
ation Laptops, Network Device, Storage Device,
Applications, Operating systems

Table 46: Business Applications Table

This table contains information regardingan organization’s business applications.

Business Applications Table

Name Type

De-
identified

Required

Description

Application ID Number

No

Yes

Uniqueidentifier for the
application. Generally auto-
generated.

Application Text

Name

Yes

No

The name of the business
applicationfrom CPE
Dictionary. Thisisthemost
recognizable name of the
product.

Version Text

No

No

Version from CPE Dictionary.
Sameformatasseen withthe
product.

16
This is adopting 2.3.3 Security Requirements Scoring Evaluation from CVSS v2, http://www.first.org/cvss/cvss-guide.ht mi#i2.3.
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Vendor from CPE Dictionary.
This isthehighest
organization-specificlabel of
the DNS name.

Language Text

No

No

Language from CPE Dictionary.
Usevalue C/C++, ISP, ASP,
.NET, J2EE, CGI, Perl, PHP, Web
Services, or Other.

Web-Enabled Boolean

No

No

Whether or notthe application
is web-enabled.

In-House Number

Development

No

No

Percentage of application
developedin-house, if
applicable.

Vendor Number

Development

No

No

Percentage of application
developed by vendor, if
applicable.

Custom Number

No

No

Percentage of application that
was customized, if applicable.

Database Text

No

No

Primary database used. Use
Oracle, MySQL, SQLServer, or
Other.

Application Text
Value

No

Recommended

Avaluethatindicates the
impactfromtheloss of this
business systemto the
organization. Use values Low,
Medium, High, and Not
Defined.

Owner Text

Yes

No

Uniqueidentifier for individual
responsible for the application.

Hosting Boolean

No

No

Whether applicationis
managed internally or
externally. Usevalues Internal
or External.

Table 47: Business Application Status Table

Currentstatus of all business applications withinthe orga nization:
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Business Application Status Table

Name Type De- Required Description
identified

Application ID Number No Yes Uniqueidentifier for the
application. Generally auto-
generated.

TechnologyID Text / No Yes Uniqueidentifierfor the

Number technology. Generally auto-

generated.

Application Text No No Indicator of theapplication’s

Status currentstatus. Usesvalues In
Testing, In Development, or
Production.

Status Changed | Date/ No No Dateand timewhen

Date Time applicationstatus was last
changed.

Status Changed | Text No No Uniqueidentifierfor entity

By thatupdated theapplication
status.

Table 48: Risk Assessments Table

This table contains information on theriskassessments performed inthe organization.
Currentlyfor theinitial set of metrics, relatively few fields are required. Organizations can

include additional fields to enhance their abilityto measure and understandtheirrisks.

Risk Assessments Table

Name Type De- Required Description
identified

Assessment|ID | Text /Number No Yes Uniqueidentifier for the
assessment. Generally auto-
generated.

Technology!ID | Text/Number | No Yes Uniqueidentifier for the
technologytheapplication
resideson.
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Date of No No Datethatriskassessment

Assessment Date/ Time was completed.

ApplicationID | Text /Number | Yes Yes Uniqueidentifierfor the
application.

Assessed By Text No No Uniqueidentifier of the
entity conducting the
assessment.

Assessment No No Methodologyor process

Type used for the Risk Assessment
such as: FAIR, FRAP, OCTAVE,
SOMAP, ISO 27005, NIST 800-

Text 30

Assessment No No Total person-hours of the

Effort Number assessment

Assessment No No Total cost of the assessment

Cost Number

Assessment No No Scopeoftherisk assessment

Scope coveringthisapplication:
Organization, system, or

Text application

Compliant No No Whether or notthe
applicationis compliant with
security control standards.
Usevalues Compliant or Not

Boolean Compliant.
Assessment No No Results of the assessment.
Results Text

Table 49: Security Testing Table

This table contains information about securitytests, such as manual penetrationtests, staticor
dynamicbinary analysis, andother applicationsecurity testing. Organizations caninclude
additional fields to enhance theirability to measureandunderstand their risks.

Security Testing Table

Column Name | Type

De-
identified

Required

Column Description
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Uniqueidentifierfor the
test. Generally auto-
generated.

TechnologyID

Text / Number

No

Yes

Uniqueidentifier for the
technologytheapplication
resideson.

Date of Testing

Date/ Time

No

No

Datethatsecurity testing
was performed.

Application ID

Text / Number

Yes

Yes

Referenceidentifier for the
application.

Tested By

Text

No

No

Uniqueidentifier of the
entity conducting the
testing.

TestType

Text

No

No

Methodologyor process
used for thesecuritytesting
such as: Source Code
Analysis, Static Binary
Analysis, Dynamic Analysis,
Fuzzing, Penetration Testing

Test Method

Text

No

No

Whether or not security test
was automated. Usevalues
Manual or Automated

TestResults

Text

No

No

Results of the testing.

Security Test
Effort

Numeric

No

No

Total person-hours of test
effort

Security Test
Cost

Numeric

No

No

CostoftheSecurity Test
(USD).

Table 50: Business Application Weaknesses Table

Current mitigation status of weaknesses discovered on business applications.

Business Application Weaknesses Table

Column Name | Type De- Required Column Description
identified
Mitigation ID | Text /Number | No Yes Uniqueidentifier for the
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mitigation ticket. Generally
auto-generated.

ApplicationID

Text / Number

No

Yes

Uniqueidentifierfor the
application. Generally auto-
generated.

TechnologyID

Text / Number

No

Yes

Uniqueidentifier for the

technologytheapplication
resideson.

CWEID

Text / Number

No

Yes

Uniqueidentifierfor the
weakness.

Discovered
Date

Date/Time

No

No

Dateand timetheweakness
was discovered. May bethe
samedatetherisk
assessmentorsecurity
testing was performed.

Discovered By

Text

No

No

Uniqueidentifier of the
entity thatdiscoveredthe
weakness. May be Security
Testing ID or Risk
Assessment|D.

Status

Text

No

No

Currentstatus of the
mitigation effort. Use values
of Mitigated or Not
Mitigated.

Priority

Text

No

No

How quickly weakness
should be mitigated. Use
values of High, Medium,
Low.

Type

Text

No

No

Type of weakness.

Mitigation
Date

Date/Time

No

No

Dateand timewhen the
weakness was mitigated, if
applicable.

Mitigated By

Text

No

No

Uniqueidentifier for entity
that mitigatedthe weakness,
ifapplicable.

Table 51: Most Dangerous Programming Errors Table
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CWE/SANS Top 25 Most Dangerous ProgrammingErrorsis a list of the most widespreadand

critical programming errors that canlead to s erious software vulnerabilities.

Most Dangerous ProgrammingErrors Table

Column Name | Type De- Required Column Description
identified

CWEID Text /Number | No Yes Uniqueidentifier for the
weakness.

Name Text No No Name of the weakness.

Weakness Text No No How often the weaknessis

Prevalence encountered. Usevalues of
Limited, Medium, Common,
High, or Widespread.

Remediation | Text No No The amount of effort

Cost required to fixthe weakness.
Usevalues of Low, Medium,
or High.

Attack Text No No How often the weakness

Frequency occursinvulnerabilities that
areexploited by anattacker.
Usevalues of Rarely,
Sometimes, or Often.

Consequences | Text No No Impacton the organization
should the weakness be
exploited. Usevalues of
Code Execution, Security
Bypass, Data Loss, Code
Execution, or Denial of
Service.

Easeof Text No No Howeasyitisfor anattacker

Detection to find this weakness. Use
values of Easy, Moderate, or
Difficult.

Attacker Text No No The likelihoodthatan

Awareness attacker is going to beaware

of this particular weakness,
methods for detection, and
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methods for exploitation.
Usevalues of Medium, High.

Discussion Text No No Discussionof the nature of
the weaknessandits
consequences.

Prevention Text No No Steps to mitigateor
eliminate the weakness.

Diagram 6:Relational Diagram for Application Management Data Attributes

The diagram below shows therelationship of tables described in Application Management Data
Attributes:
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Technologies Business Application Risk Assessment
PK |Technology ID | CHAR(10) PK | Assessment ID CHAR(10)
Name TEXT(10) ¢ FK2 | Application ID CHAR(10)
Part CHAR(1) FK1 | Technology ID CHAR(10)
Vendor TEXT(10) Assessed By CHAR(10)
Product TEXT(10) Date of Assessment | DATETIME
Version TEXT(10) na Assessment Type CHAR(10)
Update CHAR(10) Compliant BIT
Edition TEXT(10) Results TEXT(50)
Language TEXT(10) Assessment Effort | SHORT
Technology Value | CHAR(10) Assessment Cost CURRENCY
Business Unit CHAR(10) Assessment Scope | CHAR(10)
Owner CHAR(10) < f 1
Classification CHAR(10) - .
7y Business Application Status
Business Application Security Testing PK,FK1 | Application ID CHAR(10)
PK,FK2 [ Technology ID CHAR(10)
PK | Testing ID CHAR(10)
Application Status CHAR(10)
FK2 | Application ID | CHAR(10) Date of Status Change | DATETIME
FK1 | Technology ID | CHAR(10) Status Changed By CHAR(10)
Tested By CHAR(10)
Date of Testing | DATETIME \ 4 +
Test Type CHAR(10) Business Application : —
Test Method BIT Business Application Weaknesses
Results TEXT(50) 3| PK | Application ID CHAR(10) —
Test Effort SHORT PK,FK4 | Mitigation ID | CHAR(10)
Test Cost CURRENCY Application Name TEXT(10) .
Version TEXT(10) | |FK2 Application ID | CHAR(10)
Vendor TEXT(10) FK3 Technology ID CHAR(10)
Most Dangerous Programming Errors Language TEXT(10) |LFKL CWE ID CHAR(10)
ey i o Discovered Date | DATETIME
o CuE D CHAR(10) In-house Development| SINGLE g;sct:overed By g:ﬁgggg
Vendor Development | SINGLE atus
Name TEXT(10) Costom oRmen ) NGLE Priority CHAR(10)
Weakness Prevalence | CHAR(10) Database CHAR(10) Type CHAR(10)
Remediation Cost CHAR(10) Application Value CHAR(10) Mitigation Date | DATETIME
Attack Frequency CHAR(10) Owner CHAR(10) Mitigated By CHAR(10)
Consequences CHAR(10) Hosting BIT
Ease of Detection CHAR(10)
Attacker Awareness CHAR(10) |
Discussion LONGTEXT [¥ v
Prevention LONGTEXT
Vulnerability Remediation
Vulnerability PK |Vulnerability Remediation ID | CHAR(10)
PK | Vulnerability ID | CHAR(10) FK1 | Vulnerability ID CHAR(10)
Vulnerability Name | TEXT(10) | Jlechclcorly ClHARE)
<4 Open Date DATETIME
CVE ID CHAR(10)
Status CHAR(10)
CWE ID CHAR(10) o
L Priority CHAR(10)
Description TEXT(20)
Close Date DATETIME
Release Date DATETIME Closed B CHAR(10)
Severity CHAR(10) 4
Classification CHAR(10)
Classifications

Tagging of information is a very valuable way to provide context to collected data records.
Classificationtags provide a way to groupchangerequests, requestingparties, affected

business applications or technologies, implementationteams, andchange approval and review
methods.

Itis expected that dimensions will be added to these tables to provide the abilityto view metric

results thataddress key questions and concerns. Examples of dimensions thatcanbeadded to
the metric datasetsinclude:

© 2010 The Center for Internet Security
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e Technologies: Application status, business unit, geography, business value, or
technologycategoryby technology

e Risk Assessments: Assessment method or development stage
e Security Testing: Testing effort, testing team, or test duration

Withinan organization, the combination of dimensions can provide key insightinto
concentrations of risks foran organization suchas the percent of critical applications without
risk assessments or security testing.

Business ApplicationValue
Business Applications will berated for their value by adopting a simplified version of the
Common Vulnerability Scoring System (v2) section 2.3.3 Security Requirements Scoring
Evaluationratings. Each Business Applications is assigned one of three possiblevalues,
“Low”, “Medium”, “High” (or Not Defined) depending on theimpact from loss of this
systemto the business. Theseratings arereproduced here:

e Low (L). Loss of [confidentiality | integrity | availability] is likely to haveonlya
limited adverse effect on the organization orindividuals associated with the
organization(e.g., employees, customers).

e Medium(M). Loss of [confidentiality | integrity | availability] is likelyto havea
serious adverse effect on the organization or individuals associated with the
organization (e.g., employees, customers).

e High (H). Loss of [confidentiality | integrity | availability]is likely to havea
catastrophic adverse effect on the organization orindividuals associated with the
organization(e.g., employees, customers).

o Not Defined (ND). Assigning this valueto the metric will notinfluencethescore.ltis
a signal to theequation to skip this metric.

As describedin CVSSv2, these values should be based on networklocation, business function,

andthepotential forloss of revenue or life, although no specific methodology is defined to
assignthesevalues.

Sources
The data sources for these metricare application tracking systems that containing application

and values, risk assessment tracking systems that contain the dates and results of assessments,
and security testing histories.
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Dimensions
This metricmay include additional dimensions for grouping and aggregation purposes. These

dimensions should be applied or tagged atthelevel of the underlying application record as
described in ApplicationSecurity Metrics: Data Attributes. For example:

e Valueofapplications allows foranalysis of the volume of applications thatare of high,
medium, or low value to the organization

e Locationor business unitin the organization allows for the identification of
concentrations of risk

e Assessmenttypesandscope
e Developmentstage of theapplication
o Testingtype, suchas manual penetration, automated testing, binary analysis

e Testingorganizations (e.g.in-house or external consultants)

Automation

The ability to automate the source data collection for this metric is medium. While most
organizations maintain tracking systems for business applications, risk assessments and security
testing, these systems are generally maintained manually. Once theinitial dataset has been
collected, the potential forongoing automationis high.

Visualization
Application security metrics maybe visuallyrepresented in several ways:

e Simplevisualizations may include a table showing the number of applications for the
organizationwith each row displaying the value for selected time periods (each week or
each month). Columns may be used for different application value levels (e.g. Low,
Medium, High).

e Graphical visualizations mayinclude time-series charts where the number of
applicationsis plotted on the vertical axis and the time periods displayed on the
horizontal. To provide maximum insight, plotted values for each periodmay i nclude
stacked series for the differing values of applications.

e Complexvisualizations should be usedfor displayingthe number of applications for
cross-sections suchas by organization or asset value. For example, smallmultiples could
be used to compare the number of high value applications across business units.
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Defined Metrics

Percentage of Critical Applications

Objective

This metrictracks the percentage of applications thatarecritical to the business.

Table 52: Percentage of Critical Applications

Metric
Name

Version
Status

Description

Type
Audience
Question

Answer

Formula

Units
Frequency

Targets

Percentage of Critical Applications

1.0.0
Final

The percentage of critical applications measures the percent of applications
thatarecritical to the organization's business processes as defined by the
application’svaluerating.

Technical
Security Operations
What percentage of the organization’s applications is of critical value?

Positiveinteger value thatis equal to or greater than zero and less thanor
equal toonehundred, reported as a percentage. Avalue of “100%”
indicates thatall applications are critical.

The Percentage of Critical Applications (PCA) metricis calculated by dividing
the number of applications that have high value to the organization by the
total number of applicationsinthe organization:

Count(Critical_Applications )

PCA = *100

Count(Applications)
Percent of applications
Weekly, Monthly, Quarterly, Annually.

Because of thelack of experiential data from the field, no consensus on goal
values for the percentage of critical applications. Theresult willdepend on
the organization’s businessanduseof IT.
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Usage

Managers canuse this metric to gaina better understanding of the quantity of applications that
arecritical to their organization. This metric provides a reference to the scale of the
organization’s use of applications and assists managers with better understanding of the scope
and scaleof theirapplication securityrisk.

Limitations

Variations in application scope. Different organizations mightcountasa “single” applicationa
systemthatanother organization mayconsider several distinct applications, resultingin
significantly different numbers of applications between organizations.

Variations in application scale. Applications within or acrossorganizations might be
significantlydifferentin size, so thelevel of effort required to assess, test or fix vulnerabilities

may vary between applications.
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Risk Assessment Coverage

Objective
This metricreports the percentage of applications that have been subjected to risk
assessments.

Table 53: Risk Assessment Coverage

Metric Risk Assessment Coverage
Name

Version 1.0.0

Status Final

Description Risk assessment coverageindicates the percentage of businessapplications
thathavebeensubjectto a risk assessmentatany time.

Type Technical

Audience Security Operations

Question What percentage of applications have been the subjected to risk
assessments?

Answer A positive value between zero and one hundred, reported as a percentage.
Avalueof “100%” wouldindicate thatall applications have had risk
assessments.

Formula The metricis calculated by dividingthe number of applications that have

been subjectto any riskassessments by the total number of applicationsin
the organization:

_ Count(Applications_Undergone_Risk_Assessment)

Rac Count(Applications ) *100
Units Percent of applications
Frequency Weekly, Monthly, Quarterly, Annually.
Targets RACvalues should trend higher over time. Ahigherresult would indicate

that moreapplications have been examined for risks. Most security process
frameworks suggest or require riskassessments forapplications deployedin
productionenvironments. Because of the lack of experiential data from the
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field, no consensus on therange of acceptable goal values for Risk
Assessment Coverage exists.

Usage

Managers canuse this metric to evaluate their riskposturein terms of applications that have
undergonea risk assessment. Abetter understanding of the quantity of applications that have
not been exposed to a risk assessment allows the organizationto evaluate their level of
unknown risk associated with these applications. With metricresults for different dimensions is
possible to identify and evaluate concentrations of risk, such as forresults for critical
applications or applications containing confidential information.

Sources
The data source for this metric is a risk assessment tracking system.

Limitations

Variations in application scope. Different organizations might countasa “single” applicationa
systemthatanother organization mayconsider several distinct applications, resultingin
significantly different numbers of applications between organizations.

Variations in application scale. Applications within oracross organizations might be

significantlydifferentin size, so the level of effort required to assess, test or fix vulnerabilities
may vary between applications.

Depth of Risk assessments. Risk assessments canvaryin depth dueto the methodology used,
the amount of time spent, andthe quality of theassessmentteam.

Stage when Assessed. Risk assessments can occur atvaryingtimesin an application’s
development cycle that may influence the assessment.

References
Web ApplicationSecurity Consortium. Web Application Security Sta tistics Project.
http://www.webappsec.org/projects/statistics/
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Security Testing Coverage

Objective
This metricindicates the percentage of the organization’s applications have been tested for
security risks.

Table 54: Security Testing Coverage

Metric Security Testing Coverage
Name

Version 1.0.0

Status Final

Description This metrictracks the percentage of applications in the organization that
have been subjected to security testing. Testing canconsists of manual or
automated whiteand/or black-boxtesting and generally is performed on
systems post-deployment (although they could bein pre-production testing).

Studies have shown that thereis material differencesinthe number and
type of application weaknesses found. As a result, testing coverage should
be measuredseparately from riskassessment coverage.

Type Technical

Audience Security Operations

Question What percentage of applications has been subjected to security testing?

Answer A positive value between zero and one hundred, reported as a percentage.
Avalueof “100%” wouldindicate thatall applications have had security
testing.

Formula This metricis calculated by dividing the number of applications that have

had post-deployment security testing by the total number of deployed
applicationsinthe organization:

Count(Applications Undergone Security Testing )

STC= *100

Count(Deployed Applications )

Units Percent of applications
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Frequency Weekly, Monthly, Quarterly, Annually.

Targets STCvalues shouldtrend higherover time. Generally, the higher thevalue
and thegreater thetesting scope, the more vulnerabilitiesinthe
organization's applicationset will beidentified. Avalue of 100% indicates
thatevery application has been subject to post-deployment testing. Because
of the lack of experiential data from thefield, no consensus on the range of
acceptable goal values for Security Testing Coverage exists.

Usage

Managers canuse this metric to evaluate the degree to which applications have been tested for
weaknesses during the post-development phase (dimensions could be usedto expand this
metric to cover various stages of the devel opment lifecycle). Quantifying the applications not
subjected to security testingallows the organizationto evaluate theirapplication risk.

Automation

The ability to automate source data collectionfor this metric is medium. While theresults of
security testing are often maintained in a trackingsystem, these systems are generally
maintained manually. Once theinitial dataset has been collected, use of the dataset can be
automated for metric calculationpurposes.

Limitations
Variations in application scope. Different organizations might countasa “single” applicationa

systemthatanother organization mayconsider several distinct applications, resultingin
significantly different numbers of applications between organizations.

Variations in application scale. Applications within oracross organizations might be
significantlydifferentin size, so thelevel of effort required to assess, test or fix vulnerabilities

may vary between applications.

Depth of Risk assessments. Risk assessments can varyin depth dueto the methodology used,
the amount of time spent, andthe quality of the assessment team.

References
Web ApplicationSecurity Consortium. Web Application Security Statistics Project.
http://www.webappsec.org/projects/statistics/
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Financial Metrics

The combination of security costs andsecurity outcome metrics can be usedto understandif
security spendingis optimized, if projects meet their projected goals, and iforganizations are
focusingontherightareas. If costdataisnotavailable,ifmay be possible to use effortdata
instead(e.g. FTEs and time.) Forinstance, metrics centered aroundthe effortinvolvedin
security processes, such as the effort to remediate a vulnerability can be usedto improve
efficiency. Metricsaroundtheimpactand benefits to the organization, suchasreductionsin
the number of security incidents can improve overall security effectiveness.

When organizations consider their security costs and benefits the three questions they seek to
answer are:

1. Howmuchis beingspentoninformationsecurity? Companies wouldlike to know if their
security spendingisin-lineto other organizations with similar characteristics. If they are
over-or under-spending compared to their peers andtheirsecurity posture seems
equivalentthan they know thattheir spendingis likely to beless or more effective than
their peers. Anissue with comparing “financial” metricsinisolationisthatthereare
several unobserved values, namelythe effectiveness of the security thatis being
purchased.

2. Whatisthesecurity budget being spenton? Looking atthe waysinwhichsecurity budgets
areallocated can help optimize spending. This can help identifyif the most resources are
being directed atthe areas of greatestrisks, and if spendingis aligned with the
organization’s strategy.

3. Whatarethebenefits receivedfor this spending? Directly measuring the benefits of
security spendingis challenging. Currentlymost benefits can only be captured as reduced
time spentby personnel inmaintaining a level of security activity, reduced numbers of
common incidents (passwordresets, virus clean-ups), andreduced operational downtime,
butcan’teasily measure averted threats. Itis also possible to consider the benefits of
particularprojects and spending segments by looking atimprovements inthe performance
of business functions, forexample, and the marginal change resulting from additional
spending.

Initial Metrics:

1. Percent of ITbudget allocated to information security. How much of informationsecurity
spendingisallocated to security, normalized as a percentage of overall IT spending.
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2. Security Budget Allocation. What things is the security budget being spenton, such as
systems, personnel, software licenses, managed services, etc. Percentage of spending on:
personnel, software and hardware, services (of different types), managedservices,
products of various type and purpose, and training.
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Data Attributes
The followingis a list of attributes that shouldbe populated as completely as possible.

Table 55: Security Spending Table

Information Security Spending Table

Name Type De- Requir | Description

identified | ed

ReferencelD Number | No No Uniqueidentifier for the security

spending. Generally auto-generated.

TimePeriod Date No Yes The starting date for the time period for

StartDate which this spendingoccurred

TimePeriod Date No Yes The ending date for the time period for

End Date which this spendingoccurred

ITBudget Number | Yes Yes* The total ITbudget (including security

activities) for this time period

ITActual Number | Yes No The actual ITspending during this time

period (including security activities).

ITSecurity Number | Yes Yes* The total amount budgeted for

Budget informationsecurity personnel, services,

and systems during the time period.

ITSecurity Number | Yes No The actual spendingon information

Actual security personnel, services, and systems

duringthetime period

Spending Text/Dr | Yes No An indicator of the purpose of the

Category op- security spending, from categories:
down Personnel, Systems, Managed Services,

Services, Training, and Other.

Purpose Text/Dr | No No Purpose of the spending: Prevention,
op- Detection, Incident Response, Auditing
down

Additional Text Yes No Additional dimensional tags such as

Dimensions business unit, location, etc. These

additional fields could include references
to technologies or applications.

*This table could be assembled with multiple rows for each time period, withonefor the IT
budget, and other rows for the budget for specific security items, summing inthe rows forthe
relevant metric time period. Forsimplicity, if thisis done, itis recommendedthatall rows
providevaluesforthe sametime periods as the metriccalculations.
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Security Spendingand Budget

The products, procedures, and personnel (employees and contractors)thatare primarily
dedicated to or used for provisionof IT security for the specific ITinvestment, such as the
activities covered under 1SO 27002. All capital and operational costs for IT Operational Security,
ITRisk Management, IT Compliance, IT Privacy, and | T Disaster Recovery should be included
even through these costs may cross organizational boundaries. Dimensions can be used to
maintain information on spending by organizational units.

Following guidance presented in OMB Circular No. A-11 Section53 (2008), securityspendingis
defined as spendingon or intended foractivities and systems including:

e Risk assessment;
e  Security planning and policy;
e  Certification and accreditation;

e Specific management, operational, and technical security controls (to include access control systems as

well as telecommunications and network security);
e Authentication or cryptographic applications;
e  Security education, awareness, and training;
e System reviews/evaluations (including security control testing and evaluation);
e  Oversight or compliance inspections;
e Contingency planning and testing;
e  Physical and environmental controls for hardware and software;
e Auditing and monitoring;
e Computer security investigations and forensics; and

e  Reviews, inspections, audits and other evaluations performed on contractor facilities and operations.
e Managed services, consulting services providing any of the above;

Spending Categories and Purpose

Security spending canbetracked inmore detail by indicating the category of item the spending
is for, such as Personnel (in-house), Systems (software, appliances, and hardware), Managed
Services, Security Services (such as penetration testing), Training, Auditing, and Other.

The spending canbe assigned a purpose, suchas prevention (oncontrolsandhardening),
detection (IDS systems, log monitoring, etc.), auditing and measurement, and incident response
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andrecovery. Thesedimensions canbe used to gain a more complete picture of the allocation
of security spending andits impact on the performance of business functions.

Sources

Sources forfinancial datainclude published budgets andfinancial management systems. In
some cases manual effort will berequired to separate security s pending from IT budgets, or to
sum security spending across multiple divisions or departments.

Dimensions
This metricmay include additional dimensions for grouping and aggregation purposes. These
dimensions should be tagged attherow level,andcan include:

= Business functions to track financial metrics on security around s pecific business
activities

= Business Units owingthe systems to whichthesecurity spendingis directed

= Geographiclocations for analyzing spending acrossmultiple locations

Automation

The ability to automate source data collectionfor these metrics is medium, because most
organizations use financial management systems for budgeting activities; howevertheseresults
may require additionalwork to determine total security s pending across multiple units, group
locations and systems. Calculation of these metrics on an ongoingbasis, after source data has
been obtained, lends itself to a moderate degree of automation, as a process can be defined,
butsomerecurringanalysisis likely to berequired.

Visualization

These metrics may be visually represented in several ways:

Simple visualizations may include a table showing metric results for the organization with each row displaying the
value for selected time periods (each week or each month). Columns may be used for spending categories (e.g.

Personnel) or purposes (e.g. Prevention).

Graphical visualizations may include time-series charts where the metric result is plotted on the vertical axis and
time periods displayed on the horizontal axis. To provide maximum insight, plotted values for each period may
include stacked series for the differing categories or purposes or business units (for Information Security Budget as
% of IT Budget).

Complex visualizations should be used for displaying the metric result for cross-sections by organization,

categories, or purposes. For example, small multiples could be used to compare the spending on systems for

prevention across business units.
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Defined Metrics
Information Security Budgetas % of IT Budget

Objective

Organizations are seekingto understandif their security spending is reasonable for the level of
security performance and in-line with other organizations. This metricpresents the T security
budgetas a percentage of organizations overall IT budget, tracking the relative cost of security
compared to IToperations. This result can also be usedto benchmark spending against other
organizations.

Table 56: Security Budget as % of IT Budget

Metric Information Security Budget as a Percentage of IT Budget
Name

Version 1.0.0
Status Final

Description Security budgetasa percentage of ITBudgettracksthe percentageof IT
spending on security activities and systems. For the purposes of this metric, it
is assumed that Information Security isincludedin the T budget.

Type Management
Audience Business Management
Question  Whatpercentage of the ITBudgetis allocated to information security?

Answer A positive value equal to or between 0 and 1, expressed as a percentage. A
value of “100%” indicates that the entire Information Technologybudget is
dedicated to informationsecurity.

Formula The total budget allocated for security activities and systems for the metric
time period is divided by the total information security budget.

SBPITB — SecurityBudget
ITBudget
Units Percentage of IT Budget

Frequency Quarterly, Annually dependingon budgetcycle
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Targets Because of thelack of experiential data fromthefield, no strong consensus
on the range of acceptable goal values for securityspendingexists In general,
this value shouldbe comparable with peer organizations with similarIT
profiles andsecurity activities.

Sources Financial management systems and/orannual budgets

Usage

Examining andtracking the percentage of the IT budget allocated to securityallows an
organizationto compare the costs of securing their infrastructure between an organization’s
divisions, against other organizations, as well as to observe changes over time. Theseresults
will also provide a foundation for the optimization of security spending through comparison of
spending withthe outcomes of other metrics such as numbers of incidents, time to detection,
timeto patch, etc.

The percentage of budget allocated to security should be calculated over time, typically per -
qguarter or per-year. To gain insightintotherelative performance of one business unit over
another, thisresult mayalsobe calculated for cross-sections of the organization, such as
individual business units or geographies where they have discrete budgets.

Limitations

Different threat profiles across organizations. Whilethereis systemicrisk to commonviruses
and attacks, thereisalsofirm specific riskbased on the companies’ specific activities that may
require higheror lower level of security spending relative to peer organizations.

Different IT profiles across organizations. Although in theoryall organizations will make
market-efficient use of IT, legacy systems and s pecific implementations willimpact the costs of
otherwise-similar IT operations as well as the costs of similar levels of security performance.

Differences in accounting. Different organizations mayaccountfor both ITand security
spendingindifferent ways that makeithard to compare this value across organizations. Some
may leverage I Tresources for security purposes that make it hardto accountfor such partial
FTEs without significant activity-based costing exercises; others mayhave lump-sum outsourced
IT contracts without s pecific information on security spending.
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References
Chew, Swanson, Stine, Bartol, Brown and Robinson. Special Publication 800-55: Performance

Measurement Guide for Information Security (Rev 1). US National Institute of Standards and
Technology, 2008

Open Web Application Security Project, Security Spending Benchmark Project
<https://www.owasp.org/index.php/Category:OWASP_Security Spending_Benchmarks>

Office of ManagementandBudget, OMB Circular No.A-11 (2008) , Form300sand 53s
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Information Security Budget Allocation

Objective

Looking atthe waysin which security budgets are allocated can help optimize spending. This
can helpidentifyisthe mostresources being directed atthe areas of greatestrisks, and if
spendingisaligned with the organization’s strategy.

Table 57: Information Security Budget Allocation

Metric Information Security Budget Allocation
Name

Version 1.0.0
Status Final

Description Information securitybudgetallocation tracks the distribution of security
spending across a variety of securityactivities, systems, and sources, as a
percentage of overall informationsecurity spending.

Type Management
Audience Business Management, Security Management

Question  What percentage of the Information Security Budgetis allocated to each
category of spending?

Answer A positive value equal to or between 0 and 1, expressed as a percentage for
each spending category. Avalueof “100%” indicates thatthe entire
Information Security budget is dedicated to that spending category.

Formula For each budget category, divide theamount allocated to the categoryby the
total information security budget. Thesevalues shouldbefor therelevant
item period only. Ifthe categoryofanybudget costsisunknown they should
be allocated to an “unknown” category.

Units Percentage of Information Security Budget
Frequency Quarterly, Annually dependingon budgetcycle

Targets Because of thelack of experiential data from the field, no consensus on a goal
valuefor theallocationof security spending exists. In general, thisvalue
should be comparable with peer organizations with similar security
performance across each of the sending categories, and will vary depending
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on the useofin-housevs. external resources, software license structures,
reliance on outsourcing, etc.

Sources Financial management systems and/orannual budgets

Usage

Examining andtracking the percentage of the IT budget allocated to securityallows an
organizationto comparetherelative costs of their various information security activities. This
can helpidentifyif security spendingis being directed toward the areas of greatest riskto the
organization,i.e.is security spending aligned with the results of risk assessments? Italso
enables organizations to start to optimize spending by observing incremental changesin
business function performance correlatingto changes inspending on various security activities,
such as numbers of incidents, time to detection, time to patch, etc.

The percentage of information security budget allocated to security should be calculated over
time, typically per-quarter or per-year.

To gaininsightintotherelative performance of one business unit over another, this result may
alsobecalculated for cross-sections of the organization, such as individual business units or
geographies wherethey havediscrete budgets.

Limitations

Different threat profiles across organizations. Whilethereis systemicrisk to commonviruses
and attacks, thereis alsofirm specific riskbased on the companies s pecific activities that may
require higheror lower level of security spending relative to peer organizations.

Different IT profiles across organizations. Although in theoryall organizations will make
market-efficient use of IT, legacy systems and s pecific implementations willimpact the costs of
otherwise-similar IT operations as well as the costs of similarlevels of security performance.

Differencesin accounting. Different organizations mayaccountfor both IT and security
spendingindifferentways that makeit hard to compare this value across organizations. Some
may leverage ITresources for security purposes that makeithardto account for such partial
FTEs without significant activity-based costing exercises; others mayhave lump-sum outsourced
IT contracts without s pecific information on security spending.

133 |Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

References
Chew, Swanson, Stine, Bartol, Brown and Robinson. Special Publication 800-55: Performance

Measurement Guide for Information Security (Rev 1). US National Institute of Standards and
Technology, 2008

Open Web Application Security Project, Security Spending Benchmak Project
<https://www.owasp.org/index.php/Category:0WASP_Security_Spending_Benchmarks>

Office of ManagementandBudget, OMB Circular No.A-11 (2008) , Form300sand 53s

134 |Page
© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Technical Metrics

Incidents

Number of Incidents

Objective

Number of Incidents indicates the number of detected securityincidents the organizationhas

experienced during the metric time period. In combination with other metrics, this can indicate
the level of threats, effectiveness of security controls, or incident detection capabilities.

Table 58: Number of Incidents

Metric
Name

Version
Status

Description

Type
Audience

Question

Answer

Formula

Units

Frequency

Number of Incidents

1.0.0
Final

Number of Incidents measures the number of security incidents fora given
time period.

Technical
Security Operations

Whatisthe number of security incidents that occurred during the time
period?

A non-negativeinteger value. Avalueof “0” indicates that no security
incidents wereidentified.

To calculate Number of Incidents (NI), the number of security incidents are
counted across a scope of incidents, for example a given time period,
category or business unit:

NI = Count(Incidents)
Incidents per period; for example, incidents per week or incidents per month

Weekly, Monthly, Quarterly, Annually
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Targets NI values should trend lower over time —assuming perfect detection
capabilities. Thevalue of “0” indicates hypothetical perfect security since
there were no security incidents. Because of thelack of experientialdata
fromthefield, no consensus on range of acceptable goal values for Incident
Rateexists.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for
this metricare manual inputs as defined inSecurity Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational
security systems, such as anti-malware software, security incidentand event
management (SIEM) systems, and host | ogs.

Visualization Column Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: NI (Incidents)

Usage
Number of Incidents is atype of security incident metric and relies on the common definition of
“security incident” as defined in Glossary.

Optimal conditions would reflect a low number of incidents. The lower the number of incidents,
the healthier the security posture would be assuming perfect detection. However, a low
number of incidents might also indicate a weak capability to detectincidents. This metriccan
alsoindicate the effectiveness of security controls. Assuming similar threatlevels and detection
capabilities, fewer incidents couldindicate better performance of one set of security controls.

The Number of Incidents metricis calculated overtime, typically per-week or per-month. Not
all incidents are easilydetected, so the trend of incidents can be useful for indicatingpatterns
intheenvironment.

To gaininsightintotherelative performance of one business unit over another, the number of
incidents mayalso be calculated for cross-sections of the organization such as individual
business units or locations.

Limitations

A security program may or maynot havedirect control over the number of incidents that occur
within theirenvironment. For instance, if all theincidents thatoccurare dueto zero-day or
previouslyunidentified attack vectors then there are not manyoptions left to improve posture.
However, this metric could be used to show thatimprovingcountermeasures and processes
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within operations to reduce the number of incidents that occur. Thus, Number of Incidents
must be considered inthe context of other metrics, suchas MTTID.

The definition of “Incident” may not be consistentlyapplied across organizations. For
meaningful comparisons, similar definitions are necessary.

The importance of this metric will vary between organizations. Some organizations have much
higher profiles than othersandwouldbe a more attractive target for attackers whose attack
vectors andcapabilities willvary. The Number of Incidents may not be directly comparable
between organizations.

References

Scarfone, Grance and Masone. Special Publication 800-61 Revision 1:Computer Security
Incident Handling Guide. US National I nstitute of Standards and Technology, 2004.
<http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-6 1revl.pdf>

Killcrece, Kossakowski, Ruefle andZajicek. State of the Practice of Computer SecurityIncident
Response Teams (CSIRTs). Carnegie-Mellon Software Engineering Institute, 2003.
<http://www.cert.org/archive/pdf/03tr001.pdf>
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Vulnerability Management
Vulnerability Scan Coverage

Objective

Vulnerability Scan Coverage (VSC) indicates the scope of the organization’s vulnerability
identificationprocess. Scanning of systems knownto be under the organization’s control
provides the organization the ability to identify open knownvulnerabilities on their systems.
Percentage of systems covered allows the organization to become aware of areas of exposure
and proactively remediate vulnerabilities before they are exploited.

Table 59: Vulnerability Scan Coverage

Metric Vulnerability Scan Coverage
Name

Version 1.0.0

Status Final

Description Vulnerability Scanning Coverage (VSC) measures the percentage of the
organization’s systems under management that were checked for
vulnerabilities during vulnerability scanning andidentification processes.
This metricis used to indicate the scope of vulnerability i dentification

efforts.
Type Technical
Audience Security Operations
Question What percentage of the organization’s total systems has been checked for

known vulnerabilities?

Answer Positiveinteger value thatis greater thanor equal to zero butless than or
equal to 100%. Avalue of “100%” indicates thatall systems are covered by
the vulnerability scanningprocess.

Formula Vulnerability Scanning Coverageis calculated by dividing the total number of
systems scanned by the total number of systems within the metricscope
such astheentireorganization:

Count(Scanned_Systems)

= *100
Count(All_Systems Within_Organization )

Vsc
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Units Percentage of systems
Frequency  Weekly, Monthly, Quarterly, Annually

Targets VSCvalues shouldtrend higherover time. Highervalues are obviously better
as itmeans more systems have been checked forvulnerabilities. Avalue of
100% means thatall the systems are checked invulnerability scans. For
technical and operational reasons, this number willlikelybe below the
theoretical maximum.

Sources Vulnerability management and asset management systems will provide
informationon whichsystems are scanned for vulnerabilities.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis:VSC (%)

Usage

This metricprovides information about how much of the organization’s environmentis checked
for known vulnerabilities. Organizations can use this metricto evaluatetheirrisk position in
terms of concentrations of unknownvulnerability states of systems. In combination with other
vulnerability metrics, it provides insight on the organization’s exposure to known
vulnerabilities.

The results of the coverage metricindicate the:
= Scopeofthevulnerabilityscanning activities
= Applicabilityof other metricresults across the organization
= Relativeamount of information known about the organization’s vulnerability

Limitations

Dueto technical oroperational incompatibility certain systems may be excluded from scanning
activities while other systems such as laptops and guest systems maybe intermittently present
for network scans, resulting invariability of metric results. In addition, scanning activities can
varyindepth, completeness, and capability.

This metricassumes that systems scanned for vulnerabilities are systems knownto and under
full management by the organization. These systems do notinclude partial or unknown
systems. Futurerisk metrics may account for these to provide a clearer view of all system
ranges.
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References
ISO/IEC 27002:2005

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.

Number of Known Vulnerability Instances

Objective

Number of Known Vulnerability Instances (NKVI) measures the total number of instances of
known vulnerabilities withinan organization among scanned assets based on thescanning
processata pointintime.

Table 60: Number of Known Vulnerability Instances

Metric Number of Known Vulnerability Instances
Name

Version 1.0.0

Status Final

Description Number of Known Vulnerability Instances (NKVI) measures the number of
known vulnerabilities that have been found on organization’s systems during
the vulnerability identification process.

Type Technical

Audience Security Operations

Question How many open vulnerability instances were found duringthe scanning
process?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0”

indicates that noinstances of known vulnerabilities were found.

Formula This metricis calculated by counting the number of openvulnerability
instances identified. This countshould alsobe donefor each severity value
(Low, Medium, and High):

Numberof Known Vulnerabilities = Count(Vulnerability Status=0pen)
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Units Number of Vulnerabilities
Frequency  Weekly, Monthly, Quarterly, Annually

Targets NKVI values should trend lower over time. Intheideal case, there wouldbe
no known vulnerability instances on any technologies inthe organization.
Because of thelack of experiential datafromthefield, no consensus on the
range of acceptable goal values for Number of Known Vulnerability Instances
exists.

Sources Vulnerability management systems will provide information on which
systems were identified with severe vulnerabilities.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis: NKVI (Number of Vul nerabilities)

Usage

By understanding the number of instances of known exploitable vulnerabilities, the
organizationcan assess relativerisklevels across the organization of time, estimateand
management remediation efforts, and correlate and predict the volume of security incidents.

The vulnerability scanning process can consist of a number of vulnerability scanningactivities
occurringovera settime periodin cases where multiple scans are necessaryto cover allofan
organization’s technologies or potential vulnerability types.

This metricshould be used in conjunction with other vulnerability metrics to provide context
around the magnitude of knownvulnerabilities in anorganization. Since other metrics are
expressedasratios, this metric quantifies the volume of known vulnerabilities the organization
is managing. Combined withthe mean timeto mitigate vulnerabilities this metriccanprovide
visibility intothe time and effort requiredto manage the known vulnerabilities in the
organization.

When comparing performance over time and between organizations, this metric canbe
normalized across the total number of systems. This andadditional vulnerability metricsarean
area noted for further development by the CIS metrics community.
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Limitations

The vulnerability scans may not be comprehensive, instead only attemptingto identify a subset
of potential vulnerabilities. Differentscanningsessions and products canbe checking for
different numbers andtypes of vulnerabilities, some may consist of thousands of checks for
vulnerabilities, while other products or sessions mayonly check for hundreds of known
vulnerabilities.

The scope of the scanning effort may not be completeand may also not be representative of
the organizations overallsystems. Those systems out of scope may potentially be areas of risk.
In some cases key servers or production systems may be excluded from scanning activities.

This metriconly reports on known vulnerabilities. This does not mean thatthereareno
“unknown” vulnerabilities. Severe vulnerabilities that the organization is unaware of can exist,
and potentiallybe exploited, for years before any publicdisclosure mayoccur.

When reporting a total number of vulnerabilities, severe vulnerabilities are considered equal to
informational vulnerabilities. Reporting this metric by the dimension of Vul nerability Severity
will provide more actionable information.

References
ISO/IEC 27002:2005

Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.

Patch Management
Patch Management Coverage

Objective

Patch Management Coverage (PMC) characterizes the efficiency of the patch management
process by measuring the percentage of total technologies thatare managedin a regular or
automated patch management process. This metric also serves as an indicator of theease with
which security-related changes canbe pushed into the organization’s environment when
needed.

Table 61: Patch Management Compliance

Metric Patch Management Coverage
Name
Version 1.0.0
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Status

Description

Type
Audience

Question

Answer

Formula

Units
Frequency

Targets

Final

Patch Management Coverage (PMC) measures the relative amount of an
organization’s systems that are managed under a patch management
process such as an automated patchmanagement system. Since patchingis
aregularand recurring process inanorganization, the higher the percentage
of technologies managed under sucha system the timelier and more
effectively patches are deployed to reduce the number and duration of
exposed vulnerabilities.

Technical
Security Operations

What percentage of the organization’s technology instances are not part of
the patching process andrepresent potentialresidual risks for
vulnerabilities ?

A positiveinteger valuethatis greaterthan orequal to zero. Avalueof
“100%” indicates thatall technologies are under management.

Patch Management Coverageis calculated by dividing the number of the
technologyinstances under patchmanagement by the total number of all
technologyinstances withinthe organization. This metriccan be calculated
for subsets of technologies such as by asset criticality or business unit.

Count(Technology Instances Under Patch Management )

PMC = *100

Count(Technology Instances)
Percentage of technology instances
Weekly, Monthly, Quarterly, Annually

PMCvalues should trend higher overtime. Given the difficulties in manually
managing systems at scale, having technologies under patch management
systems is preferred. Anideal result would be 100% of technologies.
However, given incompatibilities across technologies and systems thisis
unlikelyto be attainable. Highervalues wouldgenerally resultin more
efficient use of securityresources. Because of thelack of experiential data
fromthefield, no consensus on the range of acceptable goal values for PMC
exists.
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Sources Patch managementand IT support tracking systems will provide patch
deploymentdata.

Visualization Bar Chart
X-axis: Time (Week, Month, Quarter, Year)
Y-axis:PMC (%)

Usage
Patch Management Coverageis a type of patchmanagement metricandrelies on the common
definitionof “patch” asdefinedin Glossary.

Optimal conditions would reflecta highvalueinthe metric. Avalue of 100% wouldindicate
thatevery technology inthe environment falls under the patchmanagement system. The
lower thevalue, the greater the degree of “ad-hoc” and manual patchdeploymentandthe
longer andless effectiveit willbe. Given that many known vulnerabilities result from missing
patches,there may bea direct correlation between a higher level of Patch Management
coverageandthe number of knownvulnerabilities in anenvironment. Patch Management
Coverage canbe calculated over time, typically per-week or per-month. To gain insightinto the
relative performance and risk to one business unit over another, Coverage mayalso be
calculated for cross-sections of the organization, such as individual business units or
geographies.

Limitations

Not all technologies within anorganizationmay be capable of being under a patch
management system, for technical or performance reasons, so theresults andinterpretation of
this metricwill dependon the specifics of an organizations infrastructure.

References
Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.

Configuration Management
Configuration Management Coverage

Objective
The goal of this metricisto provide anindicator of the scope of configuration management
control systems and monitoring.
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Accurateand timely detection of configuration changes, as well as the ability to assess the state
of the current configurationthrough regular processes orautomated means provides
organizations with improved visibility intotheirsecurity posture.

If 100% of systems are under configuration monitoring thanthe organizationisrelativelyless
exposed to exploits andto unknownthreats resulting from un-approved, untested, or unknown
configurationstates.

Table 62: Configuration Management Coverage

Metric Configuration Management Coverage
Name

Version 1.0.0

Status Final

Description This metricattemptsto answerthe question “Are system under
configuration management control?” This question presumes the
organizationhas a configuration management system to test and monitor
the configuration states of systems.

The percentage of total computer systems inan organization thatareunder
the scope of a configuration monitoring/management system.

Scope of configuration monitoringis a binary evaluation: a givensystemis
either partofa systemthatcanassessand reportit’s configuration state or
itis not. Configurationstate canbe evaluated by automated methods,
manualinspection, or audit, or some combination.

The computer system populationbaseis the total number of computer
systems with approved configurationstandards. This may be all systems or
onlya subset (i.e.only desktops, or only servers, etc.)

Organizations thatdo not have approvedstandards for their computer
systems should report “N/A” rather than a numericvalue (0% or 100%).

In Scope

Examples of percentage of systems under configuration management may
include:

e Configurationofservers
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Type
Audience

Question

Answer

Formula

Units
Frequency

Targets

Sources

e Configurationof workstations/laptops
e Configurationof hand-helddevices

e Configurationof other supported computersystems coveredby the
organizations configuration policy

Out of Scope
Examples of computer system configurations thatarenotin scopeinclude:

e Temporary guest systems (contractors, vendors)

e Llab/testsystems performingto orinsupportofa specificnon-
productionproject

e Networkingsystems (routers, switches, access points)

e Storagesystems (i.e. network accessible storage)

Technical
Security Operations

What percentage of the organizations systems are under configuration
management?

A positiveinteger value between zero and 100inclusive, expressed asa
percentage. Avalue of “100%” indicates thatall technologies arein
configurationmanagement system scope.

Configuration Management Coverage (CMC)is calculated by determining the
number of in-scope systems within configurationmanagement scopeand
then averaging this across the total number of in-scope systems:

CMC z (In_Scope _ Systems _Under _ Configuration _ Management)

Count(In_ Scope _ Systems)
Percentage of Systems
Monthly

The expected trend for this metric overtimeis to remainstable or increase
towards 100%.

Configurationmanagement and asset management systems will provide
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coverage.

Visualization Bar Chart
X-axis: Time (Month)
Y-axis:CMC (%)

Usage

The Configuration Management Coverage metric provides information about well the
organizationensures theintegrity of their network. Organizations canuse this metric to
evaluatetheir riskpositioninterms of concentrations of inconsistent state of systems.

The results of the coverage metricindicate the:

= Scopeoftheconfigurationscanning activities
= Applicabilityof other metricresults across the organization
= Relativeamount of information known about the organization’s configuration

Limitations
The organization’s critical systems (e.g. production servers) maybe out of scope of the
configuration management system by design, for performance or networkarchitecture reasons.

References
Ross, Katzke, Johnson, Swanson, StoneburnerandRogers. Special Publication SP 800-53:

Recommended Security Controls for Federal Information Systems (Rev 2).US National Institute
of Standards and Technology, 2007

|EEE Standard 828-1990, Software Configuration Management Plans.

ISO/IEC 12207:2008, Information technology — Software life cycle processes and ISO/IEC
15288:2008, Information technology — System life cycle processes.

Chew, Swanson, Stine, Bartol, Brown and Robinson. Special Publication800-55: Performance
Measurement Guide for Information Security (Rev 1). US National Institute of Standards and
Technology, 2008
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Current Anti-Malware Coverage

Objective

The goal of this metricisto provideanindicator of the effectiveness of an organization’s anti-

malware management. If 100% of systems have current anti-malware detection engines and

signatures, then those systems are relatively more secure. If this metricis less than 100%, then
thosesystems arerelatively more exposed to viruses and other malware.

The expected trend for this metric overtimeisto remainstable or increase towards 100%.

Table 63: Current Anti-Malware Coverage

Metric
Name

Version
Status

Description

Current Anti-Malware Coverage

1.0.0
Final

This metricattempts to answerthe question “Do we have acceptablelevels
of anti-malware coverage?” This question presumes the organization has
defined whatisanacceptable level of compliance, whichmay beless than
100%to accountforongoing changesin the operational environments.

Malwareincludes computer viruses, worms, trojan horses, most rootkits,
spyware, dishonest adware, crimeware and other malicious and unwanted
software [http://en.wikipedia.org/wiki/Malware].

The percentage of total computer systems inan organization that have
current, up-to-date anti-virus (or anti-malware) software and definition files.
“Current”is a binary evaluation: a given systemis either configured with
both up-to-date detection engines and signatures or itis not. Compliance
can beevaluated by automated methods, manual inspection, audit, or some
combination.

Currentcoverage of a systemis defined as a the mostrecentversionof the
engine,and a signaturefilethatis no morethan14 days olderthanthe most
recentsignaturefilereleased.

In Scope
Examples of systems under considerations for this metric include:
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e Servers

e Workstations/laptops

e Hand-held devices

e Other supported computer systems

Outof Scope
Examples of systems thatare not under considerationfor this metricinclude:

e Temporary guest systems (contractors, vendors)

e Llab/testsystems performingto orinsupportof a specificnon-
productionproject

e Networkingsystems (routers, switches, access points)

e Storagesystems (i.e. network accessible storage)

Type Technical
Audience Security Operations
Question What percentage of the organizations systems have current anti-malware

protection?

Answer A positiveinteger value between zero and 100inclusive, expressed asa

percentage. Avalue of “100%” indicates thatall technologies have current
anti-malware coverage.

Formula Current Anti-Malware Coverage (CAMC)is calculated by determining the
number of in-scope systems with current coverage andthen averaging this
across thetotal number of in-scope systems:

Z([n _Scope Systems with _current _Anti — Malware)
CMC =

Count(In _Scope _Systems)
Units Percentage of Systems

Frequency Monthly

Targets The expected trend for this metric overtimeis to remainstable or increase
towards 100%.
Sources Configurationmanagement and Anti-malware systems (locally or centrally
managed).
149 |Page

© 2010 The Center for Internet Security



The CIS Security Metrics v1.1.0 November1, 2010

Visualization Bar Chart
X-axis: Time (Month)
Y-axis: CAMC (%)

Usage

Current Anti-Malware Coverage(CAMC) represents the overall compliance to anti-malware
policies. The higherthe CAMC the greater the number of systemsin the organization are
running anti-malware withrecent signaturefiles, the less likelyitis that existing known
malware will infect or spread across the organizations systems, or fail to be detected in a timely
manner.

Limitations

e Systems critical to the organization (e.g. production servers) maybe out of scope of the
anti-malware management system by design, for performance, or networkarchitecture
reasons.

e Variationin typeof anti-malwaresuchasinbound email scanning vs. resident process
scanning may be material. The completeness of signature files and frequency of updates
may also vary.

e Thetimewindow defined as currentmaynotbeadequateif malwarehasitsimpacton
the organizationbefore signature files are developed, or before the current window has
expired.

References
Ross, Katzke, Johnson, Swanson, StoneburnerandRogers. Special Publication SP 800-53:

Recommended Security Controls for Federal Information Systems (Rev 2).US National Institute
of Standards and Technology, 2007
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Application Security
Number of Applications

Objective

The goal of this metricisto provide managers with the number of applicationsinthe
organizationandto help translate theresults of other metrics to the scale of the organization's
environment.

Table 64: Number of Applications

Metric Number of Applications
Name

Version 1.0.0

Status Final

Description This metriccounts the number of applicationsinthe organization's
environment.

Type Technical
Audience Security Operations
Question Whatisthe number of applications in the organization?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0”
indicates thatthe organizationdoes not have any applications.

Formula The number of applications (NOA) is determined by simply counting the
number of applications in the organization:

NOA = Count(Applications)
Units Number of applications
Frequency Weekly, Monthly, Quarterly, Annually.

Targets NOAvalues generally should trend lower over time although this number
will depend on the organization's business, structure, acquisitions, growth
and useof IT. This numberwill also help organizations interpret the results
of other applications security metrics. Because of the lack of experiential
data fromthefield, no consensus on the range of acceptable goal values for
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Number of Applications exists.

Usage

Managers canuse this metric to understand and monitorchanges to theirapplication
environment. This metric provides a reference point for metrics around the organization’s
applications.

Limitations

Variations in application scope. Different organizations might countasa “single” applicationa
system thatanother organization mayconsider several distinct applications, resultingin
significantlydifferent numbers of applications between organizations.

Variations in application scale. Applications within oracross organizations might be

significantlydifferentin size, so thelevel of effort required to assess, test or fix vulnerabilities
may vary between applications.

References
Web ApplicationSecurity Consortium. Web Application Security Statistics Project.,
http://www.webappsec.org/projects/statistics/
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Appendix A: Glossary

Anti-malware
Anti-malwareis security software that detects, blocks, and neutralizes malware of various types
(see Malware).

Application Security Testing

The term application security testing is defined as a material test of the security of a business
applicationafter ithas been developedanddeployed (althoughit may bea pre-production
test). Itcan consist of a combination of one or more of the following techniques:

e Sourcecodeanalysis (automated and/or manual)
e Manual penetration testing (white- or black-box),
e Static or dynamic binary analysis,

e Automated testing, or

e “Fuzzing” or other techniques thatidentifyvulnerabilities in anapplication.

Bias

Biasis identified as a termthatrefers to how farthe average statisticlies from the parameter it
is estimating, thatis, the errorthatarises when estimating a quantity. Errors from chance will
cancel eachother outinthelongrun, those from bias willnot.* Systemic Bias is i dentified as
the inherenttendencyof a process to favor a particular outcome.”

Business Application

The term business application can mean manythingsin IT systems ranging from productivity
applications on individual desktop computers to complex manufacturing systems existing on
multiple pieces of customhardware. In this context, the termrefers to a set of technologies
thatforma system performing a distinct set of business operations. Examples of thisinclude an
order processing system, online shopping cart, or aninventory trackingsystem.

Since applications canconsist of more than one technology, the scope of an applicationis
defined as a process or set of processes that the organization manages and makes decisions
around as a singleentity. Generally, this scopeis notintended to include infrastructure
components of theapplication, such as the web or application serveritself, although this may
not be separated for certain types of testing.

18
Source: Wikipedia. <http://en.wikipedia.org/wiki/Bias>
19
Source: Wikipedia. <http://en.wikipedia.org/wiki/Systemic_bias>
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Containment

Containmentisidentified as limitingthe extent of an attack.”’ Anotherway to look at
containmentisto “stopthebleeding”. Theimpactof the incident has been constrained and is
notincreasing. Measure can now be taken to recover systems, and “effective recovery” of
primary capabilities may be complete.

Data Record

A Data record is a singlesample of data fora particular metric. Each datarecordroughly
approximates arowina relationaldatabase table. Data records contain data attributes that
describethedatathatshould be collected to calculate the metric. Eachdata attribute roughly
approximates a column inthe database table. Attributes contains the followingcharacteristics:

e Name — ashort, descriptive name.

e Type — the data type of the attribute. Types include Boolean, Date/Time?', Text,
Numeric andISO Country Code.

e De-identification — a Boolean value describing whether thefield of the datarecord
should optionally be cleansed of personally or organizationallyidentifying information. If
“yes,” then priorto consolidation or reporting to a third-party, thedatainthisfield
should be de-identified using a privacy-preserving algorithm, or deleted. For example,
severity tags forsecurity incidents might require de-identification.

e Description — additionalinformation describingthe attributeindetail.

In this document, the beginningof each majorsection describes the attributes that should be
collected inorderto calculate the metric.

De-identified

De-identifiedinformation is informationfrom which all potentially i dentifying information that
would individuallyidentify the provider has been removed. For the purposes of these metrics,
thesearedata records for which de-identification needs to occurin orderto maintain the
anonymity of the data provider.

Malware

Malwareincludes computer viruses, worms, trojan horses, most rootkits, spyware, dishonest
adware, crimeware andother malicious and unwanted s oftware
[http://en.wikipedia.org/wiki/Malware].

0
G. Miles, Incident Response Part #3: Containment. Security Horizon, Inc., 2001.

<http://www.securityhorizon.com/w hitepaper sTechnical /Incident Resp ons epart3.p df>

Also known as a “timestamp.”
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Risk Assessment

The termrisk assessmentis defined as a process for analyzing a systemandidentifying therisks
from potential threats and vulnerabilities to the information assets or capabilities of the
system. Although many methodologies can be used, itshould consider threats to the target
systems, potential vulnerabilities of the systems, and impact of system exploitation. [tmayor
may notincluderisk mitigation strategies and countermeasures. Methodologies couldinclude
FAIR, OCTAVE or others.

Security Incident

A security incidentresults in the actual outcomes of a business process deviating from the
expected outcomes for confidentiality, integrity & availabilitydue to deficiencies or failures of
people, process ortechnology.”” Incidents that should not be considered “security incidents”
includedisruption of service due to equipment failures.

Security Patch

A patch is a modification to existing softwareinorderto improve functionality, fix bugs, or
address security vulnerabilities. Security patches are patches thataresolely or in part created
andreleased to address one or more security flaws, suchas, but not limited to publicly
disclosed vulnerabilities.

Technology

A technology isan application, operating system, or appliance that supports business processes.
A critical technology is one upon which normal business operations depend, and whose
impairment would cause such operations to halt.

Third party

An organizational entity unrelated to the organizationthat calculates a metric, or supplies the
sourcedataforit. Notethat “third-party”is asubjective termand may beinterpreted
differently by each recording entity. It may denote another group within the same corporation
or an independent entity outside of the corporation.

Vulnerability

Vulnerability is defined as a weakness ina systemthat could be exploited by an attackerto gain
accessortakeactions beyondthose expected or intended by the system’s security model.
According to the definition used by CVE, Vulnerabilities are mistakes in software designand
execution, while exposures are mistakes in configuration or mistakes insoftwareused as a
component of a successful attack. For the purposes of these metrics, the term vulnerabilities
include exposures as well as technical vulnerabilities.

2
Source: Operational Risk Exchange. <http://www.orx.org/reporting/>
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Appendix C: Examples of Additional Metrics

The datasets provided canbe used to create additional metrics to suit anorganizations specific
need. For example, an organization focusing on incident containment could create additional
incident metrics to track their abilityto detectincidents internallyas well as provide additional
granularity around incident recovery by measuring the time fromincident discovery to
containment (as well as recovery). Two new metrics, “Percentage of Incidents detected by
Internal Controls” and “Mean Time from Discover to Containment” can be created usingthe
Incidents Dataset. Another organization maywishto focus on the patchingprocess and provide
the Mean-Timeto Deploymetricjustfor critical patches as a key indicatorto management.
“Mean-Timeto Deploy Critical Patches” can be created from the Patch datasets, using the
severity fieldas a dimension to focus management attention on akey riskarea. The following
definitions of these additional metrics defined using the CIS datasets are provided bel ow:

Percentage of Incidents Detected by Internal Controls

Objective
Percentage of Incidents Detected by Internal Controls (PIDIC) indicates the effectiveness of the
security monitoring program.

Table 65: Percentage of Incidents Detected by Internal Controls

Metric Percentage of Incidents Detected by Internal Controls
Name

Version 0.9.0

Status Reviewed

Description Percentage of Incidents Detected by Internal Controls (PIDIC) calculates the
ratio of theincidents detected by standard security controls and the total
number of incidents identified.
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Type
Audience Operations

Question Of all securityincidentsidentified duringthe time period, what percent were
detected by internal controls?

Answer Positive floating point value between zero and 100. Avalue of “0” indicates
thatno security incidents were detected by internal controls and a value of
“100” indicates that all security incidents were detected by internal controls.

Formula Percentage of Incidents Detected by Internal Controls (PIDIC) is calculated by
dividing the number of security incidents for whichthe Detected by Internal
Controlsfield is equal to “true” by the total number of all known security

incidents:
PIDIC = Count(Incident DetectedByInternalControls = TRUFE) 100
Count(Incidents)
Units Percentage of incidents

Frequency Monthly, Quarterly, Annually

Targets PIDIC values should trend higher over time. Thevalue of “100%” indicates
hypothetical perfectinternalcontrols since no incidents were detected by
outside parties. Because of thelack of experientialdata fromthefield, no
consensus on therange of acceptable goal values for Percentage of Incidents
Detected by Internal Controls exists.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for
this metricare manual inputs as defined in Security Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational
security systems, such as anti-malware software, security incident and event
management (SIEM) systems, and host | ogs.

Usage

This metric measures the effectiveness of a security monitoring program by determining which
incidents were detected by the organization’s own internal activities (e.g. intrusion detecti on
systems, log reviews, employee observations) instead of an outside source, suchas a business
partner or agency. Alowvaluecan bedueto poor visibility inthe environment, ineffective
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processes fordiscovering incidents, i neffective alert signatures and other factors. Organizations
should report on this metric over time to show improvement of the monitoringprogram.

Limitations

An organization maynothavedirect control over the percentage of incidents that are detected
by their security program. Forinstance, if all theincidents that occuraredueto zero-day or
previouslyunidentified vectors then there are not many options | eft to improve posture.
However, this metriccould be used to show thatimprovingcountermeasures and processes
within operations couldincrease the number of incidents that are detected by the organization.

References

Scarfone, Grance and Masone. Special Publication 800-61 Revision 1:Computer Security
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<http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-6 1revl.pdf>
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Baker, HylenderandValentine, 2008 Data Breach Investigations Report. Verizon Business RISK
Team, 2008. <http://www.verizonbusiness.com/resources/security/databreachreport.pdf>
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Mean Time from Discovery to Containment

Objective

Mean Time from Discovery to Containment (MTDC) characterizes the effectiveness of
containing a security incident as measured by the average elapsed time between when the
incident has been discovered and when theincident has been contained.

Table 66: Mean Time from Discovery to Containment

Metric Mean Time from Discovery to Containment
Name

Version 0.9.0

Status Reviewed

Description Mean Time from Discovery to Containment (MTDC) measures the
effectiveness of the organization to identify and contain security incidents.
The sooner the organization can containan incident, theless damageitis
likely toincur. This calculationcan beaveraged across a time period, type of
incident, business unit, or severity.

Audience Operations

Question Whatistheaverage (mean)number of hours from when anincident has
been detected to whenithas been contained?

Answer A positiveinteger valuethatis greaterthan orequal to zero. Avalue of “0”
indicates instantaneous containment.

Formula For each incident contained inthe metric time period, the mean timefrom
discovery to containmentis calculated dividing the differencein hours
between the Date of Containment fromthe Date of Discoveryfor each
incident by thetotal number of incidents containedin the metrictime

period:
Date of Containment — Date of Discover
wrpe 2 Dateof of »)
Count(Incidents)
Units Hours perincident

Frequency Weekly, Monthly, Quarterly, Annually
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Targets MTDC values should trend lower over time. Thevalue of “0” indicates
hypothetical instantaneous containment. Because of the lack of experiential
data fromthefield, no consensus on the range of acceptable goal values for
Mean Time from Discovery to Containment exists.

Sources Since humans determine when anincident occurs, when theincidentis
contained, and when theincidentis resolved, the primary data sources for
this metricare manual inputs as defined inSecurity Incident Metrics: Data
Attributes. However, theseincidents maybe reported by operational
security systems, such as anti-malware software, security incident and event
management (SIEM) systems, and host | ogs.

Usage
MTDCis a type of security incident metric and relies on the common definition of “security
incidents” as defined in Glossary.

An incidentis determined to be “contained” when the immediate effect of theincident has
been mitigated. For example, a DDOS attack has been throttled or unauthorized external
accessto a system has been blocked, butthe system has not yet been fully recovered or
business operations are notrestored to pre-incident levels.

Optimal conditions would reflecta low valuein the MTDC. Alow MTDC valueindicates a
healthier security posture as malicious activity will have less time to cause harm. Given the
modern threatlandscape andthe ability for malicious code to link to other modules once
entrenched, theremay be a direct correlation between a higher MTDC and a higher incident
cost.

Limitations

This metricmeasures incident containment capabilities of anorganization. As such, the
importance of this metric will vary between organizations. Some organizations have much
higher profiles than others, andwould thus be a more attractive target for attackers, whose
attack vectors andcapabilities will vary. As such, MTDCs may not be directly comparable
between organizations.

In addition, the abilityto calculate meaningful MTDCs assumes thatincidents are detected. A
lack of participation by the system owners could skew these metrics. Ahigher rate of
participation inthe reporting of securityincidents can increase the accuracy of these metrics.

The date of occurrence of anincident maybe hardto determine precisely. The date of
occurrencefield should bethe datethattheincident could have occurred no later than given
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the bestavailableinformation. This date may be subject to revision and moreinformation
becomes known about a particularincident.

Incidents canvaryinsizeandscope. Thiscould resultin a variety of containment times that,
depending onits distribution, maynot provide meaningful comparisons between organizations
when meanvaluesare used.

References
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Incident Handling Guide. US National Institute of Standards and Technology, 2004.
<http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-6 1revl.pdf>

Killcrece, Kossakowski, Ruefle andZajicek. State of the Practice of Computer SecurityIncident
Response Teams (CSIRTs). Carnegie-Mellon Software Engineering Institute, 2003.
http://www.cert.org/archive/pdf/03tr001.pdf

Baker, HylenderandValentine, 2008 Data Breach Investigations Report. Verizon Business RISK
Team, 2008. <http://www.verizonbusiness.com/resources/security/databreachreport.pdf>

Mean Time to Deploy Critical Patches

Objective

Mean Time to Deploy Critical Patches (MTDCP) characterizes effectiveness of the patch
management process by measuring the average time taken from notification of critical patch
releasetoinstallation in the organization. This metricserves as anindicator of the
organization’s exposure to severe vulnerabilities by measuringthe time taken to address
systems in knownstates of highvulnerability for which security patches areavailable. Thisisa
partial indicatoras vulnerabilities mayhave no patches available or occur for other reasons
such as system configurations.

Table 67: Mean Time to Deploy Critical Patches

Metric Mean Time to Deploy Critical Patches
Name

Version 0.9.0

Status Draft

Description Mean Timeto Patch Deploy Patches (MTPCP) measures the average time
taken to deploy a critical patchto the organization’s technologies. The
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sooner critical patches can be deployed, the lower the mean time to patch
and theless timethe organization spends withsystemsina state knownto
be vulnerable.

In order for managers to better understandthe exposure of their
organizationto vulnerabilities, Mean Time to Deploy Critical Patches should
be calculated for the scope of patches with Patch Criticality levels of
“Critical”. This metric result, reported separately provides moreinsight than
aresultblending all patch criticality levels as seen inthe Mean Time to Patch

metric.
Audience Management
Question How many days does it take the organization to deploy critical patchesinto

the environment?

Answer A positive floating-pointvaluethatis greaterthan orequal to zero. Avalue
of “0” indicates that critical patches were theoreticallyinstantaneously
deployed.

Formula Mean Time to Deploy Critical Patches is calculated by determining the

number of hours between the Date of Notification andthe Date of
Installation foreachcritical patch completed in the current scope, for
example by time period or business unit. Theseresults are then averaged
across the number of completed critical patchesin the current scope:

Z(Date_of_]nstallation — Date of Notification )
Count(Completed Critical Patches )

MTDCP =

Units Hours per patch
Frequency Weekly, Monthly, Quarterly, Annually

Targets MTDCP values shouldtrend lower over time. Mostorganizations putcritical
patches throughtestandapproval cycles prior to deployment. Generally, the
targettime for Mean Time to Deploy Critical Patches is withinseveral hours
to days. Because of thelack of experientialdata fromthefield, no
consensus on therange of acceptable goal values for Mean Time to Deploy
Critical Patches exists.
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Usage
Mean Timeto Deploy Critical Patches is a type of patchmanagement metric, andrelies onthe
common definition of “patch” as definedin Glossary.

Given that many known severe vulnerabilities result from missing critical patches, there may be
a directcorrelation between lower MTDCP and lower levels of Security Incidents. MTDCPcan
be calculated over time, typically per-week or per-month. To gain insightinto the relative
performanceand riskto one businessunit over another, MTDCP can be compared against
MTTP by cross-sections of the organization such as individual business units or geographies.

Limitations
Critical Technologies. This metric assumes that the critical technologies are known and

recorded. If thecriticaltechnologies are unknown, this metric cannot be accuratelymeasured.
As new technologies are added their criticality needs to be determined and, if appropriate,
includedin this metric.

Vendor Reliance. This metricisreliant upon the vendor’s ability to notify organization of
updates and vulnerabilities that need patching. If the vendor does not provide a program for

notifying their customers then thetechnology, if critical, will always be a blackmarkon this
metric.

Criticality Ranking. This metricis highly dependent upontheranking of critical technologies by

the organization. If this ranking is abused then the metric willbecome unreliable.

Patches in Progress. This metric calculationdoes not account for patch installations thatare
incomplete or on-going during the time period measured. Itis notclearhow this will bias the

results, although potentiallyan extended patch deployment will notappearintheresults for
sometime.

References
Mell, Bergeron and Henning. Special Publication 800-40: Creating a Patchand Vulnerability
Management Program. US National Institute of Standards and Technology, 2005.
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